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Ethical and Legal Issues in Business Intelligence

1. Ethical and Legal Issues in Business Intelligence:
Ethical and legal issues in business intelligence refer to the moral and legal considerations that arise when
collecting, analyzing, and using data in the context of business intelligence initiatives. These issues
encompass a wide range of topics, including data privacy, data security, data accuracy, and the responsible
use of data insights.

Related Terms:
- Data Privacy: Refers to the protection of individuals' personal information and how it is collected, used,
and shared.
- Data Security: Involves the protection of data from unauthorized access, use, disclosure, disruption,
modification, or destruction.
- Data Accuracy: Refers to the correctness and reliability of data, ensuring that it is free from errors or
inconsistencies.
- Responsible Data Use: Involves using data in a way that respects privacy, maintains security, and avoids
harm to individuals or groups.

Examples:
- An ethical issue in business intelligence could arise when organizations collect data from individuals
without their consent or knowledge.
- A legal issue in business intelligence could occur if organizations fail to comply with data protection
regulations such as the General Data Protection Regulation (GDPR) in the European Union.

Practical Applications:
- Implementing data anonymization techniques to protect the privacy of individuals in business intelligence
projects.
- Conducting regular data audits to ensure compliance with data protection laws and regulations.

Challenges:
- Balancing the need for data-driven decision-making with ethical considerations and legal requirements.
- Keeping up-to-date with evolving data protection laws and regulations to ensure compliance in business
intelligence activities.

2. Data Privacy:
Data privacy refers to the protection of individuals' personal information from unauthorized access, use, or
disclosure. It involves ensuring that data is collected, stored, and processed in a way that respects
individuals' rights and prevents misuse of their information.

Related Terms:
- Personally Identifiable Information (PII): Refers to any data that could potentially identify a specific
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individual, such as name, address, social security number, or email address.
- Data Protection: Involves implementing measures to safeguard data against unauthorized access, use, or
disclosure.
- Consent: Refers to individuals' permission to collect, use, or share their personal data for specific purposes.

Examples:
- An organization obtaining consent from customers before collecting their personal information for
marketing purposes.
- Implementing encryption techniques to protect sensitive data from unauthorized access.

Practical Applications:
- Implementing data minimization practices to only collect the necessary information for business
intelligence purposes.
- Providing individuals with transparency about how their data is being used and giving them control over
their privacy settings.

Challenges:
- Balancing the need for collecting data for business intelligence with respecting individuals' privacy rights.
- Adapting to changing data privacy regulations and ensuring compliance across different jurisdictions.

3. Data Security:
Data security involves protecting data from unauthorized access, use, disclosure, disruption, modification, or
destruction. It encompasses various measures and protocols to ensure the confidentiality, integrity, and
availability of data.

Related Terms:
- Cybersecurity: Refers to the practice of protecting systems, networks, and data from digital attacks.
- Encryption: Involves encoding data to make it unreadable without the appropriate decryption key.
- Access Control: Involves restricting access to data based on user roles and permissions.

Examples:
- Implementing multi-factor authentication to prevent unauthorized access to sensitive data.
- Conducting regular security audits to identify and address vulnerabilities in data storage and processing
systems.

Practical Applications:
- Implementing firewalls and intrusion detection systems to protect data from external threats.
- Establishing data backup and recovery procedures to ensure data availability in case of system failures or
cyberattacks.

Challenges:
- Keeping pace with evolving cybersecurity threats and technologies to protect data effectively.
- Balancing the need for data accessibility with the requirement for stringent security measures to prevent
data breaches.
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4. Data Accuracy:
Data accuracy refers to the correctness and reliability of data, ensuring that it is free from errors or
inconsistencies. Accurate data is essential for making informed decisions and deriving meaningful insights
in business intelligence.

Related Terms:
- Data Quality: Involves the overall reliability, completeness, and consistency of data.
- Data Cleansing: Refers to the process of identifying and correcting errors or inconsistencies in data.
- Data Governance: Involves establishing policies and procedures for managing data quality and integrity.

Examples:
- Verifying the source of data to ensure its accuracy before using it for analysis or reporting.
- Implementing data validation rules to prevent the entry of incorrect or incomplete data into databases.

Practical Applications:
- Conducting regular data quality assessments to identify and address inaccuracies in datasets.
- Establishing data stewardship roles to oversee data accuracy and consistency across the organization.

Challenges:
- Dealing with data silos and disparate data sources that can lead to inconsistencies in data accuracy.
- Addressing data entry errors and ensuring data integrity throughout the data lifecycle.

5. Responsible Data Use:
Responsible data use involves using data in a way that respects privacy, maintains security, and avoids harm
to individuals or groups. It requires organizations to consider the ethical implications of data collection,
analysis, and sharing in their business intelligence activities.

Related Terms:
- Data Ethics: Refers to the moral principles and guidelines governing the collection, use, and dissemination
of data.
- Data Governance: Involves establishing policies and procedures for managing data quality, security, and
privacy.
- Data Literacy: Refers to the ability to read, analyze, and interpret data effectively to make informed
decisions.

Examples:
- An organization limiting the sharing of customer data to third parties to protect individuals' privacy.
- Conducting impact assessments to evaluate the potential risks and benefits of data use in business
intelligence projects.

Practical Applications:
- Implementing data anonymization techniques to protect individuals' identities in data analysis.
- Providing employees with training on data ethics and privacy best practices to promote responsible data
use.
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Challenges:
- Balancing the need for data-driven decision-making with ethical considerations and privacy concerns.
- Ensuring transparency and accountability in data use to build trust with customers and stakeholders.

6. General Data Protection Regulation (GDPR):
The General Data Protection Regulation (GDPR) is a data protection regulation in the European Union that
aims to strengthen and unify data protection laws for individuals within the EU. It sets out rules for how
organizations can collect, process, and store personal data, ensuring the privacy and security of individuals'
information.

Related Terms:
- Data Subject: Refers to an individual whose personal data is being collected, processed, or stored by an
organization.
- Data Controller: Refers to the entity that determines the purposes and means of processing personal data.
- Data Processor: Refers to the entity that processes personal data on behalf of the data controller.

Examples:
- An organization obtaining explicit consent from individuals before collecting and using their personal data
for marketing purposes to comply with GDPR requirements.
- Implementing data protection measures such as encryption and access controls to safeguard personal
data in accordance with GDPR regulations.

Practical Applications:
- Conducting data protection impact assessments to evaluate and address privacy risks in data processing
activities.
- Appointing a Data Protection Officer (DPO) to oversee GDPR compliance and act as a point of contact for
data protection authorities.

Challenges:
- Ensuring compliance with GDPR requirements, including data subject rights, data breach notification, and
data transfer restrictions.
- Adapting data processing practices and systems to meet GDPR standards and protect individuals' privacy
rights.

7. Personally Identifiable Information (PII):
Personally Identifiable Information (PII) refers to any data that could potentially identify a specific individual,
such as name, address, social security number, or email address. PII is considered sensitive information that
requires protection to prevent unauthorized access or misuse.

Related Terms:
- Non-Personally Identifiable Information (Non-PII): Refers to data that cannot be used on its own to
identify a specific individual.
- Data Masking: Involves hiding or obfuscating sensitive information in datasets to protect individuals'
privacy.
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- Data Breach: Refers to the unauthorized access, disclosure, or acquisition of PII by an individual or entity.

Examples:
- An organization encrypting PII stored in databases to prevent unauthorized access by hackers.
- Implementing data anonymization techniques to remove or obscure PII in datasets used for analysis or
reporting.

Practical Applications:
- Establishing data classification policies to identify and protect PII throughout the data lifecycle.
- Implementing data access controls to restrict access to PII based on user roles and permissions.

Challenges:
- Ensuring the security and privacy of PII in data storage, processing, and sharing activities.
- Managing the risks of data breaches and unauthorized access to PII by implementing robust security
measures and compliance controls.

8. Data Governance:
Data governance involves establishing policies, procedures, and controls for managing data quality,
security, and privacy within an organization. It aims to ensure that data is accurate, secure, and compliant
with regulations throughout its lifecycle.

Related Terms:
- Data Stewardship: Refers to the roles and responsibilities for overseeing data quality, integrity, and
compliance within an organization.
- Data Management: Involves the processes and technologies for collecting, storing, and analyzing data to
support business operations.
- Data Lifecycle: Refers to the stages of data from creation and storage to processing and disposal.

Examples:
- Implementing data governance policies to define roles and responsibilities for managing data assets
within the organization.
- Conducting data quality assessments to identify and address inconsistencies or errors in data sets.

Practical Applications:
- Establishing data governance committees to oversee data management practices and ensure compliance
with regulations.
- Implementing data retention policies to define how long data should be stored and when it should be
securely disposed of.

Challenges:
- Gaining organizational buy-in and support for data governance initiatives to ensure their effectiveness.
- Addressing data quality issues and ensuring data integrity across disparate data sources and systems.

9. Data Ethics:
Data ethics refers to the moral principles and guidelines governing the collection, use, and dissemination of
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data. It involves considering the ethical implications of data-related decisions and actions to ensure that
data is used responsibly and ethically.

Related Terms:
- Ethical AI: Refers to the development and deployment of artificial intelligence systems that adhere to
ethical principles and values.
- Fairness: Involves ensuring that data-driven decisions and algorithms do not result in biased outcomes or
discrimination.
- Accountability: Refers to being responsible for the consequences of data-related decisions and actions.

Examples:
- An organization conducting ethical reviews of data projects to assess potential risks and ethical
implications.
- Implementing fairness checks in machine learning models to prevent bias or discrimination in decision-
making processes.

Practical Applications:
- Establishing data ethics guidelines and training programs for employees to promote ethical data practices.
- Conducting regular ethical audits to evaluate data-related processes and ensure compliance with ethical
standards.

Challenges:
- Addressing ethical dilemmas and conflicts that may arise in data collection, analysis, and use.
- Navigating the complexities of data ethics in a rapidly evolving technological landscape with emerging
ethical considerations.

10. Cybersecurity:
Cybersecurity refers to the practice of protecting systems, networks, and data from digital attacks. It
involves implementing measures and controls to prevent unauthorized access, misuse, or disruption of
information technology assets.

Related Terms:
- Malware: Refers to malicious software designed to disrupt, damage, or gain unauthorized access to
computer systems or networks.
- Phishing: Involves using deceptive emails or websites to trick individuals into revealing sensitive
information such as passwords or financial details.
- Security Incident: Refers to an event that compromises the confidentiality, integrity, or availability of data
or systems.

Examples:
- Installing antivirus software and firewalls to protect against malware and unauthorized access to systems.
- Conducting regular security assessments and penetration testing to identify vulnerabilities in network
infrastructure.
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Practical Applications:
- Implementing security awareness training for employees to educate them about cybersecurity best
practices and threats.
- Establishing incident response procedures to detect, respond to, and recover from security incidents
effectively.

Challenges:
- Keeping pace with evolving cybersecurity threats and technologies to protect against advanced attacks.
- Balancing cybersecurity measures with user convenience and system performance to ensure effective
protection without hindering productivity.

11. Encryption:
Encryption involves encoding data to make it unreadable without the appropriate decryption key. It is used
to protect sensitive information from unauthorized access or interception during transmission or storage.

Related Terms:
- Decryption: Involves converting encrypted data back into its original, readable format using a decryption
key.
- Public Key Infrastructure (PKI): Refers to a system for managing digital certificates and encryption keys to
secure communications.
- End-to-End Encryption: Involves encrypting data at the source and decrypting it only at the destination to
prevent interception or eavesdropping.

Examples:
- Encrypting sensitive emails and files using encryption software to prevent unauthorized access to
confidential information.
- Implementing HTTPS encryption on websites to secure data transmissions between users and servers.

Practical Applications:
- Using encrypted messaging apps to protect the privacy of communications and prevent eavesdropping.
- Encrypting data at rest in databases and storage devices to safeguard sensitive information from
unauthorized access.

Challenges:
- Managing encryption keys securely to prevent unauthorized access to encrypted data.
- Ensuring compatibility and interoperability of encryption technologies across different systems and
platforms.

12. Access Control:
Access control involves restricting access to data based on user roles and permissions. It ensures that only
authorized individuals can view, modify, or delete data, protecting sensitive information from unauthorized
access or misuse.

Related Terms:

Read online: https://certificates.lsba.org.uk/glossaries/1925707/ethical-
and-legal-issues-in-business-intelligence

London School of Business and Administration · 21 Jun 2026



G LO S S A RY

- Role-Based Access Control (RBAC): Involves assigning permissions to users based on their roles within an
organization.
- Access Control List (ACL): Refers to a list of permissions associated with a specific resource or object to
control access.
- Two-Factor Authentication: Involves verifying a user's identity using two different authentication factors,
such as a password and a one-time code.

Examples:
- Setting up user accounts with specific access permissions to restrict employees' ability to view or edit
sensitive data.
- Implementing access controls on network folders to limit user access to confidential files based on job
roles.

Practical Applications:
- Implementing multi-factor authentication to strengthen access controls and prevent unauthorized logins.
- Conducting regular access reviews to ensure that user permissions align with their job responsibilities and
data access needs.

Challenges:
- Balancing the need for granting access to data for legitimate business purposes with security and privacy
considerations.
- Managing access control policies across multiple systems and applications to prevent unauthorized access
and data breaches.

13. Data Quality:
Data quality involves the overall reliability, completeness, and consistency of data. It ensures that data is
accurate, timely, and relevant for its intended use, enabling organizations to make informed decisions and
derive meaningful insights.

Related Terms:
- Data Cleansing: Refers to the process of identifying and correcting errors or inconsistencies in data sets.
- Data Validation: Involves checking data for accuracy, completeness, and conformity to predefined rules or
standards.
- Master Data Management (MDM): Refers to the processes and technologies for ensuring consistency and
quality of critical data across an organization.

Examples:
- Removing duplicate records from a database to improve data accuracy and reduce redundancy.
- Conducting data profiling to assess the quality of data and identify areas for improvement.

Practical Applications:
- Implementing data quality tools and software to automate data cleansing and validation processes.
- Establishing data quality metrics and KPIs to monitor and measure the effectiveness of data quality
initiatives.
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Challenges:
- Dealing with data inconsistencies and errors that can impact the reliability and trustworthiness of data.
- Addressing data quality issues across disparate data sources and systems to ensure consistency and
accuracy in data analysis and reporting.

14. Data Cleansing:
Data cleansing refers to the process of identifying and correcting errors or inconsistencies in data sets. It
involves removing duplicate records, correcting inaccurate data, and standardizing data formats to improve
data quality and reliability.

Related Terms:
- Data Profiling: Involves analyzing data to assess its quality, completeness, and consistency.
- Data Enrichment: Refers to enhancing existing data sets with additional information or attributes to
improve their value.
- Data Standardization: Involves establishing consistent formats and structures for data to ensure
compatibility and reliability.

Examples:
- Using data cleansing tools to identify and remove duplicate entries from a customer database.
- Correcting misspelled or incomplete data fields to ensure consistency and accuracy in data analysis.

Practical Applications:
- Establishing data quality rules and validation checks to prevent errors and inconsistencies in data entry.
- Automating data cleansing processes to streamline data preparation and ensure data accuracy in business
intelligence projects.

Challenges:
- Dealing with large volumes of data and complex data structures that can make data cleansing challenging
and time-consuming.
- Ensuring data cleansing does not inadvertently remove valid data or introduce new errors into data sets
during the cleaning process.

15. Data Stewardship:
Data stewardship refers to the roles and responsibilities for overseeing data quality, integrity, and
compliance within an organization. Data stewards are responsible for managing data assets, ensuring data
governance policies are enforced, and promoting data quality and consistency.

Related Terms:
- Data Custodian: Refers to the individual or team responsible for the storage, maintenance, and security of
data assets.
- Data Ownership: Involves assigning accountability and responsibility for data assets to specific individuals
or departments.
- Data Governance Committee: Refers to a group of stakeholders responsible for setting data governance
policies and overseeing data management practices.
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Examples:
- Assigning data stewards to specific data domains or business units to oversee data quality and
compliance.
- Creating data stewardship guidelines and training programs to educate employees on their roles and
responsibilities in managing data assets.

Practical Applications:
- Establishing data stewardship workflows and processes to ensure data integrity and compliance with data
governance policies.
- Collaborating with data owners, data custodians, and other stakeholders to resolve data quality issues and
improve data management practices.

Challenges:
- Defining clear roles and responsibilities for data stewards and ensuring alignment with organizational
goals and objectives.
- Overcoming resistance to change and promoting a data-driven culture that values data
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