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Managing High-Stakes Investigations

Managing High-Stakes Investigations Glossary

Affidavit: A written statement made under oath, typically used as evidence in court proceedings.

Chain of Custody: The documented trail that shows the seizure, possession, control, transfer, analysis, and
disposition of physical evidence in a case. Maintaining a clear chain of custody is essential to ensure the
integrity of evidence presented in court.

Computer Forensics: The process of investigating digital devices and extracting data to be used as evidence
in criminal investigations. This includes analyzing computer systems, networks, and digital storage media.

Confidential Informant (CI): A person who provides information about criminal activities to law enforcement
agencies in exchange for confidentiality or leniency in their own legal matters.

Crime Scene Investigation (CSI): The process of gathering, documenting, and analyzing physical evidence at
a crime scene to reconstruct events and identify suspects. This includes photography, sketching, and
evidence collection.

Cybercrime: Criminal activities that involve computers, networks, or digital devices. This includes hacking,
identity theft, fraud, and other illegal activities conducted online.

Data Encryption: The process of converting data into a code to prevent unauthorized access. Encryption is
used to protect sensitive information during storage and transmission.

Electronic Evidence: Digital information that can be used as evidence in legal proceedings. This includes
emails, text messages, social media posts, and other electronic communications.

Forensic Accountant: A financial professional who investigates financial records, analyzes transactions, and
uncovers evidence of fraud or financial crimes. Forensic accountants often work closely with law
enforcement agencies in criminal investigations.

Forensic Science: The application of scientific principles and techniques to solve crimes. This includes
analyzing physical evidence, conducting tests, and presenting findings in court.

Interview and Interrogation: The process of questioning witnesses, suspects, and persons of interest to
gather information and elicit confessions. Proper interviewing and interrogation techniques are essential for
obtaining accurate and admissible evidence.

Jurisdiction: The geographical area or legal authority in which a law enforcement agency operates.
Jurisdiction determines which cases can be investigated and prosecuted by a particular agency.
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Legal Compliance: Ensuring that all investigative activities are conducted in accordance with relevant laws,
regulations, and ethical standards. Compliance is essential to maintain the integrity of the investigation and
the admissibility of evidence in court.

Money Laundering: The process of disguising the origins of illegally obtained money to make it appear
legitimate. Money laundering is often associated with organized crime and white-collar offenses.

Open Source Intelligence (OSINT): Information collected from publicly available sources, such as social
media, news articles, and government websites. OSINT is used to gather intelligence and support
investigations.

Search Warrant: A legal document issued by a judge that authorizes law enforcement officers to search a
specific location and seize evidence related to a crime. Search warrants are based on probable cause and
must be executed according to specific guidelines.

Surveillance: The covert observation of individuals, groups, or locations to gather information and monitor
activities. Surveillance techniques include physical observation, electronic monitoring, and undercover
operations.

Undercover Operation: A covert law enforcement operation in which officers pose as criminals to gather
evidence and infiltrate criminal organizations. Undercover operations are used to gather intelligence and
build cases against suspects.

Victimology: The study of crime victims, including their characteristics, behaviors, and experiences.
Victimology helps investigators understand the impact of crime and develop strategies to support victims.

Wiretap: The interception of telephone or electronic communications by law enforcement agencies to
gather evidence of criminal activities. Wiretaps are authorized by court orders and must comply with strict
legal requirements.

Xenon Lights: High-intensity lights used in crime scene investigations to illuminate areas and enhance
visibility. Xenon lights are portable and provide bright, white light for forensic examination.

Yield Curve Analysis: A financial analysis technique used to assess the risk and return of different investment
options. Yield curve analysis helps investigators understand financial transactions and trace money flows in
complex cases.

Zero-Day Vulnerability: A software vulnerability that is unknown to the vendor and has not been patched.
Zero-day vulnerabilities are often exploited by hackers to launch cyber attacks and compromise systems.

This glossary provides a comprehensive overview of key terms and concepts related to managing high-
stakes investigations in the context of the Professional Certificate in Leadership Detective Commander of
Serious Commercial Crime Investigation. Understanding these terms is essential for law enforcement
professionals involved in conducting complex investigations and gathering evidence to support criminal
cases.
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