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Professional Certificate in Ad Fraud Prevention

Measuring Ad Fraud Impact

Ad Fraud Types — Related terms: click fraud, impression fraud, conversion fraud, domain spoofing.

Ad fraud types categorize the various deceptive practices that inflate advertising metrics. Click fraud
involves generating false clicks, while impression fraud inflates view counts without genuine user
engagement. Conversion fraud mimics successful actions such as purchases, and domain spoofing redirects
ads to fraudulent sites. Understanding each type helps analysts isolate the root cause of inflated numbers
and apply targeted mitigation strategies.

Attribution Model — Related terms: last-click, multi-touch, data-driven attribution.

An attribution model defines how credit for conversions is assigned across marketing touchpoints. In ad
fraud measurement, a robust model prevents fraudulent interactions from receiving undue credit, which
would otherwise distort spend efficiency. For example, a data-driven attribution model can weight genuine
user pathways higher than suspicious click spikes. Challenges include selecting a model that balances
complexity with actionable insight and ensuring the model adapts to evolving fraud patterns.

Baseline Benchmark — Related terms: historical baseline, control period, reference metric.

A baseline benchmark establishes normal performance levels against which anomalous activity is detected.
By analyzing historic click-through rates (CTR) and conversion rates (CVR) for a comparable period, analysts
can flag deviations that may indicate fraud. For instance, a sudden 300 % increase in CTR during a low-traffic
week would trigger investigation. The main challenge lies in accounting for seasonality, campaign changes,
and external factors that naturally shift baseline metrics.

Bot Detection Engine — Related terms: machine-learning classifier, heuristic analysis, traffic fingerprinting.
A bot detection engine uses algorithms to differentiate human traffic from automated scripts. Techniques
include analyzing mouse movement patterns, IP reputation, and request headers. In practice, a detection
engine may assign a probability score to each click, allowing marketers to filter out high-risk interactions
before reporting. Challenges arise from sophisticated bots that mimic human behavior and the need for
continuous model retraining to keep pace with new evasion tactics.

Click-Through Rate (CTR) — Related terms: impressions, clicks, engagement metric.

CTR measures the ratio of clicks to impressions, expressed as a percentage. While a high CTR often signals
compelling creative, it can also be a red flag for click fraud if the rate far exceeds industry norms. For
example, a display campaign with a 12% CTR in a sector where 0.5% is typical warrants deeper analysis. The
challenge is distinguishing legitimate high-performing ads from fraudulent activity without penalizing
genuine success.

Click Fraud — Related terms: invalid clicks, click injection, click spamming.
Click fraud denotes illegitimate clicks generated to deplete an advertiser's budget or inflate performance
metrics. Methods include automated bots, click farms, and malicious competitors. An example is a click farm
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that repeatedly clicks on a pay-per-click (PPC) ad, causing the advertiser to pay for non-converting traffic.
Mitigation requires real-time monitoring, threshold alerts, and collaboration with ad networks to reclaim
wasted spend.

Conversion Rate (CVR) — Related terms: conversions, clicks, funnel efficiency.

Conversion rate is the percentage of clicks that result in a desired action, such as a purchase or sign-up. An
unusually high CVR paired with low-quality traffic may indicate conversion fraud, where fabricated actions
are reported. For instance, a CVR of 45% on a high-cost product is suspicious. The challenge is balancing
the detection of fraudulent conversions with preserving legitimate high-performing segments.

Conversion Fraud — Related terms: fake leads, phantom purchases, fraudulent attribution.

Conversion fraud involves fabricating or manipulating post-click actions to appear successful. Techniques
include generating false leads, using stolen credit cards for test purchases, or manipulating server
responses. A practical case is a fraudulent affiliate network that reports thousands of “sales” that never
occurred, prompting payout disputes. Detecting conversion fraud requires cross-checking transaction data,
employing fraud-score models, and integrating verification steps such as phone validation.

Cost Per Action (CPA) — Related terms: performance pricing, cost per acquisition, ROl metric.

CPA is a pricing model where advertisers pay only when a specific action, like a sale, occurs. Because
payment is tied to conversions, CPA campaigns are especially vulnerable to conversion fraud. An example is
an affiliate program where the CPA is $50 per sale, but a fraud ring creates bogus sales to collect payouts.
Challenges include establishing reliable verification processes that do not overly burden genuine partners
while deterring fraudulent actors.

Cost Per Click (CPC) — Related terms: pay-per-click, bidding strategy, click cost.

CPC is the amount an advertiser pays each time a user clicks an ad. Fraudulent clicks directly inflate CPC
spend without delivering value. For instance, a campaign with a $2 CPC that experiences a sudden surge in
clicks but no corresponding traffic quality drop may be under click fraud attack. The difficulty lies in
differentiating legitimate high-interest periods from fraudulent spikes, especially during promotions or
news events.

Data-Driven Attribution — Related terms: algorithmic attribution, machine-learning model, conversion path
analysis.

Data-driven attribution leverages statistical models to allocate credit based on observed user behavior,
rather than preset rules. In fraud measurement, this approach can down-weight suspicious touchpoints that
appear anomalous. For example, a model may assign lower weight to clicks originating from IP ranges
known for bot activity. The main challenge is ensuring sufficient data volume and quality to train reliable
models, and preventing over-fitting to transient fraud patterns.

Domain Spoofing — Related terms: ad fraud, supply-side fraud, fraudulent inventory.

Domain spoofing occurs when fraudsters misrepresent the website on which an ad runs, selling inventory
that appears to be on premium sites but actually resides on low-quality or malicious pages. An advertiser
buying inventory believing it appears on a reputable news site may instead have ads displayed on a
spammy blog. Detecting spoofing involves verifying domain ownership via DNS records and monitoring
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page-level signals such as header tags. Challenges include the speed at which spoofed domains can be
created and the limited visibility advertisers have into the publisher’s environment.

Engagement Metrics — Related terms: dwell time, interaction depth, user signals.

Engagement metrics capture how users interact with ad content beyond clicks, such as time spent on a
landing page or scroll depth. Fraudsters often generate clicks without genuine engagement, resulting in low
dwell times. An example is a banner ad that receives a click, but the subsequent page view lasts only 2
seconds, indicating likely fraud. The difficulty is collecting consistent engagement data across devices and
platforms while respecting privacy regulations.

Fraud Score — Related terms: risk rating, probability index, anomaly indicator.

A fraud score is a numerical value assigned to an interaction based on the likelihood of it being fraudulent.
Scores are derived from features like IP reputation, device fingerprint, and behavior patterns. In practice, a
click with a fraud score of 0.92 (on a 0-1 scale) may be excluded from performance reports. The challenge is
calibrating thresholds to minimize false positives while capturing the majority of fraudulent activity.

Geolocation Anomaly — Related terms: geographic mismatch, IP location, regional traffic pattern.
Geolocation anomaly refers to traffic that originates from unexpected regions given the campaign’s target
audience. For example, a localized campaign targeting users in Berlin that suddenly receives 40 % of clicks
from Southeast Asia suggests fraudulent activity. Detecting such anomalies requires maintaining a baseline
of regional traffic distribution and applying alerts when deviations exceed set tolerances. The challenge is
accounting for legitimate travel, VPN usage, and global brand interest that may naturally shift geographic
patterns.

Impression Fraud — Related terms: view fraud, pixel stuffing, ad stacking.

Impression fraud inflates the number of ad views without delivering genuine exposure to real users.
Techniques include pixel stuffing (loading a 1 x 1 pixel invisible ad) and ad stacking (multiple ads layered in
a single view). A publisher might report 1 million impressions, yet analytics reveal that only 150000 users
actually saw the ad. Mitigation strategies involve validating viewability through independent measurement
vendors and cross-checking with device-level data.

Invalid Traffic (IV) — Related terms: non-human traffic, low-quality traffic, fraud traffic.

Invalid traffic encompasses any non-genuine interaction, including bots, spiders, and accidental clicks. In ad
fraud impact measurement, 1V is subtracted from total traffic to derive a more accurate view of campaign
performance. For instance, an ad network may report 2 million impressions, but after IV filtering, only

1.6 million are considered valid. Challenges include the ever-evolving nature of bots that can evade
detection, requiring continuous updates to detection rules.

Inventory Quality — Related terms: brand safety, viewability, ad placement relevance.

Inventory quality assesses the suitability of ad space for an advertiser's brand, considering factors like
content appropriateness, viewability, and fraud risk. Low-quality inventory often correlates with higher fraud
exposure. An example is a premium sports brand whose ads appear on a site with excessive pop-ups and
low viewability, increasing the likelihood of impression fraud. The challenge is obtaining granular inventory
data from multiple supply-side platforms and aligning it with advertiser standards.
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Key Performance Indicator (KPI) — Related terms: metric, performance benchmark, success measure.

KPIs are quantifiable metrics used to evaluate the success of advertising campaigns, such as CTR, CPA, and
ROI. When fraud is present, KPIs become misleading, overstating effectiveness. For example, a KPI of 5%
conversion rate may be inflated by fraudulent conversions, prompting misguided budget allocations.
Ensuring KPI integrity requires integrating fraud detection layers and regularly auditing data sources.

Machine-Learning Classifier — Related terms: supervised learning, feature engineering, model training.

A machine-learning classifier predicts whether an interaction is fraudulent based on labeled training data.
Features might include click timing, device type, and referral URL. In practice, a classifier can automatically
flag suspicious clicks for further review, reducing manual workload. Challenges include obtaining
high-quality labeled datasets, preventing model drift, and explaining decisions to stakeholders who demand
transparency.

Media Rating Council (MRC) Standards — Related terms: viewability guidelines, measurement compliance,
industry benchmark.

MRC standards provide industry-wide definitions for metrics like viewability and active view time, promoting
consistency across measurement vendors. Ad fraud measurement aligned with MRC standards gains
credibility and facilitates cross-platform comparison. For instance, an advertiser may require that all
reported impressions meet the MRC 50 % viewability threshold. The difficulty lies in ensuring all partners
adhere to the same standards and in reconciling discrepancies between measurement providers.

Multi-Touch Attribution — Related terms: touchpoint, customer journey, attribution weighting.

Multi-touch attribution distributes conversion credit across all marketing interactions a user experiences. By
analyzing the full journey, analysts can detect if certain touchpoints consistently exhibit abnormal activity,
suggesting fraud. For example, a display ad that appears early in the path but has an unusually high
click-to-conversion ratio may be generating fake clicks. Implementing multi-touch models demands
comprehensive data collection and sophisticated analytics infrastructure.

Network Latency Anomaly — Related terms: response time deviation, server delay, performance outlier.
Network latency anomalies occur when the time between a user request and server response deviates
significantly from normal patterns, often due to traffic routing through malicious proxies. A sudden increase
in latency for clicks originating from a specific subnet may signal bot activity. Detecting these anomalies
requires continuous monitoring of latency metrics and correlating spikes with other fraud indicators. The
challenge is distinguishing latency caused by legitimate network congestion from fraud-related routing.

Outlier Detection — Related terms: statistical anomaly, deviation analysis, threshold alert.

Outlier detection identifies data points that fall far outside expected ranges, flagging potential fraud.
Techniques include Z-score calculation, interquartile range (IQR), and robust clustering. In a campaign
reporting a daily click volume of 10000, a spike to 80000 would be flagged as an outlier. The main difficulty
is setting appropriate sensitivity levels to avoid overwhelming analysts with false alarms while still catching
true fraud events.

Pixel Verification — Related terms: tracking pixel, tag integrity, ad call validation.
Pixel verification ensures that ad tags fire correctly and that the displayed creative matches the intended
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inventory. Fraudsters may replace genuine pixels with placeholders that register impressions without
delivering real ads. By validating pixel URLs and checking response codes, analysts can confirm that each
impression is legitimate. Challenges include handling dynamic ad serving environments where pixel URLs
change frequently and maintaining synchronization with third-party verification services.

Quiality Score — Related terms: ad relevance, landing page experience, expected CTR.

Quiality score, used by platforms like Google Ads, reflects the relevance and expected performance of an ad.
Fraudulent activity can artificially boost quality scores by inflating click metrics, leading advertisers to
over-invest in compromised campaigns. For example, an ad with a sudden surge in CTR may receive a
higher quality score, masking underlying click fraud. The challenge is integrating fraud detection directly
into quality score calculations to preserve the metric’s integrity.

Real-Time Bidding (RTB) — Related terms: programmatic buying, ad exchange, auction dynamics.

RTB allows advertisers to bid on impression opportunities in milliseconds as a user loads a page. The speed
of RTB creates opportunities for fraudsters to insert low-quality or fraudulent inventory into the auction. An
example is a malicious supply-side platform that offers inflated inventory at low cost, siphoning budget
from legitimate bids. Mitigating RTB fraud requires pre-bid validation, whitelisting trusted sources, and
post-bid analytics to assess performance.

Referrer Spoofing — Related terms: HTTP referrer, source manipulation, traffic source fraud.

Referrer spoofing alters the HTTP referrer header to misrepresent the origin of a click. Fraudsters use this
technique to bypass source-based filters or to attribute clicks to reputable domains. For instance, a bot may
send clicks that appear to come from a well-known news site, evading basic detection rules.
Countermeasures include server-side verification of referrer authenticity and cross-checking with DNS
records.

Revenue Leakage — Related terms: lost earnings, fraud loss, financial impact.

Revenue leakage quantifies the monetary loss an advertiser experiences due to fraudulent activity. It is
calculated by estimating the cost of invalid clicks, impressions, and conversions that would not have
occurred in a fraud-free environment. A campaign with $50000 spend and a 20 % fraud rate suffers $10000
revenue leakage. Challenges involve accurately attributing loss to specific fraud types and communicating
the impact to stakeholders for budget reallocation.

Risk Threshold — Related terms: alert level, sensitivity setting, fraud tolerance.

A risk threshold defines the score or metric value at which an interaction is flagged for review. Setting the
threshold too low generates excessive alerts; too high allows fraud to slip through. For example, a fraud
score threshold of 0.7 may be appropriate for high-budget campaigns, while a lower threshold of 0.5 may
be used for brand-safety sensitive placements. Determining optimal thresholds requires balancing detection
efficacy with operational capacity.

Scrubbing Service — Related terms: traffic cleaning, post-impression validation, data hygiene.

A scrubbing service processes raw ad data to remove invalid traffic before reporting. Services typically
employ a combination of rule-based filters and machine-learning models. An advertiser may submit daily
logs to a scrubbing provider, receiving a cleaned dataset that excludes suspected fraudulent clicks. The
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main challenge is ensuring the scrubbing methodology aligns with the advertiser's internal definitions of
fraud and that the service remains transparent about its filtering logic.

Supply-Side Platform (SSP) — Related terms: publisher network, inventory marketplace, ad exchange.

An SSP enables publishers to sell ad inventory programmatically. SSPs can be vectors for ad fraud when
they host low-quality or fraudulent supply. For example, an SSP that fails to vet its publisher base may allow
domain spoofing, exposing advertisers to inventory fraud. Mitigating risk involves demanding SSP
certifications, enforcing strict publisher onboarding, and conducting regular inventory audits.

Traffic Fingerprinting — Related terms: device ID, browser characteristics, behavioral pattern.

Traffic fingerprinting creates a unique identifier for a user based on device and browser attributes, helping
differentiate genuine users from bots. Features include screen resolution, installed plugins, and timing of
events. In practice, a fingerprint that appears across thousands of clicks within minutes suggests automated
activity. The challenge is maintaining fingerprint accuracy while respecting privacy regulations such as GDPR
and CCPA.

Viewability Metric — Related terms: measurable impression, active view, MRC standard.

Viewability measures whether an ad was actually in view for a minimum duration, typically 50 % of the ad's
pixels for at least one second (display) or two seconds (video). Low viewability can be a symptom of
impression fraud, where ads are loaded but never displayed to users. An example is a campaign reporting
Tmillion impressions but only 300000 viewable impressions after verification. Challenges include obtaining
consistent viewability data across devices and ensuring measurement vendors adhere to standardized
definitions.

Whitelist — Related terms: approved source, safe list, trusted domain.

A whitelist is a list of vetted publishers, SSPs, or domains that an advertiser permits for ad placement. By
restricting buying to whitelisted entities, advertisers reduce exposure to fraudulent inventory. For instance,
an advertiser may whitelist only premium news sites, thereby avoiding low-quality sites prone to domain
spoofing. Maintaining an effective whitelist requires ongoing monitoring to ensure listed partners do not
become compromised.

Zero-Day Fraud — Related terms: emerging threat, unknown exploit, rapid response.

Zero-day fraud refers to newly discovered fraud techniques that have not yet been documented or
mitigated. These attacks can bypass existing detection rules, causing sudden spikes in invalid traffic. An
example is a novel botnet that mimics human interaction timing with unprecedented accuracy, evading
traditional classifiers. The primary challenge is detecting and responding to zero-day fraud quickly, often
necessitating heuristic monitoring and rapid rule deployment.

Ad Verification — Related terms: compliance check, brand safety, fraud detection.

Ad verification ensures that ads appear as intended, on appropriate content, and within agreed-upon
metrics. Verification services assess viewability, placement, and fraud risk. For example, a verification tag
may confirm that a video ad was played for at least 30 seconds on a brand-safe page. Challenges include
integrating verification scripts without impacting page load speed and reconciling differing methodologies
among verification vendors.

Read online: https://certificates.Isba.org.uk/glossaries/3314257/ London School of Business and Administration - 20 Jun 2026
measuring-ad-fraud-impact



LSBA GLOSSARY

LONDON SCHOOL OF BUSINESS
AND ADMINISTRATION

Bid Shading — Related terms: price optimization, floor price, auction dynamics.

Bid shading is a strategy where bidders submit lower bids than the maximum they're willing to pay, based
on historical win-rate data. Fraudsters can manipulate win-rate signals to encourage advertisers to lower
bids, increasing profit margins on fraudulent inventory. An advertiser employing aggressive bid shading
may unknowingly pay less for high-fraud inventory, boosting ROl on paper but not in reality. Detecting this
requires aligning bid shading outcomes with fraud scores and adjusting strategies accordingly.

Click-Through Validation — Related terms: post-click audit, conversion verification, authenticity check.
Click-through validation involves confirming that a click led to genuine user interaction on the landing
page. Techniques include tracking mouse movements, scroll depth, and time on page. An example is a
validation script that flags clicks with less than three seconds of dwell time as potentially invalid. The
challenge is implementing validation without degrading user experience or violating privacy constraints.

Cost Per Mille (CPM) — Related terms: cost per thousand impressions, pricing model, inventory purchase.
CPM is the cost an advertiser pays for one thousand ad impressions. When impression fraud is present,
CPM spend does not translate into real audience reach. For instance, a campaign billed at $5CPM that
experiences 30 % impression fraud effectively pays $7.14 for each genuine thousand views. Addressing CPM
fraud involves rigorous impression verification and negotiating contracts that include fraud-free guarantees.

Data Hygiene — Related terms: data cleaning, integrity maintenance, error reduction.

Data hygiene refers to the processes of ensuring accuracy, completeness, and consistency of advertising
data before analysis. Poor data hygiene can mask fraud or produce false positives. Practices include
removing duplicate records, standardizing timestamps, and reconciling disparate data sources. A practical
step is implementing automated ETL pipelines that flag anomalies during ingestion. The primary challenge
is maintaining hygiene at scale across multiple ad tech partners.

Device ID — Related terms: mobile identifier, advertising ID, unique device token.

A device ID uniquely identifies a mobile device, enabling tracking across apps and sessions. Fraudsters may
spoof device IDs to generate artificial traffic, making it appear as if many distinct users are interacting with
an ad. For example, a botnet can rotate thousands of fabricated IDs to circumvent per-device caps.
Countermeasures include cross-checking device IDs against known patterns and limiting the number of
interactions per ID within a given timeframe.

Earned Media Value (EMV) — Related terms: organic reach, brand exposure, non-paid impact.

EMV estimates the monetary value of unpaid media exposure, such as social shares or press mentions.
Fraudulent amplification, like bots generating fake social shares, can inflate EMV, misleading stakeholders
about campaign success. An example is a brand reporting a 200 % increase in EMV after a viral campaign
that was later found to be driven by bot-generated comments. Detecting fake amplification requires
sentiment analysis and verification of user authenticity.

Engagement Fraud — Related terms: interaction fraud, dwell-time manipulation, view-through deception.
Engagement fraud involves fabricating user interactions beyond simple clicks, such as artificially extending
video view time or generating fake social engagements. For instance, a bot may pause a video at the
30-second mark to meet view-through thresholds, then exit. Mitigation strategies include analyzing
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engagement patterns for irregularities, such as uniform pause intervals, and employing video verification
services that track real user behavior.

Fraudulent Publisher — Related terms: bad actor, low-quality site, inventory fraud.

A fraudulent publisher provides inventory that is either non-existent, low-quality, or deliberately deceptive.
These publishers often engage in domain spoofing or serve ads on hidden frames. An advertiser may
discover that a significant portion of spend is allocated to a publisher whose traffic originates from
data-center IP ranges rather than residential users. Challenges include identifying such publishers early and
enforcing contractual penalties.

Geo-Targeting Mismatch — Related terms: geographic targeting error, location fraud, audience
misalignment.

Geo-targeting mismatch occurs when ads intended for a specific geographic region are served to users
outside that region, often due to fraudulent routing. A campaign targeting the United Kingdom that
receives 25 % of clicks from South America indicates a mismatch. Detecting mismatches involves comparing
targeted regions with IP-based location data of actual clicks. The difficulty lies in distinguishing legitimate
VPN usage from intentional fraud.

Header Bidding — Related terms: unified auction, pre-bid, supply-side competition.

Header bidding allows multiple SSPs to compete for inventory simultaneously via a JavaScript call placed in
the page header. While it improves yield for publishers, it also creates opportunities for fraudulent SSPs to
insert fake inventory into the auction. An example is a malicious SSP that bids on premium inventory but
supplies low-quality ads. Mitigation includes vetting participating SSPs, monitoring bid responses for
anomalies, and employing fraud-aware header bidding wrappers.

IP Reputation — Related terms: blacklist, trust score, network risk.

IP reputation assesses the trustworthiness of an IP address based on historical behavior, such as association
with spam or bot activity. High-risk IPs are flagged during click validation. For instance, a click originating
from an IP listed on multiple blacklists may be automatically disqualified. The challenge is maintaining
up-to-date reputation databases and handling false positives where legitimate users share IP ranges with
malicious actors.

Latency-Based Fraud Detection — Related terms: response time analysis, network delay, timing anomaly.
Latency-based detection monitors the time between ad request and server response to spot irregularities
that may indicate proxy-based fraud. Elevated latency for certain clicks can suggest traffic being routed
through bot farms. An example is a pattern where clicks from specific regions consistently show 500 ms
higher latency than the global average. Implementing this detection requires precise timestamping and
correlating latency with other fraud signals.

Look-Alike Domain — Related terms: typosquatting, brand imitation, fraudulent landing page.

A look-alike domain mimics a legitimate brand’'s domain by using similar characters or spelling, tricking
users and advertisers. For example, "amazOn.com” (with a zero) may be used to host fraudulent ads that
appear to be from Amazon. Detection involves comparing domain registrations, monitoring for subtle
character changes, and employing brand-protection services. The difficulty is the rapid creation of new
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look-alike domains that evade early detection.

Machine-Generated Traffic — Related terms: bot traffic, automated clicks, synthetic users.
Machine-generated traffic is non-human activity produced by scripts or bots that interact with ads. This
traffic can inflate metrics such as impressions and clicks without delivering real value. For instance, a botnet
may generate 100000 clicks per hour, drastically increasing spend. Counteracting this traffic requires
deploying bot detection engines, analyzing behavioral signatures, and collaborating with ISPs to block
malicious sources.

Measurement Vendor — Related terms: analytics partner, third-party auditor, data provider.

A measurement vendor supplies tools and services to quantify ad performance, including viewability, fraud
detection, and audience verification. Selecting a reputable vendor ensures consistent and trustworthy
metrics. For example, an advertiser may partner with a vendor that adheres to MRC standards and provides
real-time fraud alerts. Challenges include vendor lock-in, data ownership concerns, and reconciling differing
methodologies across multiple vendors.

Negative Keyword — Related terms: keyword exclusion, search term filter, ad relevance.

Negative keywords prevent ads from appearing for irrelevant search queries, thereby reducing wasted
spend. While not a direct fraud metric, improper use can create opportunities for click fraud when
competitors target excluded terms to trigger invalid clicks. For instance, a competitor may bid on a brand'’s
negative keyword list, causing the brand'’s ads to appear in unintended contexts. Proper management of
negative keywords helps mitigate such indirect fraud vectors.

Network-Level Fraud — Related terms: ISP fraud, traffic injection, carrier manipulation.

Network-level fraud occurs when fraudsters intercept or manipulate traffic at the ISP or carrier level,
injecting fraudulent clicks or impressions before they reach the advertiser's analytics. An example is a rogue
ISP that inserts ad clicks into user traffic streams to generate revenue. Detecting this requires deep packet
inspection and collaboration with network providers, which can be technically complex and legally sensitive.

Non-Viewable Impression — Related terms: hidden ad, below-fold, invisible placement.

A non-viewable impression is recorded when an ad loads but is not actually visible to the user, often due to
placement below the fold or within hidden frames. Such impressions are commonly associated with
impression fraud. For example, a publisher may report 500000 impressions, but viewability analysis reveals
only 150000 were actually seen. Mitigation involves enforcing viewability thresholds in contracts and using
verification tags to filter non-viewable inventory.

Out-of-Band Verification — Related terms: independent audit, third-party check, cross-validation.
Out-of-band verification refers to validation performed by an entity separate from the primary ad serving
system, offering an unbiased assessment of traffic quality. An advertiser might employ an external audit firm
to review click logs and confirm fraud detection accuracy. Benefits include increased confidence in metrics
and compliance with regulatory standards. Challenges include aligning data formats, ensuring timely data
sharing, and managing additional costs.

Pixel Stacking — Related terms: multiple pixels, hidden ad, viewability fraud.
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Pixel stacking involves placing multiple tracking pixels in a single ad slot, causing each to fire and count an
impression even though only one ad is visible. This inflates impression counts and can be used to defraud
advertisers. For instance, a single banner may contain three invisible pixels, each reporting a separate
impression. Detecting stacking requires inspecting the ad markup for hidden elements and cross-checking
impression counts across vendors.

Post-Click Fraud — Related terms: conversion manipulation, affiliate fraud, post-click deception.

Post-click fraud occurs after a user clicks an ad, where the subsequent conversion is fabricated or
manipulated. Techniques include generating fake leads, using stolen credit cards for test purchases, or
artificially inflating conversion events. An example is an affiliate network that reports thousands of “sales”
that never materialize, prompting payout disputes. Countermeasures involve implementing transaction
verification, phone or email confirmation, and reconciling conversion data with backend systems.

Pre-Bid Validation — Related terms: inventory check, pre-auction screening, quality gate.

Pre-bid validation assesses inventory quality before an ad bid is placed, ensuring that the impression meets
criteria such as viewability, brand safety, and fraud risk. For example, a DSP may reject bids on inventory
flagged for high bot traffic. Implementing pre-bid validation reduces wasted spend but adds latency to the
bidding process, requiring efficient rule evaluation and real-time data feeds.

Publisher Reputation Score — Related terms: trust index, quality rating, publisher audit.

A publisher reputation score aggregates factors like viewability, fraud incidence, and brand-safety
compliance to rank publishers. Advertisers can use this score to prioritize high-quality inventory and avoid
risky sources. For instance, a publisher with a reputation score of 8/10 is deemed safe, while a score of 3
indicates high fraud risk. Maintaining accurate scores necessitates continuous monitoring and transparent
reporting from publishers.

Quality Assurance (QA) Process — Related terms: testing protocol, verification workflow, data validation.

A QA process ensures that ad campaigns meet defined standards before launch and throughout delivery. It
includes checks for correct tagging, creative rendering, and compliance with fraud detection thresholds. For
example, a QA checklist may verify that all tracking pixels fire correctly on mobile devices. Challenges
include scaling QA across numerous campaigns and keeping QA steps up-to-date with evolving fraud
tactics.

Real-Time Fraud Alert — Related terms: instantaneous notification, anomaly trigger, monitoring dashboard.
A real-time fraud alert notifies stakeholders immediately when suspicious activity exceeds predefined
thresholds. Alerts can be delivered via email, SMS, or integrated dashboards. For instance, a sudden 400 %
rise in click volume within five minutes may trigger an alert for immediate investigation. The main difficulty
is balancing alert sensitivity to avoid alert fatigue while ensuring critical incidents are not missed.

Refresh Fraud — Related terms: auto-refresh, view-through inflation, ad rotation abuse.

Refresh fraud manipulates ad view counts by automatically reloading or rotating ads without user
interaction, artificially boosting impression numbers. A malicious widget may refresh a banner every two
seconds, counting each refresh as a new impression. Detection involves monitoring page load patterns and
identifying unusually high refresh rates. Mitigation includes setting refresh limits and employing viewability
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verification that requires genuine user exposure.

Revenue Share Model — Related terms: profit split, publisher payout, partnership agreement.

In a revenue share model, publishers receive a portion of the ad revenue generated from their inventory.
Fraudulent inventory can erode the value of this model, as publishers may receive payouts for low-quality or
fraudulent impressions. For example, a publisher earning 30 % of ad revenue may see diminished earnings if
a significant share of impressions is invalid. Ensuring accurate fraud detection and transparent reporting is
essential to maintain trust between advertisers and publishers.

Risk Assessment Matrix — Related terms: threat evaluation, impact analysis, mitigation planning.

A risk assessment matrix plots the likelihood of fraud types against their potential impact, helping prioritize
remediation efforts. High-likelihood, high-impact fraud such as click fraud may be addressed first, while
low-likelihood, low-impact issues receive less immediate attention. Creating the matrix involves stakeholder
input, historical data analysis, and scenario modeling. The challenge lies in accurately estimating
probabilities and updating the matrix as fraud tactics evolve.

Sandbox Testing — Related terms: controlled environment, pre-deployment validation, simulated traffic.
Sandbox testing allows advertisers to run campaigns in an isolated environment to evaluate performance
and fraud detection mechanisms before full rollout. Simulated traffic can help calibrate fraud thresholds and
verify that detection rules do not generate excessive false positives. For example, a sandbox may generate a
mix of legitimate and bot traffic to test classifier accuracy. Maintaining realistic simulation fidelity and
ensuring sandbox results translate to production environments are key challenges.

Supply-Side Fraud — Related terms: publisher fraud, inventory deception, SSP abuse.

Supply-side fraud originates from the publisher side, where deceptive practices inflate inventory metrics.
Examples include serving ads on hidden frames, using domain spoofing, or delivering ads to bots instead of
real users. An advertiser may discover that a portion of their spend is allocated to supply-side fraud after a
detailed audit. Countermeasures involve stringent publisher vetting, ongoing inventory audits, and
contractual clauses that penalize fraudulent behavior.

Tag Integrity — Related terms: script validation, code tampering, ad tag security.

Tag integrity ensures that ad tags have not been altered or corrupted during delivery. Fraudsters may
modify tags to redirect impressions to unauthorized destinations or to suppress verification calls.
Maintaining integrity involves cryptographic signing of tags, periodic checksum verification, and monitoring
for unexpected changes. The difficulty is balancing security with the flexibility required for dynamic ad
serving.

Traffic Anomaly Score — Related terms: deviation index, behavior outlier, alert metric.

A traffic anomaly score quantifies how far current traffic deviates from expected patterns, combining
multiple signals such as click volume, geographic distribution, and device type. A high score triggers
investigation. For example, a score of 9/10 may indicate a coordinated bot attack. Calculating the score
requires baseline data, statistical modeling, and weighting of individual signals. Fine-tuning the weighting
to reduce false alarms is an ongoing effort.
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Transparent Pricing Model — Related terms: cost disclosure, fee structure, price clarity.

A transparent pricing model clearly outlines how advertisers are charged, including any fees associated with
fraud detection services. This openness builds trust and allows advertisers to assess the true cost of
campaigns. For instance, a DSP may disclose that a 5% fee covers both serving and fraud mitigation.
Challenges include communicating complex pricing structures in an understandable way and ensuring that
hidden costs do not emerge later.

View-Through Conversion — Related terms: post-impression action, attribution lag, indirect conversion.

A view-through conversion occurs when a user sees an impression but does not click, later converting
through another channel. Fraudsters can inflate view-through counts by generating non-viewable
impressions that still register as impressions. For example, a campaign may report 200 view-through
conversions, but verification reveals that 70 % of the associated impressions were never actually viewable.
Accurate measurement requires linking impressions to subsequent user actions while filtering out invalid
views.

White-Hat Fraud Detection — Related terms: ethical monitoring, compliance-focused, proactive security.
White-hat fraud detection involves legitimate, proactive efforts to identify and mitigate fraud without
violating privacy or regulatory standards. Techniques include consent-based tracking, anonymized data
analysis, and collaboration with industry bodies. An example is a consortium of advertisers sharing
anonymized fraud signatures to improve collective defenses. The challenge is maintaining effectiveness
while adhering to strict data protection regulations.

Zero-Bounce Rate — Related terms: email deliverability, inbox placement, spam avoidance.

A zero-bounce rate indicates that all sent emails reached valid inboxes, a metric often used in email
marketing campaigns. While not directly an ad fraud metric, a sudden increase in bounce rates can signal
fraudulent email list acquisition, leading to wasted spend and potential deliverability penalties. Monitoring
bounce rates alongside other fraud indicators helps maintain campaign health.

Ad Exchange — Related terms: real-time marketplace, SSP, DSP.
An
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