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Aviation Law and Regulations

**Aircraft Operator's Certificate (AOC):** A legal document issued by the national aviation authority that
permits an aircraft operator to conduct commercial flights. Related terms include air operator, commercial
air transport, and flight operation. AOC outlines the operator's privileges, conditions, and limitations,
ensuring compliance with safety and security regulations, maintaining required standards, and enabling the
operator to offer services such as passenger or cargo transport.

**Air Defense Identification Zone (ADIZ):** A controlled airspace surrounding a country or critical
infrastructure where aircraft identification, flight plan, and position reporting are required. Related terms
include national airspace, security control of air traffic, and military surveillance. Established to protect
national security, ADIZ helps identify and intercept potential threats, ensuring safe and orderly air traffic
flow.

**Air Navigation Service Provider (ANSP):** An organization that manages and provides air traffic control
services, communication, navigation, and surveillance systems, and air traffic flow management. Related
terms include air traffic control, air traffic management, and communication, navigation, and surveillance.
ANSPs maintain safety and efficiency in the airspace, enabling aircraft to navigate safely and efficiently.

**Air Operator Certificate (AOC) Holder:** An entity holding an Aircraft Operator's Certificate, granted by
the national aviation authority, enabling the conduct of commercial flights. Related terms include air
operator, commercial air transport, and flight operation. AOC holders must comply with safety and security
regulations, maintain required standards, and ensure the provision of services such as passenger or cargo
transport.

**Airport Collaborative Decision Making (A-CDM):** A process that brings together airport stakeholders,
including air traffic control, airlines, ground handlers, and airports, to optimize the use of resources and
enhance decision-making. Related terms include airport operations, air traffic flow management, and
collaborative decision-making. A-CDM improves efficiency, safety, and predictability, reducing delays and
environmental impacts.

**Airport Security Program (ASP):** A comprehensive plan outlining security measures and procedures to
protect airport facilities, passengers, staff, and cargo. Related terms include aviation security, security
measures, and security program. ASPs cover various aspects, such as access control, perimeter security, and
threat detection, ensuring compliance with national and international regulations.

**Airside:** The secure area of an airport that provides access to aircraft, including taxiways, runways, and
aircraft parking positions. Related terms include landside, airside operations, and airside security. Access to
the airside is restricted to authorized personnel to ensure safety and security.

**Airspace Management (ASM):** The process of coordinating and controlling the use of airspace to ensure
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safe, efficient, and orderly flight operations. Related terms include air traffic management, air traffic control,
and airspace structure. ASM involves strategic and tactical planning, considering factors such as weather,
traffic volume, and airspace capacity.

**Aviation Document Booklet (ADB):** A travel document issued to crew members of commercial aircraft,
containing essential information such as the holder's name, photograph, and validity periods. Related terms
include crew member, aviation security, and travel document. ADBs facilitate international travel and ensure
compliance with aviation security regulations.

**Aviation Security Identification Card (ASIC):** An identity card issued to personnel requiring access to
restricted areas at airports. Related terms include aviation security, restricted area, and airport security.
ASICs help maintain security by allowing only authorized individuals access to sensitive areas.

**Aviation Security Training Program (ASTP):** A structured training program for aviation security personnel,
covering topics such as threat recognition, response procedures, and regulatory requirements. Related
terms include aviation security, security training, and security personnel. ASTP ensures that security staff
possess the necessary skills and knowledge to maintain a secure aviation environment.

**Aviation Security Validator (ASV):** A device used to verify the authenticity and validity of aviation security
documents, such as Aviation Document Booklets (ADB) and Aviation Security Identification Cards (ASIC).
Related terms include aviation security, document verification, and security measures. ASVs help prevent
unauthorized access and maintain a secure aviation environment.

**Challenge-Response Authentication (CRA):** A security process in which a user or system is prompted to
provide a specific response to a question or task to confirm their identity. Related terms include
authentication, security measures, and identity verification. CRA helps prevent unauthorized access and
ensures that only authorized individuals can access sensitive information or areas.

**Command and Control (C2):** The function of managing, directing, and coordinating resources, such as
personnel, equipment, and communication systems, during aviation security operations. Related terms
include security management, resource allocation, and decision-making. C2 enables effective incident
response, ensuring safety and security in the aviation environment.

**Confidentiality:** The protection of sensitive or private information from unauthorized access, disclosure,
or dissemination. Related terms include data protection, privacy, and information security. Confidentiality
ensures that sensitive data remains secure and is only accessible to authorized individuals.

**Contingency Plan:** A preparedness and response plan outlining procedures for managing unforeseen
events or emergencies in the aviation environment. Related terms include emergency planning, crisis
management, and business continuity. Contingency plans help minimize the impact of disruptions, ensuring
the safety and security of passengers, staff, and aircraft.

**Crew Member:** A person responsible for performing safety-critical functions during flight operations,
such as pilots, flight attendants, or cabin crew. Related terms include flight operation, aviation security, and
safety management. Crew members must undergo regular training and adhere to strict safety and security
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procedures to ensure the safe and efficient operation of aircraft.

**Critical Infrastructure:** Key facilities, systems, and networks that are essential for the functioning of a
society, economy, or government, such as airports, air traffic control centers, and communication systems.
Related terms include national security, risk management, and emergency planning. Protecting critical
infrastructure is crucial for maintaining safety, security, and economic stability.

**Cybersecurity:** The practice of protecting computer systems, networks, and digital assets from
unauthorized access, use, disclosure, disruption, modification, or destruction. Related terms include
information security, data protection, and privacy. Cybersecurity measures include firewalls, encryption, and
intrusion detection systems to ensure the confidentiality, integrity, and availability of digital assets.

**Data Protection:** The practice of safeguarding personal or sensitive information from unauthorized
access, use, disclosure, or dissemination. Related terms include privacy, confidentiality, and information
security. Data protection measures include encryption, access controls, and data backup to ensure the
secure handling and storage of information.

**Decision Support Tools (DSTs):** Systems or software that help security professionals make informed
decisions by providing relevant information, analytics, and recommendations. Related terms include
situational awareness, security management, and resource allocation. DSTs enhance the effectiveness and
efficiency of security operations by facilitating informed decision-making and resource allocation.

**Designated Airport Area (DAA):** A defined area within an airport where specific security measures apply,
such as restricted access or enhanced surveillance. Related terms include restricted area, security measures,
and airport security. DAAs help maintain safety and security by controlling access to sensitive areas and
resources.

**Emergency Response Plan (ERP):** A comprehensive plan outlining procedures for managing emergencies
or crises in the aviation environment, such as aircraft accidents, security incidents, or natural disasters.
Related terms include contingency planning, crisis management, and business continuity. ERPs help
minimize the impact of emergencies, ensuring the safety and security of passengers, staff, and aircraft.

**Encryption:** The process of converting plain text or data into a coded format that can only be accessed
or read by authorized individuals or systems. Related terms include data protection, information security,
and cybersecurity. Encryption helps maintain confidentiality and integrity, preventing unauthorized access
or data modification.

**EU-US Passenger Name Record (PNR) Agreement:** An agreement between the European Union and the
United States allowing the exchange of Passenger Name Record (PNR) data for the purpose of preventing
and combating terrorism and serious crime. Related terms include aviation security, data protection, and
privacy. The agreement aims to enhance security while ensuring the protection of personal data.

**Explosive Trace Detection (ETD):** A security technology used to detect minute traces of explosives on
individuals, baggage, or cargo. Related terms include aviation security, threat detection, and security
measures. ETD helps maintain safety and security by identifying potential threats and preventing acts of
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unlawful interference.

**Extended Detection and Response (XDR):** A security technology that integrates and automates threat
detection, investigation, and response across multiple security domains, such as networks, endpoints, and
cloud environments. Related terms include cybersecurity, threat hunting, and incident response. XDR
enhances security operations by providing comprehensive
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