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Advanced Certificate in Sanctions and Trade Embargoes in International Business

Sanctions Evasion Techniques and Risks

Aliases: Also known as “alternative names"” or “pseudonyms,” aliases are used to conceal the true identity of
individuals or entities involved in sanctions evasion.

Anti-Money Laundering (AML): A set of laws, regulations, and procedures intended to prevent and detect
financial crimes, such as money laundering and terrorist financing. AML regulations often require financial
institutions to conduct customer due diligence, monitor transactions, and report suspicious activities.

Asset Freeze: A sanction that prohibits the transfer, use, or disposal of specified assets owned or controlled
by a targeted individual or entity. Asset freezes are designed to prevent sanctioned parties from accessing
their financial resources and to exert pressure on them to change their behavior.

Beneficial Owner: The natural person(s) who ultimately owns or controls an entity, such as a corporation or
trust. Identifying the beneficial owner is crucial for conducting due diligence and preventing sanctions
evasion, as criminals often use complex ownership structures to hide their involvement.

Compliance Program: A set of internal policies, procedures, and controls designed to ensure that an
organization complies with relevant laws, regulations, and sanctions. Compliance programs typically include
risk assessments, training, monitoring, and reporting mechanisms.

Covert Operations: Activities conducted by governments, intelligence agencies, or other organizations with
the intent of maintaining secrecy and avoiding detection. Covert operations may involve the use of front
companies, aliases, or other sanctions evasion techniques to conceal the involvement of the sponsoring
entity.

Designated Persons: Individuals or entities that have been specifically targeted by sanctions and are
therefore subject to restrictions on their activities, assets, or transactions.

Due Diligence: The process of investigating and evaluating the background, risk profile, and legitimacy of a
potential customer, partner, or transaction to ensure compliance with legal, regulatory, and ethical
standards. Due diligence is an essential component of a robust sanctions compliance program.

Embargoes: Comprehensive trade sanctions imposed by one country or a group of countries on another
country or region. Embargoes typically prohibit or restrict the import, export, or re-export of goods,
services, and technologies, as well as financial transactions and investments.

Evasion Techniques: Methods used to circumvent or violate sanctions, such as using front companies,
concealing ownership, employing complex financial transactions, or exploiting jurisdictional loopholes.
Sanctions evasion techniques are often employed by criminals, terrorists, and rogue nations to evade
detection and punishment.
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False Flag Operations: Covert activities designed to deceive or mislead observers by attributing the actions
to a different entity than the actual perpetrator. False flag operations may involve the use of aliases, front
companies, or other sanctions evasion techniques to conceal the true identity of the sponsor.

Financial Sanctions: Restrictions on financial transactions, assets, or services imposed on targeted
individuals, entities, or countries. Financial sanctions may include asset freezes, prohibitions on certain types
of transactions, or the denial of access to the international financial system.

Front Companies: Legal entities established for the purpose of concealing the true ownership, control, or
activities of a business or organization. Front companies are often used in sanctions evasion schemes to
disguise the involvement of designated persons or to obscure the nature of the underlying transactions.

Geographical Targeting Orders (GTOs): Administrative orders issued by the U.S. Treasury Department's
Financial Crimes Enforcement Network (FInCEN) that require financial institutions to implement specific
anti-money laundering measures in specified geographic areas or for certain types of transactions. GTOs are
used to address emerging threats or vulnerabilities in the financial system.

High-Risk Jurisdictions: Countries or territories identified by international organizations or national
governments as presenting a higher risk of money laundering, terrorist financing, or other financial crimes.
Financial institutions are often required to apply enhanced due diligence measures when dealing with
customers or transactions involving high-risk jurisdictions.

lllicit Financing: The process of generating, moving, or using funds obtained through illegal activities, such
as money laundering, terrorist financing, or corruption. lllicit financing often involves the use of complex
financial transactions, shell companies, or offshore accounts to conceal the true source, ownership, or
destination of the funds.

Know Your Customer (KYC): A set of due diligence measures required by financial institutions to identify,
verify, and assess the risk profile of their customers. KYC procedures typically involve collecting and
verifying personal information, conducting background checks, and monitoring transactions for suspicious
activity.

License Exception: A provision in U.S. sanctions regulations that allows certain types of transactions or
activities with designated persons or countries without requiring a specific license from the Office of
Foreign Assets Control (OFAC). License exceptions are generally narrowly construed and subject to strict
eligibility criteria.

List-Based Sanctions: Sanctions that target specific individuals, entities, or sectors by placing them on a list
of designated persons. List-based sanctions typically involve asset freezes, travel bans, or restrictions on
access to the international financial system.

Mitigating Factors: Elements that may be taken into account by sanctions authorities when determining the
appropriate enforcement action or penalty for a sanctions violation. Mitigating factors may include the
existence of a robust compliance program, the absence of willful misconduct, or the prompt self-disclosure
of the violation.
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Money Laundering: The process of disguising the true origin, nature, or destination of illicitly obtained
funds by passing them through a series of complex financial transactions or structures. Money laundering is
often used to integrate criminal proceeds into the legitimate financial system, making them appear
legitimate and facilitating their use for further criminal activities.

Office of Foreign Assets Control (OFAC): The U.S. Treasury Department agency responsible for administering
and enforcing economic and trade sanctions against targeted countries, entities, and individuals. OFAC
maintains a list of designated persons subject to U.S. sanctions, known as the Specially Designated
Nationals and Blocked Persons List (SDN List).

Primary Sanctions: Sanctions imposed by a country or group of countries on another country or region,
targeting its trade, financial, or other economic activities. Primary sanctions are typically imposed in
response to perceived threats to national security, human rights violations, or other foreign policy concerns.

Proliferation Financing: The financing of the development, production, acquisition, or dissemination of
weapons of mass destruction, their delivery systems, or related materials, technologies, or expertise.
Proliferation financing often involves complex financial transactions, shell companies, or other sanctions
evasion techniques to conceal the true nature and purpose of the underlying activities.

Red Flags: Indicators of potential money laundering, terrorist financing, or other financial crimes. Red flags
may include unusual transaction patterns, discrepancies in customer information, or the use of sanctions
evasion techniques. Financial institutions are required to train their staff to recognize and respond to red
flags as part of their anti-money laundering obligations.

Sanctions Compliance Officer: An individual within an organization responsible for developing,
implementing, and monitoring the effectiveness of a sanctions compliance program. The sanctions
compliance officer typically reports to senior management and may serve as the primary point of contact
for regulatory authorities, external auditors, and other stakeholders.

Sanctions Evasion: The act of circumventing or violating economic and trade sanctions imposed by national
governments or international organizations. Sanctions evasion may involve the use of front companies,
complex financial transactions, or other techniques designed to conceal the true nature or purpose of the
underlying activities.

Sanctions Risks: The potential negative consequences that an organization may face as a result of its
involvement in activities subject to economic and trade sanctions. Sanctions risks may include legal
penalties, reputational damage, operational disruptions, or financial losses.

Sanctions Screening: The process of checking customer, transaction, or counterparty information against a
list of designated persons or countries subject to economic and trade sanctions. Sanctions screening is an
essential component of a robust compliance program, as it helps organizations identify and mitigate
sanctions risks.

Secondary Sanctions: Sanctions imposed by a country or group of countries on third-party countries,
entities, or individuals
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