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Advanced Certification in Cyber Security Fundamentals for Marketing Professionals

Cyber Threat Landscape for Marketers

Adware - a type of unwanted software that displays advertisements, often bundled with free applications.
Related terms: malvertising, popup, tracking cookie.

Explanation: Adware injects promotional banners or pop-ups into web pages and may collect browsing data
to target ads. Marketers may inadvertently distribute adware through promotional downloads,
compromising brand reputation.

Example: A free e-book offered on a landing page includes a hidden installer that serves banner ads on the
user’s desktop.

Practical application: Awareness of adware helps marketers vet third-party content providers and ensure
that promotional assets are clean.

Challenges: Detecting adware in bundled files, balancing user experience with ad-supported revenue
models, and managing legal liability for unsolicited advertising.

Attack Surface — the sum of all points where an unauthorized user could attempt to enter or extract data
from a system.

Related terms: exposure, vulnerability, entry vector.

Explanation: Every web form, APl endpoint, third-party script, and cloud storage location expands the attack
surface. For marketers, the attack surface grows with each new campaign tool, analytics platform, or social
media integration.

Example: A marketing automation platform that exposes a public API for campaign triggers creates
additional endpoints that must be secured.

Practical application: Conducting regular attack surface assessments helps prioritize hardening efforts for
high-traffic assets such as landing pages and email servers.

Challenges: Rapid deployment cycles, shadow IT, and limited visibility into third-party services can cause
blind spots.

Automation Bias — the tendency to trust automated security alerts or Al-driven recommendations without
sufficient human verification.

Related terms: false positive, human-in-the-loop, security orchestration.

Explanation: Marketing teams often rely on automated tools for email deliverability, fraud detection, and
campaign performance. When security alerts are generated by the same tools, there is a risk of overlooking
nuanced threats.

Example: An Al-powered email validation service flags a phishing attempt, but marketers approve the
campaign because the tool reports a high deliverability score.

Practical application: Implementing a dual-review process where both marketing and security personnel
evaluate alerts reduces automation bias.

Challenges: Resource constraints, alert fatigue, and the need for cross-functional training.

Botnet — a network of compromised computers (bots) controlled remotely to perform coordinated attacks
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or automated tasks.

Related terms: command-and-control (C2), distributed denial-of-service (DDoS), credential stuffing.
Explanation: Botnets can be used to scrape competitor data, generate fraudulent clicks, or launch DDoS
attacks against a brand'’s website, affecting campaign metrics and SEO rankings.

Example: A botnet floods a product launch page with traffic, inflating page views and skewing conversion
data.

Practical application: Monitoring traffic anomalies and employing bot mitigation services protect marketing
analytics from manipulation.

Challenges: Differentiating legitimate high-volume traffic from bot traffic, and the cost of advanced
mitigation solutions.

Brand Impersonation — the creation of counterfeit social media profiles, websites, or emails that mimic a
legitimate brand to deceive customers.

Related terms: phishing, social engineering, deepfake.

Explanation: Attackers exploit brand trust to harvest credentials or promote malicious links, often leveraging
trending campaigns to increase credibility.

Example: A fake Instagram account with the brand'’s logo posts a “limited-time offer” that redirects users to
a malware-laden site.

Practical application: Regular brand monitoring, trademark enforcement, and educating customers on
official communication channels mitigate impersonation risks.

Challenges: Rapid creation of fake accounts, platform policies that delay takedown, and the need for
continuous vigilance.

Cookie Poisoning — manipulation of session or tracking cookies to gain unauthorized access or alter user
data.

Related terms: session hijacking, cross-site scripting (XSS), secure flag.

Explanation: Marketers rely on cookies for personalization and retargeting; tampering can lead to data
leakage or fraudulent attribution.

Example: An attacker modifies a campaign-tracking cookie to attribute conversions to a competitor's
affiliate ID.

Practical application: Implementing HttpOnly and Secure flags, and validating cookie integrity on the server
side, reduces poisoning risk.

Challenges: Legacy systems that lack modern cookie attributes and the complexity of synchronizing cookie
policies across multiple domains.

Cross-Channel Attribution — the process of assigning credit for conversions across multiple marketing
channels (email, social, search, etc.).

Related terms: multi-touch attribution, first-click, last-click.

Explanation: Accurate attribution requires reliable data pipelines; compromised data can mislead budgeting
decisions and expose the organization to compliance violations.

Example: A data breach alters Google Analytics records, inflating the performance of a paid search
campaign.

Practical application: Using immutable logging, data verification, and regular audits ensures attribution
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integrity.
Challenges: Data silos, third-party analytics tools with limited security controls, and the difficulty of
reconciling discrepancies across platforms.

Credential Stuffing — automated injection of breached username/password pairs into login forms to gain
unauthorized access.

Related terms: brute-force attack, password spray, account takeover.

Explanation: Marketing platforms often store large numbers of user credentials; weak password policies
increase the likelihood of successful credential stuffing.

Example: Attackers use leaked credentials from a unrelated breach to log into a SaaS email marketing
account, extracting subscriber lists.

Practical application: Enforcing multi-factor authentication (MFA) and rate-limiting login attempts protect
marketing accounts.

Challenges: User resistance to MFA, legacy systems that lack MFA support, and the volume of login
attempts that can overwhelm monitoring tools.

Data Leakage — unintentional exposure of sensitive information, such as customer lists, campaign strategies,
or proprietary analytics.

Related terms: exfiltration, insider threat, misconfiguration.

Explanation: Misconfigured cloud storage buckets, insecure APIs, or accidental sharing of internal
documents can result in data leakage, damaging brand trust.

Example: A public S3 bucket contains a CSV with email addresses and purchase histories used for a
retargeting campaign.

Practical application: Conducting regular configuration scans and applying least-privilege access controls
limit leakage.

Challenges: Rapid scaling of marketing infrastructure, reliance on third-party platforms, and difficulty
tracking data provenance.

Deepfake — synthetic media generated using Al techniques that convincingly mimic real people’s voices or
appearances.

Related terms: synthetic media, disinformation, voice phishing.

Explanation: Deepfakes can be weaponized to impersonate brand executives, creating fraudulent press
releases or video statements that mislead stakeholders.

Example: A fabricated video of a CEO announcing a product recall spreads on social media, causing stock
volatility.

Practical application: Deploying deepfake detection tools and establishing verification protocols for official
communications protect brand integrity.

Challenges: Rapid advancement of generation models, the cost of detection solutions, and the difficulty of
educating audiences about authenticity.

Domain Spoofing — falsifying the “From” domain in email headers to make messages appear as though they
originate from a trusted source.
Related terms: email spoofing, DMARC, phishing.
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Explanation: Marketers often use third-party senders; if SPF/DKIM/DMARC are not correctly configured,
attackers can spoof the brand’s domain, eroding deliverability and trust.

Example: A malicious actor sends phishing emails that appear to come from the brand’s “news@brand.com”
address, prompting recipients to click malicious links.

Practical application: Enforcing strict DMARC policies and monitoring authentication reports help detect and
prevent domain spoofing.

Challenges: Coordination with multiple ESPs, legacy domains lacking proper DNS records, and false-positive
rejections affecting legitimate campaigns.

Endpoint Detection and Response (EDR) — security solutions that monitor endpoints (laptops, servers,
mobile devices) for suspicious activity and enable rapid containment.

Related terms: host-based intrusion detection, behavioral analytics, remediation.

Explanation: Marketing teams often use a variety of devices for content creation and campaign execution;
unprotected endpoints become entry points for malware that can compromise marketing assets.

Example: An EDR platform isolates a laptop that downloads a malicious plugin for a design tool, preventing
spread to the content management system.

Practical application: Deploying EDR across all marketing workstations ensures early detection of threats
targeting creative tools.

Challenges: Balancing privacy concerns, managing alerts across diverse device types, and ensuring coverage
for remote or BYOD environments.

Exploit Kit — a toolkit that automates the delivery of exploits targeting known vulnerabilities in browsers,
plugins, or operating systems.

Related terms: drive-by download, zero-day, malware payload.

Explanation: Exploit kits are often embedded in malicious ads that appear on legitimate marketing websites,
compromising visitors and tarnishing brand reputation.

Example: A compromised ad network serves an exploit kit that targets outdated Java installations on visitors
of a product landing page.

Practical application: Keeping web assets and third-party scripts up to date, and employing content security
policies (CSP) reduce exposure to exploit kits.

Challenges: Rapid evolution of exploit kits, difficulty in detecting encrypted payloads, and the need for
continuous patch management.

Fraudulent Clicks — artificially generated clicks on ads or links intended to inflate metrics, drain budgets, or
manipulate performance data.

Related terms: click fraud, bot traffic, invalid traffic (IVT).

Explanation: Attackers may use botnets or compromised devices to generate clicks that appear legitimate,
leading marketers to overpay for ad spend.

Example: A competitor hires a click-fraud service to click on a brand’s pay-per-click ads, causing the budget
to deplete prematurely.

Practical application: Leveraging click-fraud detection platforms and setting thresholds for abnormal click
patterns protects ad spend.

Challenges: Distinguishing human from bot behavior, dealing with sophisticated click farms, and managing
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false positives that block genuine traffic.

GDPR (General Data Protection Regulation) — EU legislation governing the collection, processing, and
storage of personal data.

Related terms: data subject rights, privacy by design, data breach notification.

Explanation: Marketing campaigns that involve personal data must ensure lawful basis, consent, and
transparent processing; non-compliance can result in hefty fines and reputational damage.

Example: Sending promotional emails without a clear opt-in mechanism violates GDPR’s consent
requirements.

Practical application: Implementing consent management platforms and maintaining records of processing
activities align marketing operations with GDPR.

Challenges: Navigating cross-border data transfers, reconciling disparate privacy regulations, and
integrating compliance into fast-moving campaign cycles.

Honeytoken — a decoy piece of data (e.g., a fake API key or dummy user account) designed to detect
unauthorized access when it is used.

Related terms: canary token, intrusion detection, alerting.

Explanation: Marketers can embed honeytokens in campaign assets to monitor for credential misuse or data
exfiltration.

Example: A dummy subscriber email address is inserted into a mailing list; any email sent to that address
triggers an alert indicating a leak.

Practical application: Deploying honeytokens in analytics dashboards helps identify insider threats or
compromised integrations.

Challenges: Managing false alerts, ensuring honeytokens do not interfere with legitimate processes, and
maintaining secrecy of the decoys.

IAM (Identity and Access Management) — frameworks, policies, and technologies that manage user
identities and control access to resources.

Related terms: role-based access control (RBAC), least privilege, single sign-on (SSO).

Explanation: Marketing teams often require access to multiple platforms (CRM, analytics, CMS). Centralized
IAM enforces consistent permissions and reduces the attack surface.

Example: An IAM solution assigns the “Campaign Manager” role, granting read/write access to the email
platform but restricting admin rights on the CMS.

Practical application: Implementing RBAC and periodic access reviews ensure that only necessary privileges
are granted.

Challenges: Integrating IAM with legacy SaaS tools, handling external agencies with temporary access, and
avoiding "admin fatigue” that leads to over-privileged accounts.

Incident Response Plan (IRP) — a documented set of procedures for detecting, containing, eradicating, and
recovering from security incidents.

Related terms: playbook, forensic analysis, post-mortem.

Explanation: Marketing departments must have an IRP tailored to threats such as brand impersonation, data
leakage, or ransomware that could disrupt campaigns.
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Example: The IRP outlines steps for isolating a compromised email marketing server, notifying affected
contacts, and restoring backups.

Practical application: Conducting tabletop exercises with marketing and security teams improves readiness
and coordination.

Challenges: Aligning IRP timelines with campaign launch schedules, ensuring stakeholder communication,
and maintaining up-to-date contact lists.

Information Sharing and Analysis Center (ISAC) — sector-specific organizations that facilitate the exchange
of cyber threat intelligence among members.

Related terms: threat intel, CTl, industry collaboration.

Explanation: Marketers can benefit from joining the Advertising ISAC to receive alerts about emerging
threats targeting ad tech ecosystems.

Example: An ISAC bulletin warns of a new ad-fraud bot network targeting programmatic platforms,
prompting marketers to adjust filters.

Practical application: Integrating ISAC feeds into security monitoring tools accelerates detection of
sector-relevant threats.

Challenges: Managing the volume of shared intel, ensuring relevance to marketing operations, and
maintaining confidentiality of proprietary data.

Insider Threat — risk posed by employees, contractors, or partners who misuse legitimate access to cause
harm.

Related terms: privileged abuse, data exfiltration, behavioral analytics.

Explanation: Marketing staff often have access to valuable customer data; malicious or negligent insiders
can leak or sell this information.

Example: A former employee downloads the entire subscriber database before leaving the company.
Practical application: Implementing user-behavior analytics (UBA) and enforcing least-privilege policies
detect anomalous data access patterns.

Challenges: Balancing trust with monitoring, handling privacy concerns, and distinguishing benign activity
from malicious intent.

IP Reputation — a score that reflects the trustworthiness of an IP address based on historical activity such as
spam, malware distribution, or bot behavior.

Related terms: blacklist, whitelist, threat feed.

Explanation: Email marketing platforms use IP reputation to determine deliverability; compromised IPs can
lead to blocked campaigns.

Example: A shared sending IP becomes listed on a spam blacklist after a compromised account sends
phishing emails.

Practical application: Monitoring IP reputation and rotating sending IPs through reputable providers
maintain inbox placement.

Challenges: Rapid reputation changes, dependence on third-party reputation services, and the impact of
shared IP pools.

Landing Page Cloaking — serving different content to users versus search engine crawlers, often to hide
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malicious code.

Related terms: black hat SEO, malicious redirect, content injection.

Explanation: Attackers may cloak a landing page to deliver malware only to users arriving via paid ads,
evading detection by security scanners.

Example: A campaign URL displays a promotional video to search bots, but redirects human visitors to a
drive-by download site.

Practical application: Using automated scanners that emulate real browsers and regularly auditing page
source code helps uncover cloaking.

Challenges: Differentiating legitimate A/B testing from malicious cloaking, and the scarcity of tools that
detect dynamic cloaking techniques.

Malvertising — the use of online advertising to distribute malware, often through compromised ad networks
or malicious creatives.

Related terms: ad fraud, drive-by download, payload.

Explanation: Marketers purchasing display ads may inadvertently place malicious creatives on their own
sites if ad verification fails.

Example: An ad for a “free trial” contains an embedded script that installs a ransomware payload on visitors'’
machines.

Practical application: Employing ad verification services and sandboxing third-party ad tags reduce
malvertising risk.

Challenges: High turnover of ad inventory, limited visibility into ad network security practices, and the
difficulty of scanning dynamic ad content in real time.

Man-in-the-Middle (MITM) Attack — interception and possible alteration of communication between two
parties without their knowledge.

Related terms: SSL stripping, packet sniffing, session hijacking.

Explanation: Marketing integrations that transmit data over unsecured channels can be vulnerable to MITM,
exposing customer information or campaign credentials.

Example: An API call from a marketing automation platform to a CRM is intercepted, allowing an attacker to
modify lead data.

Practical application: Enforcing TLS encryption for all API traffic and using certificate pinning mitigates MITM
risks.

Challenges: Legacy integrations that only support HTTP, misconfigured certificates, and the need for regular
certificate renewal.

Multi-Factor Authentication (MFA) — security mechanism requiring two or more verification factors to grant
access.

Related terms: TOTP, hardware token, push notification.

Explanation: MFA significantly reduces the likelihood of credential-based attacks on marketing platforms,
such as email service providers or analytics dashboards.

Example: A user logs into the social media scheduling tool and must approve a push notification on their
mobile device.

Practical application: Enforcing MFA for all privileged accounts and integrating with SSO solutions
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streamline adoption.
Challenges: User resistance, device loss, and ensuring MFA methods are compatible with third-party SaaS
applications.

Phishing — deceptive communications designed to trick recipients into revealing credentials, personal data,
or installing malware.

Related terms: spear phishing, whaling, business email compromise (BEC).

Explanation: Marketers are frequent targets of phishing because they handle large contact lists and have
access to high-value assets.

Example: An attacker sends a fake “campaign approval” email, prompting the marketing manager to click a
malicious link and enter login details.

Practical application: Conducting regular phishing simulations and providing clear reporting channels
improve resilience.

Challenges: Evolving tactics, targeted spear phishing against senior marketers, and the difficulty of
distinguishing sophisticated attacks from legitimate requests.

Privacy by Design — an approach that embeds privacy considerations into the development of systems and
processes from the outset.

Related terms: data minimization, privacy impact assessment (PIA), GDPR compliance.

Explanation: Marketing initiatives that collect personal data must be architected to protect privacy, reducing
the risk of breaches and regulatory penalties.

Example: A new lead-capture form stores only the email address and consent timestamp, avoiding
unnecessary collection of demographic details.

Practical application: Conducting PIAs for each campaign and using anonymization techniques where
possible align with privacy-by-design principles.

Challenges: Balancing personalization goals with data minimization, and ensuring all third-party vendors
adhere to the same standards.

Ransomware — malware that encrypts files and demands payment for decryption keys.

Related terms: crypto-locker, extortion, backup strategy.

Explanation: Marketing assets such as graphics, video libraries, and campaign schedules are high-value
targets for ransomware operators seeking to disrupt revenue streams.

Example: A ransomware variant encrypts the content management system, rendering the upcoming product
launch website inaccessible.

Practical application: Maintaining offline backups, applying patch updates, and segmenting networks limit
ransomware impact.

Challenges: Rapid propagation across shared drives, the temptation to pay the ransom, and the need for
business continuity plans that consider marketing timelines.

Reconnaissance — the preliminary phase where attackers gather information about a target's infrastructure,
personnel, and processes.

Related terms: OSINT, footprinting, social engineering.

Explanation: Marketers may inadvertently expose details such as campaign calendars, technology stacks, or
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vendor lists that aid attackers in planning exploits.

Example: Public LinkedIn profiles reveal the names and roles of the marketing team, facilitating targeted
phishing.

Practical application: Conducting OSINT audits and limiting publicly available technical details reduce
reconnaissance effectiveness.

Challenges: Balancing transparency for brand promotion with operational security, and monitoring the
ever-changing public footprint.

Reverse Proxy — a server that sits in front of web applications, forwarding client requests while hiding the
origin server's identity.

Related terms: load balancer, WAF (Web Application Firewall), SSL termination.

Explanation: Deploying a reverse proxy can protect marketing websites from direct attacks, provide caching,
and enforce security policies.

Example: A reverse proxy terminates TLS connections and applies a WAF rule that blocks SQL injection
attempts on the landing page.

Practical application: Configuring strict request validation and rate limiting on the proxy enhances resilience
against automated threats.

Challenges: Properly tuning WAF rules to avoid false positives, managing certificate lifecycles, and ensuring
latency remains acceptable for high-traffic campaigns.

Scareware — deceptive software that pretends to be a security tool, coercing users into paying for bogus
remediation.

Related terms: rogue antivirus, pop-up extortion, social engineering.

Explanation: Marketers who download free design assets or plugins may encounter scareware that mimics
legitimate tools, leading to credential theft or financial loss.

Example: A free Photoshop brush pack installer displays a fake “virus detected” alert and prompts the user
to purchase a license.

Practical application: Educating staff on verifying software authenticity and using reputable sources for
assets mitigates scareware risk.

Challenges: The prevalence of pirated content, the lure of free tools, and the difficulty of detecting
sophisticated scareware that mimics legitimate Ul elements.

Secure Development Lifecycle (SDLC) — a process that integrates security activities into each phase of
software development.

Related terms: threat modeling, code review, static analysis.

Explanation: Marketing platforms built in-house, such as custom campaign managers, benefit from SDLC to
prevent vulnerabilities that could be exploited.

Example: During design, a threat model identifies potential injection points in the email template editor,
leading to sanitization controls.

Practical application: Incorporating automated security testing in CI/CD pipelines ensures continuous
protection of marketing tools.

Challenges: Allocating resources for security testing, aligning development timelines with marketing launch
dates, and maintaining security expertise within the team.
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Session Hijacking — unauthorized takeover of a user’s active session, often by stealing session cookies or
tokens.

Related terms: session fixation, CSRF (Cross-Site Request Forgery), secure cookie.

Explanation: Attackers may hijack sessions of marketing analysts to access dashboards, alter campaign data,
or exfiltrate subscriber lists.

Example: An attacker captures a session token from a public Wi-Fi network and uses it to log into the
analytics platform as the marketing manager.

Practical application: Implementing short session lifetimes, rotating tokens, and enforcing TLS for all traffic
reduces hijacking risk.

Challenges: Legacy applications that lack token rotation, user convenience concerns, and detecting subtle
session anomalies.

Social Engineering — manipulation of individuals to gain unauthorized access or information, often
exploiting trust or curiosity.

Related terms: pretexting, baiting, phishing.

Explanation: Marketers are prime targets because they regularly interact with external partners, agencies,
and influencers, providing attackers with opportunities for deception.

Example: An attacker pretends to be a reputable advertising agency and requests login credentials to “set
up” a new campaign.

Practical application: Conducting regular awareness training and establishing verification procedures for
credential requests strengthen defenses.

Challenges: Sophisticated attackers that tailor messages to specific campaigns, and the difficulty of
enforcing verification in fast-paced environments.

Supply Chain Attack — compromise of a third-party vendor or service that provides software, hardware, or
services to the target organization.

Related terms: software dependency, vendor risk, code injection.

Explanation: Marketing stacks often rely on SaaS tools, ad exchanges, and analytics platforms; a breach in
any of these can cascade to the marketer's data.

Example: A compromised plugin for a content management system injects malicious JavaScript into all
landing pages, harvesting visitor credentials.

Practical application: Performing vendor security assessments, requiring contractual security clauses, and
monitoring for anomalous behavior in integrated services mitigate supply chain risk.

Challenges: Limited visibility into vendor security posture, reliance on proprietary APIs, and the speed at
which new integrations are adopted.

Threat Intelligence (Tl) — data about existing or emerging threats that can be used to inform defensive
actions.

Related terms: CTI (Cyber Threat Intelligence), indicator of compromise (I0C), feed.

Explanation: Marketers can leverage Tl to adjust targeting parameters, block malicious domains, and
anticipate attacks on ad platforms.

Example: A Tl feed alerts that a specific domain is being used for credential-stealing forms targeting email
sign-ups.
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Practical application: Integrating Tl into email security gateways and web application firewalls helps
pre-emptively block known malicious actors.

Challenges: Filtering noise from actionable intelligence, ensuring timely ingestion, and aligning Tl with
marketing campaign timelines.

Two-Factor Authentication (2FA) — a subset of MFA requiring exactly two verification methods, typically
something the user knows and something the user has.

Related terms: SMS code, authenticator app, hardware token.

Explanation: Enforcing 2FA on marketing platforms reduces the risk of credential theft, especially when staff
travel or use mobile devices.

Example: After entering a password to access the social media scheduler, the user must approve a push
notification on their smartphone.

Practical application: Deploying 2FA via an authenticator app balances security with usability for most
marketing users.

Challenges: SMS-based 2FA is vulnerable to SIM swapping, and some legacy tools may not support modern
2FA mechanisms.

URL Shortener Abuse — misuse of URL shortening services to obscure malicious destinations, track clicks, or
facilitate phishing.

Related terms: link cloaking, click tracking, malware distribution.

Explanation: Marketers often use short URLs for social media posts; attackers can hijack these links to
redirect users to harmful sites while preserving brand aesthetics.

Example: A shortened link shared in a promotional tweet redirects to a phishing page that mimics the
brand'’s login portal.

Practical application: Using proprietary shorteners with domain whitelisting and monitoring redirect chains
mitigates abuse.

Challenges: Public shorteners are open to abuse, and users may be reluctant to trust unfamiliar shortened
domains.

Vulnerability Scanning — automated process that probes systems for known security weaknesses.

Related terms: penetration testing, CVEs, patch management.

Explanation: Regular scans of marketing websites, APIs, and third-party integrations uncover missing
patches, misconfigurations, and insecure headers that could be exploited.

Example: A scan identifies that the landing page server is missing the HTTP Strict-Transport-Security (HSTS)
header, exposing users to downgrade attacks.

Practical application: Scheduling weekly scans and integrating results into ticketing systems ensures timely
remediation.

Challenges: False positives that overwhelm teams, the need to coordinate scans with live campaigns to
avoid disruption, and keeping scan signatures up to date.

Web Application Firewall (WAF) — security device that filters, monitors, and blocks HTTP traffic to and from a
web application.
Related terms: rule set, SQL injection, cross-site scripting (XSS).
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Explanation: A WAF protects marketing landing pages and forms from common attacks, such as injection of
malicious scripts that could compromise visitor devices.

Example: The WAF blocks a payload attempting to execute alert('hacked') in a newsletter signup form.
Practical application: Configuring a managed WAF with regularly updated rule sets provides out-of-the-box
protection for high-traffic campaigns.

Challenges: Tuning rules to avoid blocking legitimate marketing scripts, handling encrypted traffic without
performance degradation, and managing false negatives.

Zero-Day Exploit — a vulnerability that is unknown to the vendor and for which no patch exists at the time of
exploitation.

Related terms: unknown vulnerability, exploit kit, advanced persistent threat (APT).

Explanation: Zero-day exploits can be delivered via malicious ads or compromised third-party widgets
embedded in marketing pages, compromising visitors before a fix is available.

Example: An attacker uses a zero-day flaw in a popular JavaScript library to execute code on visitors'
browsers when they load a campaign page.

Practical application: Employing sandboxing, content security policies, and regular library updates reduces
exposure to zero-day risks.

Challenges: Lack of signatures, rapid weaponization by threat actors, and the difficulty of defending against
unknown vulnerabilities.
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