
G LO S S A RY

Advanced Certification in Cyber Security Fundamentals for Marketing Professionals

Phishing Prevention for Brand Teams

Account Takeover (ATO) – A malicious act where an attacker gains unauthorized access to a legitimate user’s
account, often using stolen credentials obtained through phishing.
Related terms: credential stuffing, compromised account, identity theft.
Explanation: Once the attacker controls the account, they can impersonate the brand, send fraudulent
messages, or access sensitive data.
Practical application: Brand teams should monitor login anomalies, enforce strong password policies, and
implement multi‑factor authentication (MFA) to reduce ATO risk.
Challenges: Detecting subtle changes in user behavior and balancing security controls with user
convenience.

Advanced Threat Protection (ATP) – A suite of security technologies designed to detect, block, and
remediate sophisticated phishing attacks.
Related terms: endpoint detection and response (EDR), sandboxing, zero‑day protection.
Explanation: ATP typically combines real‑time scanning, machine‑learning analysis, and threat intelligence
feeds to identify malicious URLs, attachments, and impersonation attempts.
Practical application: Deploy ATP on email gateways to automatically quarantine suspicious messages
before they reach brand teams.
Challenges: Keeping ATP signatures up‑to‑date and avoiding false positives that could hinder legitimate
marketing communications.

Brand Impersonation – The act of creating a false representation of a brand to deceive recipients into
believing a message is authentic.
Related terms: spoofing, counterfeit brand, social engineering.
Explanation: Attackers replicate logos, tone, and email addresses to increase credibility, often targeting
customers or internal staff.
Practical application: Use brand‑specific visual markers (e.g., custom security banners) that only genuine
communications contain.
Challenges: Rapidly evolving design trends require continuous updates to brand verification assets.

Brand Monitoring – Ongoing surveillance of brand mentions, domain registrations, and social media for
signs of phishing activity.
Related terms: threat intelligence, dark web monitoring, domain watchlist.
Explanation: By tracking unauthorized use of brand assets, teams can detect phishing campaigns early and
initiate takedown procedures.
Practical application: Implement automated alerts for newly registered domains that closely resemble the
brand name.
Challenges: High volume of data and false alarms can overwhelm security staff without proper filtering.
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Certificate Pinning – A security technique that binds a service’s public key to a known certificate, preventing
man‑in‑the‑middle attacks on brand websites.
Related terms: TLS, SSL, public key infrastructure (PKI).
Explanation: When a user’s browser connects, it verifies that the presented certificate matches the pinned
one, rejecting impostor sites.
Practical application: Deploy certificate pinning in mobile apps and web portals that host brand content.
Challenges: Managing certificate rotation without causing service disruptions.

Credential Harvesting – The process of collecting usernames and passwords through deceptive means,
often via phishing forms that mimic brand login pages.
Related terms: phishing kit, data exfiltration, password reuse.
Explanation: Harvested credentials can be sold on underground markets or used for account takeover.
Practical application: Educate brand teams on checking URL authenticity and using password managers that
autofill only on verified domains.
Challenges: Sophisticated clones can bypass visual cues, requiring advanced detection tools.

Domain Spoofing – The registration or use of a domain name that closely resembles the legitimate brand
domain to host phishing sites.
Related terms: typosquatting, homograph attack, IDN spoofing.
Explanation: Attackers exploit minor misspellings or Unicode characters to deceive users.
Practical application: Secure variations of the brand domain and employ DNS‑based authentication (e.g.,
DMARC) to reject emails from unauthorized domains.
Challenges: The sheer number of possible variations makes comprehensive registration costly.

DMARC (Domain-based Message Authentication, Reporting & Conformance) – An email authentication
protocol that allows brand owners to specify how unauthenticated messages should be handled.
Related terms: SPF, DKIM, email spoofing.
Explanation: DMARC policies can instruct receiving servers to quarantine or reject emails that fail SPF or
DKIM checks, reducing phishing success.
Practical application: Publish a strict DMARC policy (“p=reject”) for the brand’s marketing domain and
monitor aggregate reports for anomalies.
Challenges: Misconfigured SPF/DKIM records can cause legitimate newsletters to be blocked, requiring
careful testing.

Domain-based Message Authentication (DKIM) – A cryptographic method that signs outgoing email with a
private key, enabling recipients to verify its integrity.
Related terms: DMARC, SPF, email signing.
Explanation: DKIM adds a header containing a digital signature that aligns with the sender’s domain.
Practical application: Configure the brand’s email service to sign all marketing communications, ensuring
alignment with DMARC policies.
Challenges: Key rotation and key management must be handled securely to avoid compromise.

Employee Phishing Simulation – A controlled exercise where simulated phishing emails are sent to staff to
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assess awareness and response.
Related terms: security awareness training, phishing test, red‑team exercise.
Explanation: Results identify vulnerable individuals and inform targeted training.
Practical application: Conduct quarterly simulations tailored to brand‑specific scenarios (e.g., fake campaign
approvals).
Challenges: Maintaining realism without causing morale issues and ensuring privacy compliance.

Endpoint Detection and Response (EDR) – Software installed on devices to monitor, detect, and respond to
malicious activity, including phishing‑related malware.
Related terms: ATP, antivirus, threat hunting.
Explanation: EDR agents collect telemetry, enabling security teams to isolate compromised endpoints
quickly.
Practical application: Deploy EDR on all devices used by brand teams to catch malicious attachments before
execution.
Challenges: Managing large volumes of alerts and integrating EDR data with existing SIEM platforms.

False Positive – An instance where legitimate communication is incorrectly flagged as malicious.
Related terms: false negative, detection accuracy, whitelist.
Explanation: High false‑positive rates can erode trust in security controls and cause delays in marketing
campaigns.
Practical application: Fine‑tune phishing filters using brand‑specific whitelists and regularly review
quarantine logs.
Challenges: Balancing sensitivity to catch sophisticated attacks while minimizing disruption to legitimate
workflows.

Homograph Attack – An attack that exploits visually similar characters from different scripts to create
deceptive URLs (e.g., “а” Cyrillic vs “a” Latin).
Related terms: IDN spoofing, Unicode phishing, domain spoofing.
Explanation: Users may not notice the subtle character differences, leading them to malicious sites.
Practical application: Educate brand teams to copy‑paste URLs into browsers and use browser extensions
that reveal Unicode characters.
Challenges: Detection tools must parse Unicode accurately, which can be resource‑intensive.

Identity‑Based Phishing (IBP) – Phishing attempts that leverage personal or professional information about
a target to increase credibility.
Related terms: spear‑phishing, social engineering, reconnaissance.
Explanation: Attackers gather data from public profiles, then craft messages that appear to come from
trusted colleagues or partners.
Practical application: Encourage brand members to limit publicly visible personal details and verify requests
through out‑of‑band channels.
Challenges: Continuous monitoring of open‑source intelligence (OSINT) sources is required.

Information Security Policy (ISP) – A documented set of rules governing the protection of an organization’s
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information assets.
Related terms: governance, compliance, risk management.
Explanation: For brand teams, the ISP outlines acceptable use of email, data handling, and incident
reporting procedures.
Practical application: Include specific clauses on phishing awareness, password management, and brand
asset protection.
Challenges: Ensuring policy adherence across geographically dispersed marketing teams.

Incident Response Plan (IRP) – A structured approach for addressing security incidents, including phishing
breaches.
Related terms: playbook, forensic analysis, containment.
Explanation: An IRP defines roles, communication channels, and steps for containment, eradication, and
recovery.
Practical application: Develop a brand‑focused phishing playbook that outlines steps for notifying
customers, revoking compromised assets, and issuing public statements.
Challenges: Coordinating between security, legal, PR, and marketing under time pressure.

Infrastructure as Code (IaC) Security – The practice of embedding security controls into automated
provisioning scripts for cloud resources.
Related terms: DevSecOps, CI/CD pipeline, configuration drift.
Explanation: Misconfigured cloud services can expose brand domains to phishing hosting.
Practical application: Implement IaC linting tools that enforce TLS, proper DNS records, and access controls
for brand‑related assets.
Challenges: Keeping IaC policies synchronized with evolving brand security requirements.

Link Manipulation – The alteration of URLs in emails or webpages to redirect victims to malicious sites while
appearing benign.
Related terms: URL obfuscation, link shortener abuse, redirection chain.
Explanation: Attackers may embed legitimate-looking links that, after a series of redirects, land on a
phishing page.
Practical application: Use link‑scanning services that resolve final destinations before delivering messages to
brand teams.
Challenges: Dynamic link generation can bypass static analysis, requiring real‑time verification.

Malware Payload – The malicious code delivered via phishing attachments or links that executes on the
victim’s system.
Related terms: ransomware, trojan, remote access tool (RAT).
Explanation: Once executed, the payload can exfiltrate data, install backdoors, or encrypt files.
Practical application: Deploy sandboxing solutions that detonate attachments in a safe environment to
identify hidden payloads.
Challenges: Polymorphic malware can modify its code to evade detection.

Multi‑Factor Authentication (MFA) – A security control that requires two or more verification methods
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before granting access.
Related terms: OTP, hardware token, biometric factor.
Explanation: MFA significantly reduces the risk of credential‑based phishing attacks succeeding.
Practical application: Enforce MFA for all brand‑related SaaS platforms, including email, social media, and
analytics tools.
Challenges: User resistance and the need for backup methods when primary factors are unavailable.

Phishing Awareness Training – Educational programs designed to improve users’ ability to recognize and
respond to phishing attempts.
Related terms: security awareness, e‑learning, behavioral conditioning.
Explanation: Training typically includes simulated attacks, best‑practice guidelines, and reporting
procedures.
Practical application: Offer role‑specific modules that address brand‑centric scenarios, such as fake
campaign approvals or counterfeit brand assets.
Challenges: Measuring long‑term retention and translating knowledge into consistent behavior.

Phishing Kit – A pre‑packaged set of HTML, scripts, and assets that enable attackers to launch phishing
campaigns quickly.
Related terms: cybercrime toolkit, exploit kit, phishing-as-a-service.
Explanation: Kits often include domain registration scripts, email templates, and credential‑harvesting
pages.
Practical application: Monitor underground forums for kit distribution and block known malicious IPs
associated with kit deployment.
Challenges: Rapid evolution of kits makes signature‑based detection less effective.

Phishing Reporting Mechanism – A streamlined process for users to submit suspected phishing emails to
the security team.
Related terms: ticketing system, phishing hotline, automated triage.
Explanation: Prompt reporting enables faster mitigation and threat intelligence sharing.
Practical application: Integrate a “Report Phish” button into the brand’s email client and configure
auto‑forwarding to the security mailbox.
Challenges: Ensuring users understand what qualifies as phishing and avoiding overload of the security
inbox.

Quarantine Policy – Rules that dictate how suspicious emails are isolated pending review.
Related terms: sandbox, hold queue, false positive handling.
Explanation: Quarantined messages are not delivered to end users but remain accessible for security
analysts.
Practical application: Set a 48‑hour retention period for quarantined brand communications, after which
they are either released or permanently deleted.
Challenges: Balancing timely delivery of marketing campaigns with the need for thorough inspection.

Red Team Exercise – An adversarial simulation where security professionals mimic attackers to test an
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organization’s defenses.
Related terms: penetration testing, blue team, purple team.
Explanation: For brand teams, red‑team exercises often focus on crafting realistic phishing attacks that
target brand assets.
Practical application: Conduct annual red‑team campaigns that include brand‑specific lures, then assess
detection and response capabilities.
Challenges: Coordinating with marketing to avoid real‑world impact while maintaining realism.

Secure Email Gateway (SEG) – A service that filters inbound and outbound email for spam, malware, and
phishing content.
Related terms: email security, DMARC enforcement, content inspection.
Explanation: SEG can block malicious attachments, rewrite URLs, and enforce branding policies.
Practical application: Deploy SEG with brand‑aware policies that automatically reject emails failing DMARC
alignment for the marketing domain.
Challenges: Maintaining high throughput and low latency for large‑volume campaign blasts.

Social Engineering – Manipulative tactics used to trick individuals into revealing confidential information or
performing actions.
Related terms: phishing, pretexting, baiting.
Explanation: Phishing is a subset of social engineering that specifically exploits electronic communication
channels.
Practical application: Incorporate social‑engineering awareness into brand team onboarding to highlight
common lures such as “urgent campaign changes.”
Challenges: Attackers continuously adapt techniques, requiring ongoing education.

Spear‑Phishing – Targeted phishing attacks that use personalized information to increase credibility.
Related terms: IBP, whaling, credential harvesting.
Explanation: Spear‑phishing often exploits relationships within a brand, such as pretending to be a senior
executive requesting confidential data.
Practical application: Implement verification workflows for any request involving sensitive brand assets,
requiring a secondary confirmation channel.
Challenges: High success rates due to the tailored nature of the messages.

Supply Chain Phishing – Phishing attempts that impersonate vendors, partners, or agencies that the brand
regularly interacts with.
Related terms: business email compromise (BEC), third‑party risk, partner spoofing.
Explanation: Attackers exploit trusted relationships to gain access to marketing platforms or financial
systems.
Practical application: Establish a secure vendor communication portal with digital signatures for all
contract‑related emails.
Challenges: Managing a large number of third‑party contacts and ensuring consistent security practices
across the ecosystem.
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Threat Intelligence Feed – Continuous streams of data about emerging phishing tactics, malicious domains,
and attacker infrastructure.
Related terms: indicator of compromise (IOC), STIX, TAXII.
Explanation: Feeds enable security tools to update detection rules in near real‑time.
Practical application: Integrate a curated phishing‑specific feed into the brand’s email security platform to
block newly identified malicious URLs.
Challenges: Filtering noise and ensuring feed relevance to the brand’s specific threat landscape.

Two‑Step Verification (2SV) – An authentication method requiring a second factor, often a one‑time
password (OTP) sent via SMS or generated by an app.
Related terms: MFA, OTP, push notification.
Explanation: 2SV adds an extra barrier for attackers who have obtained a user’s password through phishing.
Practical application: Enforce 2SV for all brand social‑media accounts to prevent unauthorized posting.
Challenges: SMS‑based OTPs are vulnerable to SIM‑swap attacks; app‑based methods are more secure but
require user adoption.

URL Reputation Service – A database that scores web addresses based on historical malicious activity.
Related terms: web filtering, safe browsing, blacklisting.
Explanation: When a user clicks a link, the service checks the URL against known bad lists and can block
access.
Practical application: Configure brand workstations to query a reputable URL reputation service before
opening any external link.
Challenges: New phishing sites may not yet be listed, leading to a window of exposure.

Vanishing URL – A link that redirects to a different destination each time it is accessed, often used to evade
detection.
Related terms: link shortener abuse, dynamic redirect, URL obfuscation.
Explanation: Because the final landing page changes, static analysis tools may miss the malicious endpoint.
Practical application: Deploy real‑time URL expansion tools that resolve the full redirect chain at the
moment of click.
Challenges: Increased latency and the need for continuous monitoring of the redirection service.

Whitelisting – The practice of allowing only pre‑approved senders, domains, or applications to bypass
security filters.
Related terms: allowlist, safe sender list, exception handling.
Explanation: While useful for ensuring delivery of critical brand communications, improper whitelisting can
create blind spots for phishing.
Practical application: Maintain a dynamic whitelist that requires periodic review and is limited to verified
brand partners.
Challenges: Managing exceptions without opening avenues for attackers to masquerade as trusted entities.

Zero‑Day Phishing – Phishing attacks that exploit previously unknown vulnerabilities in email clients or
browsers.

Read online: https://certificates.lsba.org.uk/glossaries/4004517/
phishing-prevention-for-brand-teams

London School of Business and Administration · 09 Jul 2026



G LO S S A RY

Related terms: zero‑day exploit, advanced persistent threat (APT), unknown IOC.
Explanation: Because signatures are unavailable, traditional detection methods may miss these attacks.
Practical application: Employ behavior‑based analytics and sandboxing to detect anomalous activity
indicative of a zero‑day exploit.
Challenges: High false‑positive potential and the need for rapid patching once the vulnerability is disclosed.
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