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Certified Professional in Principles of Data Centers

Data Center Networking

Access Layer
Concept: The bottom tier of a data‑center network that connects servers, storage, and other end‑devices to
the network fabric.
Related terms: Top‑of‑Rack (ToR) switch, End‑Point, Network Interface Card (NIC).
Explanation: The access layer aggregates traffic from compute nodes and forwards it upward. Typical
devices are ToR switches with 10/25/40/100 GbE ports. Example: A rack of web servers connects to a 48‑port
25 GbE ToR switch. Practical application includes low‑latency intra‑rack communication. Challenges involve
scaling port density while maintaining power and cooling efficiency.

Adjacency Matrix
Concept: A mathematical representation of connections between network nodes used in topology analysis.
Related terms: Graph Theory, Network Topology, Routing Table.
Explanation: Each cell indicates whether a pair of switches are directly linked. In a leaf‑spine fabric, the
matrix shows full mesh between leaves and spines. It aids in verifying redundancy and detecting
misconfigurations. Challenge: Large data centers generate massive matrices, requiring automated tools for
validation.

Aggregation Switch
Concept: A mid‑tier device that consolidates traffic from multiple access switches before forwarding to the
core.
Related terms: Spine Switch, Leaf Switch, Layer 3 Switching.
Explanation: Aggregation switches often perform routing, QoS, and security policies. Example: An
aggregation layer with 10 GbE uplinks to the spine reduces the number of spine ports needed. Practical use
includes implementing VLAN segregation across racks. Challenges include balancing load and preventing
oversubscription.

AI/ML in Data Centers
Concept: The application of artificial intelligence and machine learning to optimize data‑center operations.
Related terms: Predictive Analytics, Automation, Thermal Management.
Explanation: Models predict traffic spikes, adjust routing, and manage cooling. Example: A
reinforcement‑learning controller reallocates bandwidth during a flash crowd event. Practical benefits are
reduced energy consumption and higher SLA compliance. Challenges involve data quality, model drift, and
integration with legacy systems.

Application Delivery Controller (ADC)
Concept: A network device that optimizes and secures application traffic at the data‑center edge.
Related terms: Load Balancer, SSL Offload, Web Application Firewall (WAF).
Explanation: ADCs distribute client requests across server pools, perform health checks, and terminate SSL
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sessions. Example: An e‑commerce site uses an ADC to balance HTTP traffic across multiple web nodes.
Practical application reduces latency and improves availability. Challenges include configuration complexity
and scaling in multi‑tenant environments.

Aruba CX Switches
Concept: A family of programmable, cloud‑managed switches designed for modern data‑center fabrics.
Related terms: Software‑Defined Networking (SDN), Network Automation, Zero‑Touch Provisioning.
Explanation: These switches support VXLAN, EVPN, and RESTful APIs for seamless integration with
orchestration platforms. Example: Deploying Aruba CX in a leaf‑spine topology enables centralized policy
enforcement. Practical use includes rapid provisioning of new racks. Challenges revolve around skill gaps
and ensuring firmware compatibility.

AS Path
Concept: An attribute in BGP that records the sequence of autonomous systems a route has traversed.
Related terms: BGP, Route Reflection, Policy Based Routing.
Explanation: In data‑center interconnects, AS Path is used to influence inbound traffic and avoid loops.
Example: Adding a prepend to a route to steer traffic through a preferred spine. Practical application
includes multi‑region load balancing. Challenges include managing path length limits and preventing route
flapping.

Automation Framework
Concept: A structured set of tools and processes that enable programmatic control of network resources.
Related terms: Ansible, Terraform, Network as Code.
Explanation: Frameworks orchestrate device configuration, firmware upgrades, and compliance checks.
Example: Using Ansible playbooks to push VLAN changes across all leaf switches. Practical benefits are
reduced manual errors and faster deployment cycles. Challenges involve idempotency, secret management,
and change control governance.

AVB (Audio Video Bridging)
Concept: A set of IEEE standards that provide time‑sensitive networking for audio and video streams.
Related terms: TSN, Deterministic Ethernet, QoS.
Explanation: AVB ensures low‑latency, synchronized delivery of media over Ethernet. In a data‑center
hosting media processing, AVB‑capable switches guarantee frame‑level timing. Practical use includes live
streaming platforms. Challenges include hardware support and integration with standard data‑center
Ethernet fabrics.

Backbone Network
Concept: The high‑capacity core infrastructure that interconnects major network segments.
Related terms: Core Switch, Spine Layer, High‑Speed Interconnect.
Explanation: In modern data centers, the backbone is often a leaf‑spine fabric using 40/100 GbE or higher.
Example: A spine layer with 10 Tbps aggregate capacity linking all leaf switches. Practical application is to
provide low‑latency paths for east‑west traffic. Challenges include ensuring non‑blocking architecture and
managing optical fiber inventory.
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Baseline Performance
Concept: The reference measurement of network metrics under normal operating conditions.
Related terms: Throughput, Latency, Packet Loss.
Explanation: Establishing a baseline helps detect anomalies and capacity trends. Example: Measuring 10 GbE
link utilization during typical workload periods. Practical use includes capacity planning and SLA verification.
Challenges involve capturing representative data across diverse traffic patterns and avoiding measurement
bias.

Bidirectional Forwarding Detection (BFD)
Concept: A rapid detection protocol for link or path failures in IP networks.
Related terms: Fast Reroute, OSPF, ISIS.
Explanation: BFD exchanges short hello packets to confirm connectivity, often detecting failures in
sub‑second intervals. Example: Configuring BFD on spine‑leaf links to trigger immediate failover. Practical
benefit is minimized disruption for latency‑sensitive applications. Challenges include tuning interval settings
to balance detection speed and overhead.

Blue/Green Deployment
Concept: A release strategy that maintains two identical environments—one live (blue) and one idle (green)
—for seamless updates.
Related terms: Canary Release, Zero‑Downtime, Rollback.
Explanation: Network policies are duplicated across both environments; traffic is switched via load
balancers. Example: Updating firewall rules in the green environment, then shifting traffic after validation.
Practical application reduces risk during network changes. Challenges involve synchronization of stateful
connections and ensuring consistent routing.

Border Gateway Protocol (BGP)
Concept: The exterior routing protocol that exchanges routing information between autonomous systems.
Related terms: EBGP, IBGP, Route Reflector.
Explanation: BGP is used for data‑center interconnects and for connecting to external clouds. Example:
Advertising a /24 prefix from a data‑center to an ISP. Practical use includes multi‑homed redundancy and
traffic engineering. Challenges include route convergence time and managing complex policies.

Bridging Domain
Concept: A broadcast domain created by Ethernet bridges or switches where frames are forwarded based
on MAC addresses.
Related terms: VLAN, Spanning Tree Protocol (STP), MAC Table.
Explanation: In a data‑center, each VLAN often represents a distinct bridging domain. Example: Separating
storage traffic into its own VLAN to isolate broadcast storms. Practical benefit is segmentation without
routing. Challenges include scaling MAC tables and preventing loops.

Capacity Planning
Concept: The process of forecasting future network resource requirements based on growth trends and
workload analysis.

Read online: https://certificates.lsba.org.uk/glossaries/4006678/data-
center-networking

London School of Business and Administration · 26 Jul 2026



G LO S S A RY

Related terms: Utilization Metrics, Scalability, Forecasting Models.
Explanation: Planners assess bandwidth, port density, and power needs to avoid oversubscription. Example:
Projecting a 30 % increase in east‑west traffic over the next year and provisioning additional spine capacity.
Practical application ensures budget alignment and SLA compliance. Challenges involve unpredictable
traffic bursts and technology refresh cycles.

Carrier‑Grade NAT (CGN)
Concept: A large‑scale network address translation technique used by service providers to conserve IPv4
addresses.
Related terms: IPv4 Exhaustion, Port Address Translation (PAT), IPv6 Transition.
Explanation: CGN aggregates many customer sessions behind a limited pool of public IPs. Example: A
data‑center edge router performing CGN for inbound SaaS traffic. Practical use includes extending IPv4
lifespan. Challenges include loss of end‑to‑end traceability and complications with protocols that embed IP
addresses.

Chassis‑Based Switch
Concept: A modular switching platform that houses line cards, power supplies, and supervisors within a
single enclosure.
Related terms: Fixed‑Form Factor Switch, Backplane, Line Card.
Explanation: Chassis switches offer high port density and redundancy. Example: A 12‑slot chassis with
40 GbE line cards serving as the spine layer. Practical benefits include easy scaling and hot‑swap capability.
Challenges involve higher upfront cost and the need for proper airflow management.

Co‑Location
Concept: The practice of housing multiple customers’ equipment within a shared data‑center facility.
Related terms: Colocation Facility, Rack Space, Power Distribution Unit (PDU).
Explanation: Providers supply power, cooling, and network connectivity. Example: A financial firm colocates
its trading servers in a carrier‑grade data center for low latency. Practical application enables access to
premium infrastructure without owning a building. Challenges include security isolation, shared bandwidth
contention, and compliance with diverse regulations.

Control Plane
Concept: The part of the network responsible for routing decisions, topology discovery, and policy
enforcement.
Related terms: Data Plane, Southbound API, Northbound API.
Explanation: In SDN, the control plane is centralized in a controller that programs forwarding devices.
Example: An OpenFlow controller calculates optimal paths and pushes flow entries to leaf switches. Practical
use includes dynamic traffic engineering. Challenges involve controller scalability, fault tolerance, and
latency between controller and devices.

Core Switch
Concept: High‑capacity devices that form the backbone of traditional three‑tier network architectures.
Related terms: Aggregation Layer, Spine Layer, Layer 3 Switching.
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Explanation: Core switches handle large volumes of east‑west traffic and provide redundancy. Example: A
pair of 100 GbE core switches interconnecting multiple aggregation blocks. Practical application is to reduce
hop count for inter‑rack communication. Challenges include ensuring non‑blocking bandwidth and
managing complex routing tables.

Cross‑Connect
Concept: A physical or logical link that directly connects two network devices or services within a
data‑center.
Related terms: Patch Panel, Optical Patch Cord, Virtual Circuit.
Explanation: Cross‑connects bypass intermediate switching to reduce latency. Example: Directly connecting
a storage array to a compute node via a dedicated 40 GbE fiber. Practical benefit is deterministic
performance for high‑throughput workloads. Challenges involve cable management and limited scalability
for dynamic workloads.

DCI (Data Center Interconnect)
Concept: Technologies and architectures that link geographically dispersed data‑center sites.
Related terms: Metro Ethernet, Optical Transport Network (OTN), WAN Optimization.
Explanation: DCI enables workload migration, disaster recovery, and load balancing across sites. Example:
Using 100 GbE DWDM links to connect two campus data centers. Practical application includes active‑active
replication of databases. Challenges are latency, bandwidth cost, and synchronization of network policies.

DCNM (Data Center Network Manager)
Concept: A management platform that provides unified monitoring, provisioning, and analytics for
data‑center networks.
Related terms: Network Management System (NMS), Telemetry, SNMP.
Explanation: DCNM aggregates device health, configuration state, and performance metrics. Example: Using
DCNM dashboards to visualize leaf‑spine utilization trends. Practical benefit is faster root‑cause analysis.
Challenges include integrating multi‑vendor devices and handling massive telemetry streams.

Defect‑Based Testing
Concept: A validation approach that injects faults to verify network resilience and recovery mechanisms.
Related terms: Chaos Engineering, Fault Injection, High Availability.
Explanation: Tests may disable a spine link or simulate a switch crash. Example: Using a script to shut down a
leaf port and observing automatic reroute via BFD. Practical use confirms failover policies. Challenges
include ensuring test isolation and avoiding impact on production traffic.

Designated Router (DR)
Concept: In OSPF, the router elected on a multi‑access network segment to generate LSAs for that segment.
Related terms: Backup Designated Router (BDR), OSPF, Link‑State Advertisement.
Explanation: The DR reduces LSA traffic by centralizing updates. Example: In a shared‑medium storage area
network, the DR consolidates topology information. Practical benefit is lower CPU usage on edge devices.
Challenges involve DR election stability in dynamic environments.

Device‑Level Telemetry
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Concept: Real‑time streaming of detailed device metrics and events directly from network hardware.
Related terms: Streaming Telemetry, gRPC, NetFlow.
Explanation: Telemetry provides granular data such as per‑port counters, queue depths, and error rates.
Example: Collecting CPU utilization from every leaf switch via a gRPC stream to a monitoring system.
Practical use includes proactive congestion detection. Challenges include bandwidth consumption and
handling out‑of‑order data.

Dual‑Homed Architecture
Concept: A design where a device connects to two separate upstream networks for redundancy.
Related terms: Active‑Passive, Multipath Routing, Redundant Power.
Explanation: Dual‑homed servers have NICs linked to two leaf switches. Example: A critical database server
with NIC1 on leaf A and NIC2 on leaf B. Practical benefit is resilience to a single leaf failure. Challenges
include asymmetric routing and ensuring consistent policy across both paths.

Edge Computing
Concept: Processing data near the source of generation to reduce latency and bandwidth usage.
Related terms: Fog Computing, Micro‑Data Center, Latency‑Sensitive Applications.
Explanation: Edge nodes host services like IoT analytics or video transcoding. Example: Deploying a 5G edge
node with a compact leaf‑spine fabric inside a cell tower. Practical application improves user experience for
AR/VR. Challenges are limited space, power constraints, and managing distributed security policies.

EVPN (Ethernet VPN)
Concept: A control‑plane technology that enables scalable, multi‑tenant L2/L3 services over a shared fabric.
Related terms: VXLAN, MP‑BGP, Overlay Network.
Explanation: EVPN uses BGP to distribute MAC and IP reachability information. Example: Providing isolated
tenant VLANs across a global leaf‑spine network using EVPN‑VXLAN. Practical benefit is zero‑touch
provisioning and seamless mobility. Challenges include BGP configuration complexity and ensuring
consistent route policies.

Fabric Extender (FEX)
Concept: A remote line‑card that extends a parent switch’s control plane to additional ports.
Related terms: Parent Switch, Distributed Switch, Port Aggregation.
Explanation: FEX devices appear as local ports on the parent, simplifying management. Example: A Cisco
Nexus 2000 FEX adds 48 ports to a Nexus 9000 spine without separate control plane. Practical use reduces
the number of management interfaces. Challenges involve ensuring sufficient bandwidth between parent
and FEX and handling failure isolation.

Failover
Concept: Automatic switching to a standby component when the primary component fails.
Related terms: Redundancy, High Availability (HA), Heartbeat.
Explanation: In networking, failover may involve rerouting traffic via alternative links. Example: BGP
fast‑external‑failover reroutes traffic when a spine link disappears. Practical benefit is minimal service
interruption. Challenges include detecting failures quickly without false positives and preventing routing
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loops during transition.

Fabric Management Plane
Concept: The set of protocols and services that configure, monitor, and orchestrate a data‑center fabric.
Related terms: NETCONF, gNMI, RESTCONF.
Explanation: The management plane interacts with devices via APIs to push policies. Example: Using gNMI
to program VLANs across all leaf switches simultaneously. Practical use enables consistent configuration at
scale. Challenges involve version compatibility, security of API endpoints, and handling large transaction
volumes.

Fibre Channel over Ethernet (FCoE)
Concept: A protocol that encapsulates Fibre Channel frames within Ethernet packets to converge storage
and data traffic.
Related terms: Converged Network Adapter (CNA), Data Center Bridging (DCB), NVMe‑OF.
Explanation: FCoE allows SAN traffic to share the same physical network as IP traffic. Example: Deploying a
10 GbE FCoE fabric connecting servers to a storage array. Practical benefit is reduced cabling and simplified
management. Challenges include ensuring lossless Ethernet (DCB) and maintaining strict latency
requirements for storage workloads.

Flow Control
Concept: Mechanisms that prevent packet loss by regulating data transmission based on receiver capacity.
Related terms: PAUSE Frames, Priority Flow Control (PFC), Congestion Management.
Explanation: In lossless Ethernet, PFC pauses specific traffic classes. Example: Enabling PFC for the storage
class to avoid drops in an FCoE environment. Practical use maintains QoS for latency‑sensitive applications.
Challenges involve configuration complexity and potential head‑of‑line blocking.

Forwarding Information Base (FIB)
Concept: A table in a router or switch that maps destination prefixes to outbound interfaces for fast packet
forwarding.
Related terms: Routing Information Base (RIB), TCAM, Lookup Engine.
Explanation: The FIB is derived from the RIB after policy application. Example: A leaf switch’s FIB contains
entries for tenant VLANs pointing to appropriate uplinks. Practical benefit is line‑rate forwarding.
Challenges include TCAM size limitations and the need to update the FIB quickly during topology changes.

Full‑Mesh Topology
Concept: A network layout where each node is directly connected to every other node.
Related terms: Partial Mesh, Redundancy, Scalability.
Explanation: In a small data‑center spine, a full mesh between spines ensures any leaf can reach any other
via multiple equal‑cost paths. Example: Three spine switches each having direct links to every leaf. Practical
benefit is maximal path diversity. Challenges are exponential growth of links and higher cost as the number
of nodes increases.

Gateway Load Balancer (GWLB)
Concept: A service that distributes traffic to virtual appliances while preserving the original source IP.
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Related terms: Transparent Mode, Service Chaining, Network Function Virtualization (NFV).
Explanation: GWLB forwards packets to firewalls or IDS without NAT. Example: Routing inbound web traffic
through a fleet of virtual firewalls before reaching web servers. Practical use simplifies scaling security
services. Challenges include maintaining session affinity and handling asymmetric routing.

Graceful Shutdown
Concept: A controlled process of taking a network device offline without disrupting active flows.
Related terms: Draining, Maintenance Window, Session Persistence.
Explanation: The device stops accepting new sessions and waits for existing ones to complete. Example:
Draining a leaf switch before firmware upgrade. Practical benefit is minimal impact on users. Challenges
involve estimating session lifetimes and ensuring alternative paths have sufficient capacity.

Hardware Offload
Concept: Delegating specific processing tasks from the CPU to specialized ASICs or NPUs within a network
device.
Related terms: TCAM, DPDK, SR‑IOV.
Explanation: Functions such as ACL checks, encryption, or VXLAN encapsulation can be offloaded. Example:
A spine switch offloads VXLAN encapsulation to its ASIC, achieving line‑rate performance. Practical use
reduces latency and CPU load on servers. Challenges include firmware support and ensuring offload
features are compatible with all traffic types.

Hybrid Cloud Networking
Concept: Integration of on‑premises data‑center networks with public‑cloud networking services.
Related terms: VPN, Direct Connect, SD‑WAN.
Explanation: Hybrid models use dedicated links or encrypted tunnels to extend the data‑center fabric into
the cloud. Example: Connecting a private VLAN to an AWS VPC via a Direct Connect link and BGP. Practical
benefit is workload mobility and burst capacity. Challenges involve consistent security policies, latency
variability, and managing dual‑stack IP addressing.

IP Address Management (IPAM)
Concept: A system for planning, tracking, and managing IP address allocations within a network.
Related terms: DHCP, DNS, Subnetting.
Explanation: IPAM provides visibility into address usage and automates assignments. Example: Allocating /
24 subnets to each rack’s leaf switch via an IPAM tool integrated with the orchestration platform. Practical
application reduces IP conflicts and streamlines provisioning. Challenges include integrating with multiple
vendors and handling IPv6 transition.

IS‑IS (Intermediate System to Intermediate System)
Concept: A link‑state interior routing protocol commonly used in large carrier and data‑center networks.
Related terms: OSPF, TLV, Multi‑Topology Routing.
Explanation: IS‑IS operates directly over Layer 2, making it suitable for Ethernet fabrics. Example: Deploying
IS‑IS in a spine layer to distribute routing information without additional IP encapsulation. Practical benefit
is fast convergence and scalability. Challenges involve limited tool support compared to OSPF and the need
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for careful design of TLVs for EVPN.

Jumbo Frames
Concept: Ethernet frames with payloads larger than the standard 1500 bytes, typically up to 9 KB.
Related terms: MTU, Fragmentation, Throughput Optimization.
Explanation: Jumbo frames reduce per‑packet overhead, improving efficiency for large data transfers.
Example: Enabling 9000‑byte MTU on a storage network to increase NAS throughput. Practical use benefits
backup and replication workloads. Challenges include ensuring all devices in the path support the larger
MTU and handling mixed‑size traffic.

Link Aggregation Control Protocol (LACP)
Concept: An IEEE standard (802.1AX) that dynamically groups multiple physical links into a single logical
link.
Related terms: Port Channel, EtherChannel, Load Balancing.
Explanation: LACP provides redundancy and increased bandwidth. Example: Bundling four 25 GbE links
between a leaf and a spine for a 100 GbE logical connection. Practical benefit is resilience to single‑link
failures. Challenges include hash algorithm selection to avoid traffic imbalance and ensuring consistent
configuration on both ends.

Logical Switch
Concept: A virtual switch instance that provides Layer 2 connectivity within a hypervisor or container
environment.
Related terms: vSwitch, Overlay Network, VXLAN.
Explanation: Logical switches enable tenant isolation and mobility. Example: Creating a VXLAN‑based logical
switch for a Kubernetes cluster, allowing pods to communicate across hosts. Practical application supports
multi‑tenant cloud platforms. Challenges involve scaling the control plane and managing MAC address
tables in the physical fabric.

Loop Prevention
Concept: Techniques used to avoid broadcast storms and forwarding loops in Ethernet networks.
Related terms: Spanning Tree Protocol (STP), Rapid STP (RSTP), Shortest Path Bridging (SPB).
Explanation: STP elects a root bridge and disables redundant links. Example: Enabling RSTP on access
switches to quickly converge after a link failure. Practical benefit is network stability. Challenges include
convergence time in large fabrics and potential misconfiguration causing unintended link blocking.

MAC‑Learning
Concept: The process by which a switch records the source MAC address of incoming frames and associates
it with a specific port.
Related terms: CAM Table, Flooding, Static MAC.
Explanation: Dynamic MAC entries enable efficient forwarding. Example: A leaf switch learns that
MAC AA:BB:CC:DD:EE:FF resides on port 5 after the first frame. Practical use reduces broadcast traffic.
Challenges involve MAC table overflow attacks and scaling in environments with many virtual machines.

Micro‑Segmentation
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Concept: Fine‑grained security controls that isolate workloads at the host or VM level.
Related terms: Zero‑Trust, Software‑Defined Perimeter, Network Policy.
Explanation: Policies are enforced by hypervisor‑based firewalls or distributed agents. Example: Applying a
security group that only allows database traffic from specific application servers. Practical benefit is reduced
attack surface. Challenges include policy sprawl, performance overhead, and integration with existing
network controls.

Multipod Architecture
Concept: A design that divides a large data‑center into multiple autonomous pods, each with its own
leaf‑spine fabric.
Related terms: Pod, Scalability, Fault Isolation.
Explanation: Pods can be managed independently while still interconnecting via a backbone. Example:
Deploying four 200‑rack pods, each with its own spine, and linking them with high‑speed inter‑pod links.
Practical use simplifies capacity planning and isolates failures. Challenges include cross‑pod traffic
engineering and consistent policy enforcement.

Network Function Virtualization (NFV)
Concept: The decoupling of network functions (firewall, load balancer, etc.) from dedicated hardware and
running them as virtual machines or containers.
Related terms: Virtual Network Function (VNF), Service Chaining, SDN.
Explanation: NFV enables flexible scaling and rapid deployment of services. Example: Instantiating a virtual
firewall on a compute node to protect a new tenant. Practical benefit is reduced CAPEX and faster
time‑to‑service. Challenges include performance overhead, orchestration complexity, and ensuring high
availability.

Network Telemetry
Concept: The continuous collection of performance and state data from network devices for analysis.
Related terms: Streaming Telemetry, SNMP, NetFlow.
Explanation: Telemetry provides metrics such as interface utilization, error counters, and queue depths.
Example: Using gNMI to stream per‑port latency from leaf switches to a time‑series database. Practical
application includes anomaly detection and capacity forecasting. Challenges involve data volume, storage
costs, and correlating telemetry across layers.

Northbound API
Concept: An interface that allows higher‑level applications and orchestration platforms to program network
behavior.
Related terms: Southbound API, REST, OpenConfig.
Explanation: Northbound APIs expose intents such as “create VLAN 200 for tenant X”. Example: An
OpenStack Neutron plugin calling a controller’s northbound API to provision a virtual network. Practical
benefit is intent‑based automation. Challenges include versioning, security, and ensuring idempotent
operations.

Overlay Network
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Concept: A virtual network built on top of an existing physical infrastructure, often using encapsulation
protocols.
Related terms: VXLAN, Geneve, NVGRE.
Explanation: Overlays enable tenant isolation and mobility independent of the underlay. Example: Deploying
a VXLAN overlay that spans multiple data‑center sites for a multi‑region application. Practical use supports
cloud‑native workloads. Challenges include MTU considerations, encapsulation overhead, and
troubleshooting across layers.

Packet Capture (PCAP)
Concept: The process of recording network packets for analysis.
Related terms: Wireshark, tcpdump, Deep Packet Inspection.
Explanation: Captures help diagnose protocol issues, latency, or security incidents. Example: Capturing
traffic on a leaf switch port during a performance incident to identify retransmissions. Practical benefit is
detailed visibility into payloads. Challenges include capturing at line rate, storage requirements, and
ensuring captures do not impact performance.

Path Computation Element (PCE)
Concept: A network component that computes optimal paths based on constraints and policies.
Related terms: Segment Routing, Constraint‑Based Routing, TE (Traffic Engineering).
Explanation: PCE can be centralized or distributed, providing path calculations for MPLS or SR‑MPLS.
Example: Using a PCE to determine a low‑latency path for a financial trading application across the
data‑center fabric. Practical benefit is fine‑grained traffic engineering. Challenges involve scalability of the
computation engine and integration with existing routing protocols.

Physical Layer (Layer 1)
Concept: The lowest OSI layer responsible for transmitting raw bits over a physical medium.
Related terms: Fiber Optics, Twisted Pair, Transceiver.
Explanation: It defines electrical/optical characteristics, connectors, and signaling rates. Example: Deploying
100 GbE QSFP‑DD modules with single‑mode fiber for spine‑to‑leaf links. Practical use ensures reliable
high‑speed connectivity. Challenges include managing bend radius, attenuation, and compatibility of
transceiver types.

Policy‑Based Routing (PBR)
Concept: Routing decisions based on criteria other than destination IP, such as source address, protocol, or
application.
Related terms: ACL, QoS, Route Maps.
Explanation: PBR can direct traffic to specific firewalls or load balancers. Example: Steering all VoIP traffic
from a particular VLAN through a dedicated media gateway. Practical benefit is granular traffic control.
Challenges include increased routing table complexity and potential for policy conflicts.

Port‑Channel
Concept: A logical interface that aggregates multiple physical ports for increased bandwidth and
redundancy.
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Related terms: LACP, Static EtherChannel, Link Aggregation.
Explanation: The port‑channel appears as a single high‑speed link to routing protocols. Example:
Configuring a 200 GbE port‑channel by bundling eight 25 GbE links between a leaf and a spine. Practical use
simplifies topology diagrams and improves resiliency. Challenges involve ensuring consistent LACP settings
and avoiding asymmetric traffic distribution.

Power over Ethernet (PoE)
Concept: Supplying electrical power to devices over Ethernet cabling.
Related terms: IEEE 802.3af, IEEE 802.3at, PoE++.
Explanation: PoE powers devices such as IP phones, wireless APs, and sensors without separate power cords.
Example: Using PoE switches to power edge access points in a high‑density rack. Practical benefit reduces
cabling complexity. Challenges include managing power budgets per switch and heat dissipation.

Precision Time Protocol (PTP)
Concept: A protocol (IEEE 1588) that synchronizes clocks throughout a network with sub‑microsecond
accuracy.
Related terms: Grandmaster Clock, Boundary Clock, SyncE.
Explanation: PTP is essential for financial trading, storage replication, and distributed databases. Example:
Configuring PTP on spine switches to provide time sync to servers hosting a high‑frequency trading
platform. Practical use ensures consistent timestamps. Challenges include network asymmetry, packet loss,
and need for hardware timestamping.

Private VLAN (PVLAN)
Concept: A VLAN segmentation method that isolates ports within the same VLAN while allowing selective
communication.
Related terms: Primary VLAN, Secondary VLAN, Isolated Port.
Explanation: PVLANs enable secure multi‑tenant environments without separate VLAN IDs. Example:
Assigning isolated ports to different customers in a shared hosting data center, with a promiscuous port for
a router. Practical benefit reduces VLAN exhaustion. Challenges include configuration complexity and
limited scalability in large fabrics.

QoS (Quality of Service)
Concept: Mechanisms that prioritize certain traffic classes to meet latency, jitter, or bandwidth requirements.
Related terms: DSCP, Class of Service (CoS), Traffic Shaping.
Explanation: QoS policies can be applied per‑port or per‑flow. Example: Marking VoIP packets with
high‑priority DSCP and configuring leaf switches to allocate dedicated queue resources. Practical benefit is
predictable performance for critical applications. Challenges involve maintaining policy consistency across
the entire fabric and avoiding over‑provisioning.

RACK‑LEVEL POWER DISTRIBUTION UNIT (PDU)
Concept: A device that distributes electrical power to equipment within a rack, often with monitoring
capabilities.
Related terms: <
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