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Postgraduate Certificate in Cybersecurity Leadership

Security Risk Management

Security Risk Management is a critical component of the Postgraduate Certificate in Cybersecurity
Leadership, and it involves identifying, assessing, and mitigating potential security risks to an organization's
assets. The primary goal of Security Risk Management is to ensure the confidentiality, integrity, and
availability of an organization's data and systems. To achieve this goal, security professionals must
understand key terms and vocabulary related to Security Risk Management, including threats,
vulnerabilities, and risks.

A threat refers to a potential occurrence that could compromise the security of an organization's assets,
such as a cyber attack, natural disaster, or physical breach. Threats can be intentional, such as a malicious
hacker, or unintentional, such as a power outage. Vulnerabilities, on the other hand, refer to weaknesses in
an organization's systems, processes, or people that could be exploited by a threat. Vulnerabilities can
include software bugs, misconfigured systems, or inadequate security controls.

A risk is the potential impact of a threat exploiting a vulnerability. Risks can be measured in terms of their
likelihood and potential impact, and they can be categorized as high, medium, or low. Security professionals
must assess and prioritize risks to determine the most effective way to mitigate them. This involves
identifying the potential consequences of a risk, including financial loss, reputational damage, and
regulatory non-compliance.

Another key concept in Security Risk Management is asset management. Assets refer to an organization's
valuable resources, including data, systems, and infrastructure. Assets can be tangible, such as hardware and
software, or intangible, such as intellectual property and reputation. Security professionals must identify and
classify assets based on their sensitivity and criticality, and implement controls to protect them from
unauthorized access, use, disclosure, modification, or destruction.

Security Risk Management also involves control implementation. Controls refer to measures taken to
prevent, detect, or respond to security risks. Controls can be technical, such as firewalls and encryption, or
non-technical, such as policies and procedures. Security professionals must select and implement controls
that are proportionate to the risk, and ensure that they are effective and efficient.

Risk assessment is a critical component of Security Risk Management. Risk assessment involves identifying,
analyzing, and evaluating potential security risks to an organization's assets. This involves gathering
information about threats, vulnerabilities, and assets, and using this information to estimate the likelihood
and potential impact of a risk. Security professionals must use a risk assessment methodology, such as NIST
or ISO 27005, to ensure that risk assessments are systematic and comprehensive.

Security professionals must also consider compliance requirements when implementing Security Risk
Management. Compliance refers to the need to adhere to relevant laws, regulations, and standards, such as
GDPR, HIPAA, or PCI-DSS. Compliance requirements can include data protection, privacy, and security
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controls, and security professionals must ensure that their organization is compliant with all relevant
requirements.

Incident response is another key concept in Security Risk Management. Incident response refers to the
process of responding to and managing security incidents, such as cyber attacks or data breaches. Security
professionals must develop an incident response plan, which includes procedures for detection,
containment, eradication, recovery, and post-incident activities. The incident response plan must be tested
and updated regularly to ensure that it is effective and efficient.

Security professionals must also consider business continuity when implementing Security Risk
Management. Business continuity refers to the ability of an organization to continue operating during a
disaster or major disruption. Security professionals must develop a business continuity plan, which includes
procedures for maintaining critical business functions, such as data backup and recovery, and ensuring the
availability of critical systems and infrastructure.

Disaster recovery is a critical component of business continuity. Disaster recovery refers to the process of
restoring an organization's systems and infrastructure after a disaster or major disruption. Security
professionals must develop a disaster recovery plan, which includes procedures for data backup and
recovery, system restoration, and infrastructure recovery. The disaster recovery plan must be tested and
updated regularly to ensure that it is effective and efficient.

Security professionals must also consider supply chain risk management when implementing Security Risk
Management. Supply chain risk management refers to the process of identifying, assessing, and mitigating
potential security risks in an organization's supply chain. This includes risks related to third-party vendors,
suppliers, and service providers. Security professionals must assess the security controls of third-party
vendors, suppliers, and service providers, and ensure that they meet the organization's security
requirements.

Cloud security is another key concept in Security Risk Management. Cloud security refers to the process of
securing cloud-based systems and infrastructure, such as Amazon Web Services or Microsoft Azure. Security
professionals must consider cloud security risks, such as data breaches and unauthorized access, and
implement controls to mitigate these risks. This includes using cloud security gateways, encrypting data in
transit and at rest, and implementing identity and access management controls.

Security professionals must also consider iot security when implementing Security Risk Management. IoT
security refers to the process of securing internet-of-things devices, such as smart home devices or
industrial control systems. Security professionals must consider IoT security risks, such as device exploitation
and data breaches, and implement controls to mitigate these risks. This includes using secure
communication protocols, implementing device authentication and authorization, and conducting regular
security testing and vulnerability assessments.

Artificial intelligence and machine learning are increasingly being used in Security Risk Management.
Artificial intelligence and machine learning refer to the use of algorithms and data analytics to detect and
respond to security threats. Security professionals must consider the benefits and limitations of artificial
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intelligence and machine learning, and implement these technologies in a way that is transparent,
explainable, and accountable.

Security professionals must also consider privacy when implementing Security Risk Management. Privacy
refers to the protection of personal data and information, and security professionals must ensure that their
organization is complying with relevant privacy laws and regulations, such as GDPR or CCPA. This includes
implementing data protection controls, such as data encryption and access controls, and ensuring that
personal data is handled in a way that is transparent, fair, and lawful.

Security awareness is a critical component of Security Risk Management. Security awareness refers to the
process of educating users about security risks and best practices, such as phishing and password
management. Security professionals must develop a security awareness program, which includes training
and education, to ensure that users are aware of security risks and know how to mitigate them.

Security professionals must also consider security governance when implementing Security Risk
Management. Security governance refers to the process of overseeing and managing security risks, and
ensuring that security is aligned with the organization's overall strategy and objectives. Security
professionals must develop a security governance framework, which includes policies, procedures, and
standards, to ensure that security is managed in a way that is effective, efficient, and accountable.

Risk management frameworks are widely used in Security Risk Management. Risk management frameworks,
such as NIST or ISO 27005, provide a structured approach to identifying, assessing, and mitigating security
risks. Security professionals must select a risk management framework that is suitable for their organization,
and use it to guide their risk management activities.

Security professionals must also consider security testing when implementing Security Risk Management.
Security testing refers to the process of testing an organization's security controls, such as penetration
testing or vulnerability assessments. Security professionals must develop a security testing program, which
includes regular testing and evaluation, to ensure that security controls are effective and efficient.

Incident management is a critical component of Security Risk Management. Incident management refers to
the process of managing security incidents, such as cyber attacks or data breaches. Security professionals
must develop an incident management plan, which includes procedures for detection, containment,
eradication, recovery, and post-incident activities. The incident management plan must be tested and
updated regularly to ensure that it is effective and efficient.

Security professionals must also consider continuous monitoring when implementing Security Risk
Management. Continuous monitoring refers to the process of continuously monitoring an organization's
security controls, such as network traffic or system logs. Security professionals must develop a continuous
monitoring program, which includes regular monitoring and evaluation, to ensure that security controls are
effective and efficient.

Security information and event management (SIEM) systems are widely used in Security Risk Management.
SIEM systems refer to the process of collecting, monitoring, and analyzing security-related data, such as
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network traffic or system logs. Security professionals must select a SIEM system that is suitable for their
organization, and use it to guide their security monitoring and incident response activities.

Security professionals must also consider identity and access management when implementing Security
Risk Management. Identity and access management refers to the process of managing user identities and
access to an organization's systems and data. Security professionals must develop an identity and access
management program, which includes procedures for user authentication, authorization, and accounting.
The identity and access management program must be designed to ensure that users have access to only
the systems and data that they need to perform their jobs.

Access control is a critical component of Security Risk Management. Access control refers to the process of
controlling user access to an organization's systems and data. Security professionals must develop an
access control program, which includes procedures for user authentication, authorization, and accounting.
The access control program must be designed to ensure that users have access to only the systems and
data that they need to perform their jobs.

Security professionals must also consider network security when implementing Security Risk Management.
Network security refers to the process of securing an organization's network infrastructure, such as firewalls,
routers, and switches. Security professionals must develop a network security program, which includes
procedures for network segmentation, access control, and encryption. The network security program must
be designed to ensure that the organization's network infrastructure is secure and resilient.

Cryptography is widely used in Security Risk Management. Cryptography refers to the process of protecting
data in transit and at rest using encryption algorithms and protocols. Security professionals must select a
cryptography solution that is suitable for their organization, and use it to guide their data protection
activities.

Security professionals must also consider physical security when implementing Security Risk Management.
Physical security refers to the process of securing an organization's physical infrastructure, such as
buildings, equipment, and supplies. Security professionals must develop a physical security program, which
includes procedures for access control, surveillance, and alarm systems. The physical security program must
be designed to ensure that the organization's physical infrastructure is secure and resilient.

Business impact analysis is a critical component of Security Risk Management. Business impact analysis
refers to the process of analyzing the potential impact of a security incident on an organization's business
operations. Security professionals must develop a business impact analysis program, which includes
procedures for identifying, assessing, and mitigating potential business impacts. The business impact
analysis program must be designed to ensure that the organization is prepared to respond to security
incidents in a way that minimizes business disruption.

Security professionals must also consider security culture when implementing Security Risk Management.
Security culture refers to the attitudes, beliefs, and values of an organization's employees and stakeholders
regarding security. Security professionals must develop a security culture program, which includes
procedures for promoting a culture of security awareness and responsibility. The security culture program
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must be designed to ensure that employees and stakeholders understand the importance of security and
are committed to protecting the organization's assets.

Risk tolerance is a critical component of Security Risk Management. Risk tolerance refers to the level of risk
that an organization is willing to accept. Security professionals must develop a risk tolerance program,
which includes procedures for identifying, assessing, and mitigating potential risks. The risk tolerance
program must be designed to ensure that the organization is taking a balanced approach to risk
management, and that risks are being managed in a way that is consistent with the organization's overall
strategy and objectives.

Security professionals must also consider security metrics when implementing Security Risk Management.
Security metrics refer to the measurement of security-related data, such as incident response times or
vulnerability patching rates. Security professionals must develop a security metrics program, which includes
procedures for collecting, analyzing, and reporting security-related data. The security metrics program must
be designed to ensure that the organization is able to measure the effectiveness of its security controls and
make data-driven decisions about security investments.

Security training is a critical component of Security Risk Management. Security training refers to the process
of educating employees and stakeholders about security risks and best practices. Security professionals
must develop a security training program, which includes procedures for training and awareness, to ensure
that employees and stakeholders are aware of security risks and know how to mitigate them.

Security professionals must also consider security awareness programs when implementing Security Risk
Management. Security awareness programs refer to the process of promoting a culture of security
awareness and responsibility among employees and stakeholders. Security professionals must develop a
security awareness program, which includes procedures for promoting security awareness and
responsibility, to ensure that employees and stakeholders understand the importance of security and are
committed to protecting the organization's assets.

Phishing simulations are widely used in Security Risk Management. Phishing simulations refer to the process
of testing employees' ability to detect and respond to phishing attacks. Security professionals must develop
a phishing simulation program, which includes procedures for testing and evaluating employee phishing
awareness, to ensure that employees are aware of phishing risks and know how to mitigate them.

Security professionals must also consider incident response planning when implementing Security Risk
Management. Incident response planning refers to the process of developing a plan for responding to
security incidents, such as cyber attacks or data breaches.

Business continuity planning is a critical component of Security Risk Management. Business continuity
planning refers to the process of developing a plan for maintaining business operations during a disaster or
major disruption.

Security professionals must also consider disaster recovery planning when implementing Security Risk
Management. Disaster recovery planning refers to the process of developing a plan for restoring an
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organization's systems and infrastructure after a disaster or major disruption.

Supply chain risk management is a critical component of Security Risk Management. Security professionals
must develop a supply chain risk management program, which includes procedures for assessing the
security controls of third-party vendors, suppliers, and service providers, and ensuring that they meet the
organization's security requirements.

Security professionals must also consider cloud security risk management when implementing Security Risk
Management. Cloud security risk management refers to the process of identifying, assessing, and mitigating
potential security risks in cloud-based systems and infrastructure. Security professionals must develop a
cloud security risk management program, which includes procedures for assessing the security controls of
cloud service providers, and ensuring that they meet the organization's security requirements.

IoT security risk management is a critical component of Security Risk Management. IoT security risk
management refers to the process of identifying, assessing, and mitigating potential security risks in
internet-of-things devices. Security professionals must develop an IoT security risk management program,
which includes procedures for assessing the security controls of IoT devices, and ensuring that they meet
the organization's security requirements.

Security professionals must also consider artificial intelligence and machine learning security risk
management when implementing Security Risk Management. Artificial intelligence and machine learning
security risk management refers to the process of identifying, assessing, and mitigating potential security
risks in artificial intelligence and machine learning systems. Security professionals must develop an artificial
intelligence and machine learning security risk management program, which includes procedures for
assessing the security controls of artificial intelligence and machine learning systems, and ensuring that they
meet the organization's security requirements.

Privacy risk management is a critical component of Security Risk Management. Privacy risk management
refers to the process of identifying, assessing, and mitigating potential privacy risks in an organization's
systems and data. Security professionals must develop a privacy risk management program, which includes
procedures for assessing the privacy controls of an organization's systems and data, and ensuring that they
meet the organization's privacy requirements.

Security professionals must also consider security governance risk management when implementing
Security Risk Management. Security governance risk management refers to the process of overseeing and
managing security risks, and ensuring that security is aligned with the organization's overall strategy and
objectives. Security professionals must develop a security governance risk management program, which
includes procedures for overseeing and managing security risks, and ensuring that security is aligned with
the organization's overall strategy and objectives.

Risk management framework is a critical component of Security Risk Management. Risk management
framework refers to a structured approach to identifying, assessing, and mitigating security risks.

Security professionals must also consider security testing and evaluation when implementing Security Risk
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Management. Security testing and evaluation refers to the process of testing and evaluating an
organization's security controls, such as penetration testing or vulnerability assessments. Security
professionals must develop a security testing and evaluation program, which includes procedures for
testing and evaluating security controls, to ensure that they are effective and efficient.

Incident management and response is a critical component of Security Risk Management. Incident
management and response refers to the process of managing and responding to security incidents, such as
cyber attacks or data breaches. Security professionals must develop an incident management and response
program, which includes procedures for detection, containment, eradication, recovery, and post-incident
activities. The incident management and response program must be tested and updated regularly to ensure
that it is effective and efficient.

Security professionals must also consider continuous monitoring and risk assessment when implementing
Security Risk Management. Continuous monitoring and risk assessment refers to the process of
continuously monitoring an organization's security controls, and assessing the potential risks to the
organization's assets. Security professionals must develop a continuous monitoring and risk assessment
program, which includes procedures for continuously monitoring security controls, and assessing potential
risks, to ensure that the organization is aware of potential security risks and can take steps to mitigate them.

Security information and event management is a critical component of Security Risk Management. Security
information and event management refers to the process of collecting, monitoring, and analyzing security-
related data, such as network traffic or system logs. Security professionals must develop a security
information and event management program, which includes procedures for collecting, monitoring, and
analyzing security-related data, to ensure that the organization is aware of potential security risks and can
take steps to mitigate them.

Security professionals must develop an identity and access management program, which includes
procedures for user authentication, authorization, and accounting, to ensure that users have access to only
the systems and data that they need to perform their jobs.

Security professionals must develop an access control program, which includes procedures for user
authentication, authorization, and accounting, to ensure that users have access to only the systems and
data that they need to perform their jobs.

Security professionals must develop a network security program, which includes procedures for network
segmentation, access control, and encryption, to ensure that the organization's network infrastructure is
secure and resilient.

Cryptography is a critical component of Security Risk Management. Security professionals must develop a
cryptography program, which includes procedures for encrypting data, to ensure that the organization's
data is protected from unauthorized access.

Security professionals must develop a physical security program, which includes procedures for access
control, surveillance, and alarm systems, to ensure that the organization's physical infrastructure is secure
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and resilient.

Security professionals must develop a business impact analysis program, which includes procedures for
identifying, assessing, and mitigating potential business impacts, to ensure that the organization is prepared
to respond to security incidents in a way that minimizes business disruption.

Security professionals must develop a security culture program, which includes procedures for promoting a
culture of security awareness and responsibility, to ensure that employees and stakeholders understand the
importance of security and are committed to protecting the organization's assets.

Security professionals must develop a risk tolerance program, which includes procedures for identifying,
assessing, and mitigating potential risks, to ensure that the organization is taking a balanced approach to
risk management, and that risks are being managed in a way that is consistent with the organization's
overall strategy and objectives.

Security professionals must develop a security metrics program, which includes procedures for collecting,
analyzing, and reporting security-related data, to ensure that the organization is able to measure the
effectiveness of its security controls and make data-driven decisions about security investments.

Security training and awareness is a critical component of Security Risk Management. Security training and
awareness refers to the process of educating employees and stakeholders about security risks and best
practices. Security professionals must develop a security training and awareness program, which includes
procedures for training and awareness, to ensure that employees and stakeholders are aware of security
risks and know how to mitigate them.

Phishing simulations are a critical component of Security Risk Management.

Security professionals must develop an incident response plan, which includes procedures for detection,
containment, eradication, recovery, and post-incident activities, to ensure that the organization is prepared
to respond to security incidents in a way that minimizes business disruption.

Security professionals must develop a business continuity plan, which includes procedures for maintaining
critical business functions, such as data backup and recovery, and ensuring the availability of critical systems
and infrastructure, to ensure that the organization is prepared to respond to disasters or major disruptions
in a way that minimizes business disruption.

Security professionals must develop a disaster recovery plan, which includes procedures for data backup
and recovery, system restoration, and infrastructure recovery, to ensure that the organization is prepared to
respond to disasters or major disruptions in a way that minimizes business disruption.

Security professionals must develop a supply chain risk management program, which includes procedures
for assessing the security controls of third-party vendors, suppliers, and service providers, and ensuring that
they meet the organization's security requirements, to ensure that the organization is aware of potential
security risks in its supply chain and can take steps to mitigate them.
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Security professionals must develop a cloud security risk management program, which includes procedures
for assessing the security controls of cloud service providers, and ensuring that they meet the organization's
security requirements, to ensure that the organization is aware of potential security risks in its cloud-based
systems and infrastructure and can take steps to mitigate them.

Security professionals must develop an IoT security risk management program, which includes procedures
for assessing the security controls of IoT devices, and ensuring that they meet the organization's security
requirements, to ensure that the organization is aware of potential security risks in its IoT devices and can
take steps to mitigate them.

Security professionals must develop an artificial intelligence and machine learning security risk management
program, which includes procedures for assessing the security controls of artificial intelligence and machine
learning systems, and ensuring that they meet the organization's security requirements, to ensure that the
organization is aware of potential security risks in its artificial intelligence and machine learning systems and
can take steps to mitigate them.

Security professionals must develop a privacy risk management program, which includes procedures for
assessing the privacy controls of an organization's systems and data, and ensuring that they meet the
organization's privacy requirements, to ensure that the organization is aware of potential privacy risks in its
systems and data and can take steps to mitigate them.

Security professionals must develop a security governance risk management program, which includes
procedures for overseeing and managing security risks, and ensuring that security is aligned with the
organization's overall strategy and objectives, to ensure that the organization is taking a balanced approach
to risk management, and that risks are being managed in a way that is consistent with the organization's
overall strategy and objectives.

Security professionals must select a risk management framework that is suitable for their organization, and
use it to guide their risk management activities, to ensure that the organization is taking a systematic and
comprehensive approach to risk management.

Security professionals must develop a security testing and evaluation program, which includes procedures
for testing and evaluating security controls, to ensure that the organization's security controls are effective
and efficient.

Security professionals must develop an incident management and response program, which includes
procedures for detection, containment, eradication, recovery, and post-incident activities, to ensure that the
organization is prepared to respond to security incidents in a way that minimizes business disruption.

Read online: https://certificates.lsba.org.uk/guides/3135605/security-
risk-management

London School of Business and Administration · 30 Jun 2026


