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Professional Certificate in Risk Management Leadership

Cyber Risk Management

Cyber Risk Management: Cyber risk management is the process of identifying, assessing, and mitigating
risks associated with digital assets, networks, systems, and data. It involves developing strategies to protect
against cyber threats and vulnerabilities to ensure the confidentiality, integrity, and availability of
information.

Risk Management: Risk management is the process of identifying, assessing, and prioritizing risks followed
by coordinated and economical application of resources to minimize, control, and monitor the impact of
these risks.

Cybersecurity: Cybersecurity refers to the practice of protecting systems, networks, and data from digital
attacks. It includes measures to prevent unauthorized access, exploitation, and damage to information.

Threat: A threat is a potential danger that could exploit a vulnerability in a system or organization to breach
security and cause harm. Threats can be natural or man-made and can be intentional or unintentional.

Vulnerability: A vulnerability is a weakness in a system or organization that could be exploited by a threat to
breach security and cause harm. Vulnerabilities can exist in software, hardware, processes, or people.

Asset: An asset is any valuable resource or information that an organization owns or uses. Assets can
include physical assets like computers and servers, as well as digital assets like data and intellectual
property.

Risk: Risk is the potential for loss, damage, or harm resulting from threats exploiting vulnerabilities. It is the
likelihood of an event occurring and the impact it would have on an organization's objectives.

Residual Risk: Residual risk is the risk that remains after risk treatment measures have been implemented. It
is the risk that is accepted, avoided, transferred, or mitigated to an acceptable level.

Risk Appetite: Risk appetite is the amount and type of risk that an organization is willing to take or retain in
pursuit of its objectives. It is the level of risk that an organization is prepared to tolerate.

Risk Tolerance: Risk tolerance is the acceptable level of variation an organization is willing to tolerate in
achieving its objectives. It is the extent to which an organization can withstand risk before it impacts its
ability to function.

Risk Assessment: Risk assessment is the process of identifying, analyzing, and evaluating risks to determine
their impact on an organization's operations and objectives. It helps prioritize risks for treatment based on
their likelihood and potential consequences.

Threat Intelligence: Threat intelligence is information about potential and current threats that could impact
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an organization's security posture. It includes data on threats, vulnerabilities, and actors to help
organizations proactively defend against cyber attacks.

Incident Response: Incident response is the process of reacting to and managing a security incident to limit
damage, restore services, and prevent future incidents. It involves detecting, analyzing, and responding to
security breaches or cyber attacks.

Business Continuity: Business continuity is the process of planning for and maintaining critical operations
during and after a disruption. It involves developing strategies to ensure essential functions can continue in
the face of cyber incidents or other emergencies.

Disaster Recovery: Disaster recovery is the process of restoring data, systems, and operations after a
disruptive event. It involves recovering from cyber attacks, natural disasters, or other incidents that impact
an organization's ability to function.

Compliance: Compliance refers to adhering to laws, regulations, standards, and policies related to
cybersecurity and data protection. It involves meeting legal requirements and industry best practices to
protect sensitive information.

Governance: Governance is the framework of policies, processes, and controls that guide and oversee an
organization's cybersecurity activities. It involves setting direction, monitoring performance, and ensuring
accountability for cyber risk management.

Third-Party Risk: Third-party risk is the risk posed by external vendors, suppliers, partners, or service
providers that have access to an organization's systems, data, or networks. It involves assessing and
managing risks associated with third-party relationships.

Supply Chain Risk: Supply chain risk is the risk associated with disruptions in the flow of goods, services, or
information from suppliers to customers. It involves identifying and mitigating risks in the supply chain that
could impact cyber resilience.

Security Controls: Security controls are safeguards or countermeasures implemented to protect systems,
networks, and data from cyber threats. They include technical, administrative, and physical controls to
reduce risk and enhance security.

Penetration Testing: Penetration testing is a simulated cyber attack on a system or network to identify
vulnerabilities and assess security controls. It helps organizations understand their exposure to threats and
improve their security posture.

Security Awareness: Security awareness is the knowledge and behaviors that individuals within an
organization have regarding cybersecurity risks and best practices. It involves training employees to
recognize and respond to security threats.

Incident Handling: Incident handling is the process of responding to and managing security incidents in a
timely and effective manner. It involves detecting, analyzing, containing, eradicating, and recovering from
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cyber attacks to minimize damage.

Cyber Insurance: Cyber insurance is a type of insurance policy that provides financial protection against
losses resulting from cyber attacks or data breaches. It can cover costs related to legal fees, notification
expenses, and recovery efforts.

Red Team: A red team is a group of security professionals who simulate cyber attacks on an organization to
test its defenses. They act as adversaries to identify weaknesses and improve the organization's security
posture.

Blue Team: A blue team is a group of security professionals who defend against simulated cyber attacks and
respond to incidents. They work to secure systems, monitor for threats, and maintain the organization's
security posture.

Zero Trust: Zero Trust is a security model based on the principle of not trusting any user or device by
default, whether inside or outside the organization's network. It requires verification and validation of all
users and devices before granting access.

Endpoint Security: Endpoint security is the practice of protecting devices like computers, laptops, and
mobile devices from cyber threats. It involves installing security software, monitoring for malicious activity,
and enforcing security policies.

Data Loss Prevention: Data loss prevention is the practice of monitoring, detecting, and preventing the
unauthorized transfer of sensitive data. It involves implementing controls to prevent data leaks and protect
confidential information.

Multi-Factor Authentication: Multi-factor authentication is a security measure that requires users to provide
more than one form of verification to access a system or application. It enhances security by adding an extra
layer of protection beyond passwords.

Phishing: Phishing is a type of cyber attack where attackers trick individuals into revealing sensitive
information like passwords, credit card numbers, or personal data. It often involves deceptive emails,
websites, or messages.

Ransomware: Ransomware is a type of malware that encrypts a victim's files or systems and demands
payment for their release. It is a form of extortion that can cause significant financial and operational
damage to organizations.

Social Engineering: Social engineering is a tactic used by cyber attackers to manipulate individuals into
divulging confidential information or performing actions that compromise security. It relies on
psychological manipulation rather than technical exploits.

Insider Threat: An insider threat is a security risk posed by individuals within an organization who misuse
their access to systems, data, or networks. Insider threats can be intentional or unintentional and can result
in data breaches or other security incidents.
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Cryptography: Cryptography is the practice of securing communication by converting information into a
code that can only be deciphered by authorized recipients. It involves encryption, decryption, and key
management to protect data from unauthorized access.

Advanced Persistent Threat: An Advanced Persistent Threat (APT) is a sophisticated and targeted cyber
attack carried out by skilled adversaries over an extended period. APTs are often difficult to detect and can
result in data theft, espionage, or sabotage.

Threat Hunting: Threat hunting is a proactive approach to cybersecurity that involves actively searching for
signs of malicious activity within an organization's networks and systems. It aims to identify threats before
they can cause damage.

Security Information and Event Management (SIEM): SIEM is a technology that combines security
information management (SIM) and security event management (SEM) to provide real-time analysis of
security alerts and logs from various sources. It helps organizations detect and respond to security
incidents.

Blockchain: Blockchain is a decentralized and distributed digital ledger technology that securely records
transactions across multiple nodes. It provides transparency, immutability, and tamper-proofing for data,
making it suitable for secure transactions and record-keeping.

Internet of Things (IoT): The Internet of Things (IoT) refers to a network of interconnected devices that can
communicate and exchange data over the internet. IoT devices include smart appliances, wearable
technology, and industrial sensors, posing security risks due to their connectivity.

Artificial Intelligence (AI) and Machine Learning (ML): Artificial Intelligence (AI) and Machine Learning (ML)
are technologies that enable computers to learn from data, identify patterns, and make decisions without
explicit programming. They are used in cybersecurity for threat detection, anomaly detection, and
automated response.

Cloud Security: Cloud security is the practice of protecting data, applications, and infrastructure hosted in
cloud environments. It involves implementing security controls, monitoring for threats, and ensuring
compliance in cloud-based services.

Network Security: Network security is the practice of securing networks against cyber threats to protect
data, systems, and users. It involves implementing firewalls, intrusion detection systems, and encryption to
prevent unauthorized access and data breaches.

Security Operations Center (SOC): A Security Operations Center (SOC) is a centralized unit within an
organization responsible for monitoring, detecting, analyzing, and responding to security incidents. It serves
as the nerve center for cybersecurity operations.

Redundancy: Redundancy is the practice of duplicating critical components or systems to ensure continuity
of operations in the event of a failure. Redundancy helps mitigate risks and prevent single points of failure
in infrastructure.
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Immutable: Immutable refers to data or records that cannot be altered, deleted, or tampered with once they
are created. Immutable data ensures the integrity and authenticity of information, making it resistant to
unauthorized changes.

Least Privilege: Least privilege is the principle of providing users with only the minimum access rights
necessary to perform their job functions. It limits the potential damage that can be caused by compromised
accounts or insider threats.

Zero-Day Vulnerability: A zero-day vulnerability is a software flaw or security hole that is unknown to the
vendor or software developer. Zero-day vulnerabilities can be exploited by attackers before a patch or fix is
available, making them particularly dangerous.

Threat Vector: A threat vector is the method or path through which a threat actor gains access to a target
system or network. Threat vectors can include phishing emails, malware downloads, vulnerable applications,
or unsecured connections.

Security Posture: Security posture refers to an organization's overall cybersecurity readiness and resilience
to threats. It includes the effectiveness of security controls, incident response capabilities, and risk
management practices.

Cyber Hygiene: Cyber hygiene refers to the best practices and habits that individuals and organizations
should follow to maintain good cybersecurity. It includes regular software updates, strong passwords, data
backups, and security awareness training.

Regulatory Compliance: Regulatory compliance is the process of adhering to laws, regulations, and industry
standards related to cybersecurity and data protection. Non-compliance can result in legal penalties, fines,
and damage to reputation.

Security Patch: A security patch is a software update released by vendors to fix known vulnerabilities or
bugs that could be exploited by attackers. Applying security patches regularly helps protect systems and
prevent cyber attacks.

Risk Register: A risk register is a document that records and tracks identified risks, their likelihood, impact,
and mitigation strategies. It helps organizations prioritize risks, allocate resources, and monitor the
effectiveness of risk management efforts.

Business Impact Analysis (BIA): Business Impact Analysis (BIA) is the process of assessing the potential
impact of disruptions on an organization's business operations. It helps identify critical functions,
dependencies, and recovery priorities in the event of a cyber incident.

Threat Modeling: Threat modeling is the process of identifying and prioritizing potential threats to a system
or application. It helps organizations understand their attack surface, vulnerabilities, and risks to design
effective security controls.

Continual Improvement: Continual improvement is the ongoing process of enhancing cybersecurity

Read online: https://certificates.lsba.org.uk/guides/3135867/cyber-risk-
management

London School of Business and Administration · 26 Jun 2026



G U I D E

practices, policies, and technologies to adapt to evolving threats. It involves monitoring performance,
identifying gaps, and implementing corrective actions to strengthen security.

Business Resilience: Business resilience is the ability of an organization to adapt, recover, and thrive in the
face of adversity, including cyber incidents, natural disasters, and other disruptions. It involves building
flexibility, redundancy, and preparedness into operations.

Security Culture: Security culture refers to the collective beliefs, attitudes, and behaviors of individuals within
an organization regarding cybersecurity. A strong security culture promotes awareness, accountability, and
a shared responsibility for protecting information.

Security Framework: A security framework is a structured set of guidelines, best practices, and controls that
organizations can use to build and assess their cybersecurity programs. Common frameworks include NIST
Cybersecurity Framework, ISO 27001, and CIS Controls.

Business Impact: Business impact refers to the consequences of a cyber incident on an organization's
operations, reputation, finances, and stakeholders. Understanding the business impact helps prioritize risks
and allocate resources effectively.

Risk Mitigation: Risk mitigation is the process of reducing the likelihood or impact of risks through
preventive measures, controls, or transfer strategies. It aims to minimize the potential harm and losses
associated with threats.

Key Performance Indicators (KPIs): Key Performance Indicators (KPIs) are measurable metrics used to
evaluate the effectiveness of cybersecurity programs, controls, and processes. KPIs help monitor
performance, track progress, and demonstrate the value of security investments.

Security Incident: A security incident is an event that compromises the confidentiality, integrity, or
availability of an organization's information assets. Security incidents can include data breaches, malware
infections, unauthorized access, and other cyber threats.

Compliance Audit: A compliance audit is an independent review of an organization's adherence to laws,
regulations, standards, and policies related to cybersecurity. Audits help identify gaps, assess risks, and
ensure compliance with legal requirements.

Risk Communication: Risk communication is the process of sharing information about cybersecurity risks,
threats, and vulnerabilities with stakeholders. It involves clear and timely communication to raise awareness,
build trust, and facilitate decision-making.

Key Risk Indicators (KRIs): Key Risk Indicators (KRIs) are metrics used to monitor and track potential risks
that could impact an organization's objectives. KRIs help identify emerging threats, assess risk levels, and
inform risk management decisions.

Incident Classification: Incident classification is the categorization of security incidents based on their
severity, impact, and nature. Classifying incidents helps prioritize responses, allocate resources, and improve
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incident handling processes.

Security Awareness Training: Security awareness training is the education provided to employees,
contractors, and partners to increase their knowledge of cybersecurity risks, best practices, and policies.
Training helps reduce human error and improve overall security posture.

Risk Transfer: Risk transfer is the process of shifting the financial consequences of cyber risks to another
party through insurance, contracts, or other mechanisms. It helps organizations mitigate the impact of
potential losses and liabilities.

Root Cause Analysis: Root cause analysis is a methodical process of identifying the underlying causes of
security incidents or vulnerabilities. It helps organizations address the fundamental issues that contribute to
risks and improve security controls.

Security Architecture: Security architecture is the design and structure of security controls, technologies, and
processes within an organization. It involves defining security requirements, implementing controls, and
aligning security with business objectives.

Threat Landscape: The threat landscape is the overall view of potential cyber threats, vulnerabilities, and
risks facing an organization. It includes external and internal threats, emerging trends, and areas of concern
related to cybersecurity.

Vendor Risk Management: Vendor risk management is the process of assessing and managing risks
associated with third-party vendors, suppliers, or service providers. It involves evaluating security controls,
monitoring performance, and ensuring compliance with security standards.

Privacy Impact Assessment: A privacy impact assessment is an evaluation of the potential privacy risks and
impacts of a project, system, or process. It helps organizations identify and address privacy concerns to
protect sensitive information.

Data Breach: A data breach is an incident where sensitive or confidential information is accessed, stolen, or
disclosed without authorization. Data breaches can result in financial losses, reputational damage, and legal
implications for organizations.

Secure Development Lifecycle (SDL): Secure Development Lifecycle (SDL) is a methodology for integrating
security into the software development process from design to deployment. It helps identify and mitigate
security vulnerabilities early in the development lifecycle.

Threat Intelligence Sharing: Threat intelligence sharing is the practice of exchanging information about
cyber threats, vulnerabilities, and attacks among organizations, government agencies, and security
researchers. Sharing threat intelligence helps improve collective defenses against cyber threats.

Security Incident Response Plan: A security incident response plan is a documented set of procedures and
guidelines for responding to security incidents. It outlines roles, responsibilities, communication protocols,
and actions to take in the event of a cyber attack.
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Rootkit: A rootkit is a type of malware that enables unauthorized access to a computer or network while
hiding its presence from detection. Rootkits can be used to steal data, monitor activity, or control
compromised systems.

Decryption: Decryption is the process of converting encrypted data back into its original, readable form
using a decryption key or algorithm. Decryption is necessary to access protected information securely.

Data Encryption: Data encryption is the practice of transforming plaintext data into ciphertext using
cryptographic algorithms to protect it from unauthorized access. Encryption ensures the confidentiality and
integrity of sensitive information.

Intrusion Detection System (IDS): An Intrusion Detection System (IDS) is a security tool that monitors
network traffic for suspicious activity or potential security breaches. IDS alerts security teams to potential
threats and helps detect and respond to intrusions.

Firewall: A firewall is a security device or software that monitors and controls incoming and outgoing
network traffic based on predetermined security rules. Firewalls protect networks from unauthorized access,
malware, and other cyber threats.

Virtual Private Network (VPN): A Virtual Private Network (VPN) is a secure connection that encrypts data and
routes it through a private network to protect it from unauthorized access. VPNs are used to secure remote
access and protect data in transit.

Denial-of-Service (DoS) Attack: A Denial-of-Service (DoS)

Read online: https://certificates.lsba.org.uk/guides/3135867/cyber-risk-
management

London School of Business and Administration · 26 Jun 2026


