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 Postgraduate Certificate in Aviation Security Management

Aviation Terrorism Threats

Aviation terrorism threats refer to the use of violence or the threat of violence against the aviation sector
with the aim of causing fear, destruction, and disruption. The following key terms and vocabulary are
essential for understanding aviation terrorism threats in the context of the Postgraduate Certificate in
Aviation Security Management:

1. Aviation Security: Aviation security refers to the measures taken to protect passengers, crew, and aircraft
against acts of unlawful interference, such as terrorism, hijacking, and sabotage.
2. Terrorism: Terrorism is the unlawful use of force or violence against persons or property to intimidate or
coerce a government, the civilian population, or any segment thereof, in furtherance of political or social
objectives.
3. Unlawful Interference: Unlawful interference refers to any action that is taken with the intent to jeopardize
the safety of aircraft, their passengers, or crew, such as hijacking, sabotage, or the use of weapons of mass
destruction.
4. Insider Threat: An insider threat refers to the risk posed by individuals who have authorized access to an
organization's resources, such as employees, contractors, or third-party vendors, who use that access to
harm the organization.
5. Cyber Terrorism: Cyber terrorism refers to the use of technology and the internet to carry out acts of
terrorism, such as hacking into computer systems, disrupting critical infrastructure, or stealing sensitive
information.
6. Risk Assessment: Risk assessment is the process of identifying, evaluating, and prioritizing risks to
determine the likelihood and impact of an event and to develop appropriate mitigation strategies.
7. Targeted Violence: Targeted violence refers to an act of violence that is deliberately directed at a specific
individual, group, or location.
8. Active Shooter: An active shooter is an individual who is actively engaged in killing or attempting to kill
people in a confined and populated area.
9. Hostage Situation: A hostage situation is a crisis in which an individual or group is detained against their
will, often as a means of negotiating a demand or obtaining a concession.
10. Bomb Threat: A bomb threat is a threat to detonate an explosive device, often made with the intention
of causing fear, disruption, or destruction.
11. Chemical, Biological, Radiological, and Nuclear (CBRN) Threats: CBRN threats refer to the use of
chemical, biological, radiological, or nuclear agents as weapons of terrorism, with the potential to cause
mass casualties and widespread panic.
12. Air Cargo Security: Air cargo security refers to the measures taken to protect air cargo against acts of
unlawful interference, such as the smuggling of weapons, explosives, or other dangerous goods.
13. Supply Chain Security: Supply chain security refers to the measures taken to protect the flow of goods
and services from the point of origin to the point of consumption, including the security of transportation,
logistics, and storage.
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14. Intelligence Gathering: Intelligence gathering is the process of collecting, analyzing, and disseminating
information about potential threats, vulnerabilities, and risks to inform security decision-making.
15. Threat Analysis: Threat analysis is the process of evaluating the nature and severity of potential threats,
including the motivation, capability, and intent of the threat actor, to inform security measures and
response plans.
16. Security Culture: Security culture refers to the shared values, attitudes, and practices that shape an
organization's approach to security, including the willingness and ability of employees to report suspicious
behavior and to follow security procedures.
17. Red Team Exercise: A red team exercise is a simulated attack or penetration test conducted to evaluate
the effectiveness of an organization's security measures and to identify vulnerabilities and areas for
improvement.
18. Business Continuity Planning: Business continuity planning is the process of developing and
implementing plans and procedures to ensure the continuity of critical business functions in the event of a
disruption or disaster.
19. Emergency Response Planning: Emergency response planning is the process of developing and
implementing plans and procedures to respond to emergencies, such as hijackings, bomb threats, or active
shooter situations, in a timely and effective manner.
20. Lessons Learned: Lessons learned are the insights and recommendations derived from analyzing past
experiences, incidents, and events to inform future security measures and response plans.

In summary, aviation terrorism threats pose a significant risk to the safety and security of the aviation
sector, and it is essential to understand the key terms and vocabulary used to describe and address these
threats. By developing a comprehensive understanding of these concepts, security professionals can better
assess and mitigate the risks associated with aviation terrorism and ensure the safety and security of
passengers, crew, and aircraft.

Challenge:

Consider a hypothetical aviation terrorism threat, such as a bomb threat made against a commercial airline.
Using the key terms and vocabulary outlined above, describe how you would approach this threat, from the
initial risk assessment to the development and implementation of an emergency response plan. What steps
would you take to ensure the safety and security of passengers, crew, and aircraft, and how would you
evaluate the effectiveness of your response?

Example:

Risk Assessment:

The first step in addressing a bomb threat made against a commercial airline would be to conduct a risk
assessment to evaluate the likelihood and impact of the threat. This would involve gathering information
about the nature and severity of the threat, including the motivation, capability, and intent of the threat
actor, as well as any relevant contextual factors, such as recent security incidents or geopolitical tensions.
Based on this information, security professionals would assign a likelihood and impact rating to the threat,
which would inform the development of appropriate mitigation strategies.
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Mitigation Strategies:

Once the risk assessment has been completed, security professionals would develop and implement
mitigation strategies to reduce the likelihood and impact of the threat. This might include increasing
security measures at the airport, such as screening passengers and luggage more thoroughly, searching
aircraft and cargo holds, and implementing enhanced passenger and crew screening procedures.
Additionally, security professionals might work with law enforcement agencies to investigate the threat and
identify the individuals responsible.

Emergency Response Planning:

In addition to mitigation strategies, security professionals would also develop and implement an emergency
response plan to address the bomb threat. This plan would outline the steps to be taken in the event of a
confirmed or suspected bomb threat, including evacuation procedures, communication protocols, and
emergency response coordination. The plan would also include provisions for dealing with any potential
consequences of the threat, such as damage to aircraft or infrastructure, injuries to passengers or crew, or
disruptions to air traffic.

Evaluation:

Finally, security professionals would evaluate the effectiveness of their response to the bomb threat, using
metrics such as the number of passengers and crew safely evacuated, the timeliness and accuracy of
communication, and the absence of any further incidents or consequences. This evaluation would inform
future security measures and response plans, ensuring that the aviation sector remains safe and secure in
the face of evolving threats and challenges.
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