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Certified Professional in Sanctions Compliance

Screening and Monitoring

In the field of sanctions compliance, two critical concepts are screening and monitoring. These processes
are essential for any organization seeking to comply with economic sanctions imposed by governments and
international bodies. This explanation will provide a detailed overview of key terms and vocabulary related
to screening and monitoring in the context of sanctions compliance, with a focus on practical applications,
examples, and challenges.

### Screening

Screening is the process of examining a person, entity, or transaction against a list of sanctioned individuals,
entities, or countries. The objective is to identify potential matches and ensure that the organization does
not engage in any prohibited activities. The following are some key terms and concepts related to
screening:

1. **Sanctions lists**: These are lists of individuals, entities, and countries subject to economic sanctions
imposed by governments or international bodies. Examples include the Specially Designated Nationals and
Blocked Persons List (SDN List) maintained by the US Office of Foreign Assets Control (OFAC), the
Consolidated List maintained by the European Union, and the United Nations Security Council Sanctions
List.

2. **Name matching**: This is the process of comparing a name from a watchlist against a name from a
transaction or a customer. Name matching algorithms can be simple (e.g., exact match) or complex (e.g.,
phonetic match, Soundex, or metaphone).

3. **False positives**: These are instances where a name matches a watchlist entry but is not actually a
match. False positives can result from common names, typos, or other errors and can lead to additional
work and potential compliance risks.

4. **False negatives**: These are instances where a name does not match a watchlist entry but should have.
False negatives can result from poor name matching algorithms, incomplete watchlists, or other errors and
can lead to non-compliance with sanctions.

5. **List maintenance**: This refers to the process of updating and maintaining sanctions lists. It is essential
to ensure that lists are up-to-date and accurate to minimize the risk of false positives and false negatives.

### Monitoring

Monitoring is the process of ongoing surveillance of customers, transactions, and other activities to detect
potential sanctions violations. The objective is to identify and address potential compliance risks before they
become actual violations. The following are some key terms and concepts related to monitoring:

1. **Transaction monitoring**: This is the process of examining transactions for potential sanctions
violations. It involves analyzing transaction data, such as the parties involved, the amounts transferred, and
the countries involved, to detect suspicious activity.
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2. **Customer risk assessment**: This is the process of evaluating the risk associated with a customer. It
involves analyzing factors such as the customer's location, industry, and behavior to determine the level of
risk associated with the customer.

3. **Sanctions risk**: This refers to the risk of violating sanctions regulations. Sanctions risk can result from
engaging in prohibited activities, dealing with sanctioned individuals or entities, or failing to comply with
record-keeping and reporting requirements.

4. **Continuous monitoring**: This refers to the ongoing surveillance of customers, transactions, and other
activities to detect potential sanctions violations. Continuous monitoring involves regular reviews of
transaction data and customer risk assessments to ensure compliance with sanctions regulations.

5. **Alert escalation**: This is the process of escalating potential sanctions violations to senior management
or compliance officers. Alert escalation ensures that potential violations are addressed promptly and
appropriately.

### Practical Applications

Screening and monitoring are essential components of a comprehensive sanctions compliance program.
The following are some practical applications of these concepts:

1. **Customer onboarding**: Screening is an essential part of customer onboarding. Before engaging in any
business relationship, organizations should screen customers against sanctions lists to ensure compliance
with sanctions regulations.

2. **Transaction screening**: Organizations should screen transactions against sanctions lists to detect
potential violations. This can be done manually or using automated tools.

3. **Ongoing monitoring**: Organizations should conduct ongoing monitoring of customers, transactions,
and other activities to detect potential sanctions violations. Continuous monitoring can help organizations
identify and address potential compliance risks before they become actual violations.

4. **Risk assessment**: Organizations should conduct regular risk assessments of customers and
transactions to identify potential sanctions risks. Risk assessments can help organizations prioritize
compliance efforts and allocate resources appropriately.

5. **Alert management**: Organizations should have a system in place for managing alerts generated by
screening and monitoring tools. Alert management involves reviewing alerts, determining the level of risk
associated with each alert, and taking appropriate action.

### Challenges
Screening and monitoring can be challenging due to several factors, including:

1. **False positives**: False positives can result in additional work and potential compliance risks.
Organizations should use accurate and reliable name matching algorithms to minimize the risk of false
positives.

2. **List maintenance**: Maintaining accurate and up-to-date sanctions lists can be challenging.
Organizations should establish processes for regularly updating and maintaining sanctions lists.

3. **Data privacy**: Screening and monitoring can involve processing personal data, which can raise data
privacy concerns. Organizations should ensure that they comply with data privacy regulations when
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conducting screening and monitoring activities.

4. **Resource constraints**; Screening and monitoring can be resource-intensive. Organizations should

allocate sufficient resources to ensure compliance with sanctions regulations.

5. **Complexity**: Sanctions regulations can be complex and constantly changing. Organizations should
stay up-to-date with sanctions regulations and ensure that their compliance programs reflect the latest
requirements.

In conclusion, screening and monitoring are essential components of a comprehensive sanctions
compliance program. Understanding the key terms and vocabulary related to these concepts is critical for
any organization seeking to comply with economic sanctions. By implementing effective screening and
monitoring processes, organizations can minimize the risk of sanctions violations and ensure compliance
with sanctions regulations. However, screening and monitoring can be challenging, and organizations
should be aware of the potential risks and challenges associated with these activities.
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