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Professional Certificate in Post-Quantum Cryptography

Standardization and Deployment of PQC.

Post-quantum cryptography (PQC) refers to cryptographic algorithms that are believed to remain secure
against attacks by large-scale quantum computers. In the context of standardization and deployment, a
precise vocabulary is essential for clear communication among researchers, implementers, policy makers,
and auditors. The following glossary presents the most frequently encountered terms, organized
thematically to aid learning and reference. Each entry includes a concise definition, illustrative examples,
typical usage scenarios, and notes on practical challenges. The aim is to equip professionals with the
language needed to navigate the evolving landscape of PQC standards and real-world adoption.

Standardization is the systematic process of developing, reviewing, and publishing technical specifications
that define how a technology should be implemented and interoperated. In the PQC domain, the most
prominent standardization effort is led by the National Institute of Standards and Technology (NIST). The
term also applies to other bodies such as ISO/IEC, ETSI, and industry consortia that produce guidelines, test
vectors, and compliance criteria for quantum-resistant algorithms.

Deployment denotes the act of integrating a cryptographic algorithm into operational systems, ranging
from embedded devices to cloud services. Deployment involves configuration, testing, monitoring, and
maintenance, and it must respect both security requirements and performance constraints. The deployment
lifecycle typically includes phases such as pilot testing, staged rollout, and full production use.

NIST PQC Process is the multi-round evaluation framework established by NIST to select algorithms for
future inclusion in federal cryptographic standards. The process consists of a series of “rounds” in which
algorithm submissions are publicly reviewed, cryptanalyzed, and benchmarked. The final outcomes include
“Standardized” algorithms (selected for inclusion) and “Rejection” decisions (algorithms deemed unsuitable).
Understanding the terminology associated with each round is crucial for tracking progress and for aligning
internal development timelines.

Round refers to a distinct evaluation phase within the NIST PQC Process. For example, Round 1 introduced
69 candidates, Round 2 narrowed the field to 26, and Round 3 produced the final set of standardizable
algorithms. Each round has its own set of deliverables, such as updated security proofs, performance data,
and implementation guidance.

Submission is the package that an algorithm developer provides to NIST for consideration. A submission
typically contains a specification document, reference source code, test vectors, a security proof (if
available), and a description of the intended use cases (e.G., Key encapsulation, digital signatures).
Submissions are publicly posted, allowing the global cryptographic community to evaluate and attack the
proposals.

Security Category is a classification used by NIST to indicate the level of security an algorithm provides
against classical and quantum adversaries. The categories are expressed in bits of security, such as "128-bit
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security” or “256-bit security.” In PQC, the term also reflects the hardness of the underlying mathematical
problem (e.G., Lattice-based problems) and the confidence in the reduction to those problems.

Key Encapsulation Mechanism (KEM) is a primitive that enables two parties to securely exchange a
symmetric key over an insecure channel. In the PQC context, KEMs replace traditional Diffie-Hellman key
exchange with algorithms based on lattice, code, or other quantum-resistant structures. A KEM typically
consists of three algorithms: KeyGen, Encaps, and Decaps. For example, the Kyber algorithm, a lattice-based
KEM, was selected by NIST for standardization and is slated for integration into TLS 1.3.

Digital Signature is a cryptographic scheme that provides authenticity, integrity, and non-repudiation for
digital messages. PQC digital signatures aim to resist quantum attacks while maintaining reasonable key
sizes and verification speeds. Examples of NIST-selected signature schemes include Dilithium (lattice-based)
and Falcon (also lattice-based but using a different representation).

Algorithm Family groups together related algorithms that share a common mathematical foundation.
Common families in PQC include:

- lattice-based (e.G., Learning With Errors, Ring-LWE, NTRU)
- code-based (e.G., Classic McEliece)

- hash-based (e.G., XMSS, SPHINCS+)

- multivariate (e.G., Rainbow)

- isogeny-based (e.G., SIKE, though currently not selected)

Understanding the family helps practitioners anticipate performance characteristics, key sizes, and security
assumptions.

Lattice-Based Cryptography relies on the hardness of problems defined over high-dimensional integer
lattices, such as the Shortest Vector Problem (SVP) or the Learning With Errors (LWE) problem. Lattice-based
schemes are currently the most mature PQC candidates, offering favorable trade-offs between security, key
size, and computational efficiency. For instance, the Kyber KEM uses a Ring-LWE construction that enables
fast polynomial multiplication using the Number Theoretic Transform.

Code-Based Cryptography is built on the difficulty of decoding a random linear code, a problem known to
be NP-hard. Classic McEliece, a code-based KEM, provides strong security guarantees and has withstood
decades of cryptanalysis. However, its large public key size (on the order of megabytes) poses challenges
for bandwidth-constrained environments.

Hash-Based Signatures derive security from the pre-image resistance of cryptographic hash functions. They
are considered “post-quantum secure” because hash functions are not known to be weakened by quantum
algorithms beyond a quadratic speedup (Grover’s algorithm). Schemes like XMSS (stateful) and SPHINCS+
(stateless) illustrate the trade-off between simplicity, key management, and signature size.

Multivariate Cryptography exploits the difficulty of solving systems of multivariate quadratic equations over
finite fields. Rainbow is a prominent example that achieved early NIST inclusion but was later removed due
to successful cryptanalytic attacks. The multivariate family remains of interest for certain niche applications
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where small signature sizes are paramount.

Isogeny-Based Cryptography uses the hardness of finding isogenies between supersingular elliptic curves.
SIKE (Supersingular Isogeny Key Encapsulation) was a candidate that offered very small key and ciphertext
sizes, but recent breakthroughs in isogeny attacks led to its de-selection. Nonetheless, isogeny-based
constructions continue to be explored for specialized protocols.

Security Proof is a formal argument that demonstrates an algorithm’s security reduces to a well-studied
hard problem. In the PQC literature, proofs are often “reductionist”: They show that breaking the scheme
would solve an instance of LWE, for example. The strength of a security proof depends on the tightness of
the reduction and the assumptions made about the underlying problem.

Reduction is the mathematical technique used to map an adversary’s success against a cryptographic
scheme to solving a known hard problem. A “tight reduction” means that the adversary's advantage
translates almost directly to solving the hard problem, while a “loose reduction” may incur a large loss
factor, potentially overstating security. Practitioners must interpret reductions carefully when selecting
parameter sets.

Parameter Set defines the concrete values (e.G., Lattice dimension, modulus size, error distribution) that
instantiate an abstract algorithm. NIST publishes multiple parameter sets for each algorithm, often labeled
“Level 1,” "Level 3," and “Level 5,” corresponding to increasing security levels. Selecting the appropriate
parameter set depends on the desired security margin, performance constraints, and compliance
requirements.

Performance Metrics used to evaluate PQC algorithms include:

- Key generation time

- Encapsulation/decapsulation time

- Signature generation/verification time
- Public key size

- Ciphertext or signature size

- Memory footprint

Benchmarks are typically reported on a range of platforms, from low-power microcontrollers to
high-throughput servers, to illustrate the algorithm’s suitability for diverse environments.

Side-Channel Resistance refers to an algorithm'’s resilience against attacks that exploit physical leakage (e.G.,
Timing, power, electromagnetic emissions). PQC implementations must be hardened against side-channel
attacks, especially when deployed in embedded devices where attackers may have physical access.
Countermeasures include constant-time coding, masking, and randomization of secret-dependent
operations.

Implementation is the process of translating a formal specification into executable code. Implementations
can be “reference” (intended for correctness testing) or “optimized” (targeted for speed or low resource
usage). In the PQC ecosystem, reference implementations are often provided in C, while high-performance
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versions may be written in assembly, Rust, or hardware description languages.

Interoperability denotes the ability of different software or hardware components to correctly exchange
cryptographic data using a common algorithm. Standardized encoding formats (e.G., ASN.1, PEM) and
protocol extensions (e.G., TLS 1.3'S post-quantum cipher suites) facilitate interoperability. Conformance
testing suites issued by NIST and other bodies help verify that implementations interoperate correctly.

Migration Strategy outlines the plan for transitioning an organization'’s cryptographic infrastructure from
classical algorithms to quantum-resistant ones. A typical strategy involves "hybrid” deployments, where
both a classical algorithm (e.G., RSA) and a PQC algorithm (e.G., Kyber) are used concurrently. The hybrid
approach provides immediate security against classical attacks while allowing incremental adoption of PQC.

Hybrid Cryptography combines a classical algorithm with a PQC algorithm to achieve “defense in depth.”
For instance, a TLS handshake may negotiate a key exchange that performs both an Elliptic Curve
Diffie-Hellman (ECDH) exchange and a Kyber encapsulation, then derives a symmetric key from the
concatenated shared secrets. This technique mitigates the risk that one algorithm is later compromised.

Cryptographic Agility is the capacity of a system to switch cryptographic primitives without extensive
redesign. Agility is achieved through modular architecture, configurable algorithm identifiers, and
abstracted cryptographic APIs. Systems designed with high agility can more readily incorporate newly
standardized PQC algorithms as they become available.

Fallback mechanisms describe how a system behaves when a chosen algorithm is unavailable or fails
verification. In PQC deployments, a fallback might involve reverting to a classical algorithm if a PQC
implementation crashes, or aborting the connection if the peer does not support the required
quantum-resistant suite. Careful design of fallback paths avoids creating downgrade-attack vectors.

Compeatibility concerns the ability of new PQC algorithms to coexist with existing standards and protocols.
For example, integrating a PQC KEM into TLS 1.3 Required defining new cipher-suite identifiers and ensuring
that the key-share extension could accommodate larger public keys. Compatibility testing ensures that
legacy clients can still negotiate a secure session, even if they do not support PQC.

Cryptographic Suite is a collection of algorithms (key exchange, signature, hash, etc.) That together provide
a complete security solution for a protocol. In the context of PQC, a suite may consist of a KEM (Kyber), a
signature scheme (Dilithium), and a hash function (SHA-3). Suites are referenced by identifiers in protocol
messages, allowing peers to agree on the exact combination of primitives.

Certificate is a digitally signed data structure that binds a public key to an identity. Post-quantum
certificates must contain PQC public keys (e.G., A Dilithium verification key) and be signed using a
quantum-resistant signature algorithm. The X.509 Standard has been extended to accommodate new
algorithm identifiers, and many PKI implementations are in the process of updating their certificate issuance
pipelines.

Transport Layer Security (TLS) is the primary protocol for securing internet traffic. The ongoing TLS 1.3
Standardization effort has introduced draft extensions for PQC cipher suites, such as

Read online: https://certificates.Isba.org.uk/guides/3874301/ London School of Business and Administration - 21 Jun 2026
standardization-and-deployment-of-pqc



LSBA GUIDE

¥/ 1L.ONDON SCHOOL OF BUSINESS
AND ADMINISTRATION

TLS-AES-256-GCM-SHA384 with Kyber and Dilithium. Implementers must carefully handle the increased size
of key-share data and the potential impact on handshake latency.

Public Key Infrastructure (PKI) encompasses the processes, policies, and technologies that manage digital
certificates and public keys. Transitioning a PKI to PQC involves updating certificate authorities (CAs) to
issue quantum-resistant certificates, revocation mechanisms that support larger certificate sizes, and
validation software that can verify PQC signatures.

Quantum-Resistant is an adjective applied to algorithms believed to be secure against attacks by quantum
computers. The term is synonymous with “post-quantum” in most standards literature, though
“quantum-resistant” may emphasize the algorithm'’s resistance rather than its novelty.

Algorithm Agility is closely related to cryptographic agility but focuses specifically on the ability to add,
remove, or replace individual algorithms within a suite. For example, a server that can enable or disable the
Falcon signature scheme via configuration demonstrates algorithm agility.

Cryptanalysis refers to the study of methods for breaking or weakening cryptographic algorithms. In the
PQC context, cryptanalysis includes classical attacks (e.G., Lattice reduction) and quantum-enhanced attacks
(e.G., Quantum algorithms for solving LWE). The outcomes of cryptanalysis directly influence the
standardization status of a candidate.

Indistinguishability is a security notion that asserts an adversary cannot distinguish between two
distributions (e.G., A real ciphertext and a simulated one) with non-negligible advantage. In KEM security
definitions, IND-CCA (indistinguishability under chosen-ciphertext attack) is the strongest standard notion,
and many PQC KEMs aim to achieve IND-CCA security.

Hard Problem in cryptography denotes a computational problem for which no efficient (polynomial-time)
algorithm is known. PQC schemes are built on problems such as LWE, decoding random linear codes, or
finding isogenies. The confidence in a hard problem’s intractability underpins the security claims of the
associated algorithm.

NP-Hard is a classification of problems believed to be computationally intractable for classical computers.
While many PQC foundations are not strictly NP-hard (e.G., LWE is believed to be hard on average), the
term is sometimes used informally to convey the difficulty of the underlying problem.

Learning With Errors (LWE) is a cornerstone problem for lattice-based cryptography. It asks to recover a
secret vector given noisy linear equations. The hardness of LWE is related to worst-case lattice problems via
reductions, providing a strong security foundation. Variants such as Ring-LWE and Module-LWE improve
efficiency by exploiting algebraic structure.

Ring-LWE adapts LWE to polynomial rings, allowing for more compact key representations and faster
arithmetic using the Number Theoretic Transform. Kyber and NewHope are examples of schemes based on
Ring-LWE. The reduction from Ring-LWE to worst-case lattice problems is slightly less tight than for plain
LWE, a point that implementers must consider when selecting parameters.
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Module-LWE generalizes both LWE and Ring-LWE by operating over modules rather than plain vectors or
rings. It offers a flexible trade-off between security and performance, and is employed by schemes such as
NTRU-Prime.

NTRU is a family of lattice-based encryption and key-exchange algorithms originally proposed in the late
1990s. NTRU-Prime, an improved variant, removes certain algebraic weaknesses and has been selected for
standardization. NTRU's small key sizes and fast operations make it attractive for constrained devices,
though its security proof is less tight compared to LWE-based schemes.

Number Theoretic Transform (NTT) is a specialized version of the Fast Fourier Transform that works over
finite fields. NTT enables efficient polynomial multiplication, a core operation in many lattice-based
schemes. Implementers must manage modular reduction carefully to avoid overflow and maintain
constant-time execution.

Masking is a side-channel countermeasure that randomizes intermediate values during computation,
thereby reducing the correlation between secret data and observable leakage. In PQC implementations,
masking is applied to lattice vectors, error samples, and polynomial coefficients to thwart power analysis
attacks.

Constant-Time coding ensures that the execution path of an algorithm does not depend on secret data.
This property prevents timing attacks, where an adversary infers secret bits from variations in processing
time. Achieving constant-time behavior in lattice-based schemes can be challenging due to conditional
reductions and modular operations.

Randomized Encoding is a technique used in some PQC signatures (e.G., Falcon) to hide the structure of the
secret key during signing. By introducing randomness into the encoding of the signature, the scheme
mitigates certain lattice-reduction attacks that exploit deterministic patterns.

Protocol Extension is a formal addition to an existing protocol that introduces new capabilities while
preserving backward compatibility. The TLS “post-quantum” extensions are protocol extensions that define
new cipher-suite identifiers and key-share formats for PQC algorithms.

Key-Share Extension in TLS 1.3 Carries the public key material for key exchange. PQC algorithms often
require larger key-share entries, which impacts the size of the ClientHello and ServerHello messages.
Implementations must adjust buffer allocations and fragmentation handling accordingly.

Hybrid Handshake combines a classical and a PQC key exchange in a single TLS handshake. The resulting
shared secret is derived from both exchanges, typically via a hash function that concatenates the two shared
values. Hybrid handshakes provide a transitional security level while the community validates PQC
algorithms.

Forward Secrecy guarantees that compromise of long-term private keys does not reveal past session keys.
PQC KEMs can provide forward secrecy when used in an ephemeral mode, similar to classic Diffie-Hellman.
Careful key management, such as generating fresh KEM key pairs for each session, is required to achieve
this property.
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Key-Rotation is the periodic replacement of cryptographic keys to limit exposure from potential key
compromises. In PQC deployments, key-rotation schedules may differ from classical systems due to larger
key sizes and higher computational costs. Automated key-rotation tooling must accommodate these
constraints.

Certificate Transparency (CT) is a public logging system that records issued certificates to detect
mis-issuance. PQC certificates increase the size of CT logs, and CT monitors must be updated to handle the
new algorithm identifiers and larger data structures.

Quantum-Safe Protocol is a protocol that has been modified or designed to resist quantum attacks. This
term is often used interchangeably with “post-quantum protocol,” but it emphasizes the protocol-level
design rather than the underlying primitives.

Implementation Validation involves testing a cryptographic implementation against known test vectors,
conformance suites, and side-channel analysis tools. NIST provides a “Cryptographic Algorithm Validation
Program” (CAVP) for classical algorithms; a similar validation framework is being developed for PQC.

Test Vector is a set of input and output data that serves as a reference for verifying the correctness of an
implementation. For PQC, test vectors typically include key pairs, ciphertexts, and signatures for each
parameter set. Maintaining a comprehensive library of test vectors is essential for cross-implementation
compatibility.

Reference Implementation is a clean, well-documented version of an algorithm intended for correctness
verification and educational purposes. It often prioritizes readability over performance. The reference
implementation is the source of truth for test vectors and for generating documentation.

Optimized Implementation focuses on achieving the best possible performance on a target platform.
Optimization techniques include hand-written assembly, use of SIMD instructions, and algorithmic tweaks
such as pre-computations. Optimized implementations must still pass validation tests to ensure they do not
introduce subtle bugs.

Hardware Acceleration refers to the use of dedicated hardware (e.G., ASICs, FPGAs) to perform
cryptographic operations more efficiently than software alone. For PQC, hardware acceleration can
dramatically reduce the latency of lattice multiplication and improve energy efficiency, making PQC viable
for loT devices.

Field-Programmable Gate Array (FPGA) is a reconfigurable hardware platform that can implement custom
arithmetic units for PQC algorithms. FPGA prototypes of Kyber and Dilithium have demonstrated
competitive throughput while allowing rapid iteration on design parameters.

Application Programming Interface (API) defines the set of functions and data structures that developers
use to interact with cryptographic libraries. A well-designed PQC API abstracts algorithm selection, key
management, and error handling, enabling developers to swap algorithms without rewriting application
logic.
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Key Management System (KMS) is a service that securely generates, stores, rotates, and destroys
cryptographic keys. Transitioning a KMS to PQC may involve supporting larger key objects, integrating with
HSMs that provide PQC operations, and updating policy frameworks to recognize new security categories.

Hardware Security Module (HSM) is a tamper-resistant device that performs cryptographic operations in a
secure environment. Modern HSM vendors are beginning to offer PQC capabilities, often exposing the
algorithms through standard PKCS#11 or KMIP interfaces. Compatibility with existing HSM management
tools is a key consideration.

Certificate Signing Request (CSR) is a message sent from an entity to a CA requesting a certificate. A
PQC-enabled CSR includes the public key of a PQC algorithm and may need to specify the algorithm
identifier in a new field. Existing CSR generation tools must be extended to support these identifiers.

Revocation List (CRL) is a data structure that lists certificates that have been revoked before their expiration
date. PQC certificates increase the size of CRLs, and CRL distribution mechanisms must be scaled
accordingly. Alternative revocation methods, such as Online Certificate Status Protocol (OCSP), also require
updates.

Online Certificate Status Protocol (OCSP) provides real-time verification of certificate status. OCSP
responders need to be updated to understand PQC algorithm identifiers and to handle larger response
payloads.

Compliance denotes adherence to standards, regulations, and internal policies. In the PQC context,
compliance may involve meeting NIST's “Cryptographic Algorithm Validation Program” requirements,
industry-specific mandates (e.G., PClI DSS), and governmental directives for quantum-resistant security.

Regulatory Guidance includes documents issued by governmental bodies that recommend or mandate the
use of PQC in certain sectors. For example, the U.S. Department of Defense has published a
"Quantum-Resistant Cryptography” roadmap that influences procurement decisions.

Risk Assessment is the systematic evaluation of potential threats, vulnerabilities, and impacts associated
with adopting PQC. Risk assessments help organizations decide which algorithms to adopt, which systems
to prioritize, and how to allocate resources for migration.

Threat Model defines the capabilities and goals of potential adversaries. In PQC migration, a common threat
model assumes that an adversary may record encrypted traffic today and later use a quantum computer to
decrypt it (the “store-now-decrypt-later” scenario). This model drives the need for forward secrecy and
timely migration.

Store-Now-Decrypt-Later (SNDL) attacks exploit the fact that encrypted data captured today could become
vulnerable once quantum computers become powerful enough. PQC deployment strategies aim to
minimize the window of exposure by moving to quantum-resistant algorithms before the advent of
large-scale quantum hardware.

Transition Period is the timeframe during which both classical and quantum-resistant algorithms are
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supported. Managing this period requires careful planning to avoid configuration drift, ensure consistent
security levels, and prevent accidental fallback to insecure algorithms.

Policy Enforcement involves automated mechanisms that guarantee compliance with security policies. For
PQC, policy enforcement may require that only approved algorithm identifiers are used in TLS handshakes,
that key sizes meet the required security category, and that certificates are signed with PQC signatures.

Audit Trail records actions taken on cryptographic assets, such as key generation, key usage, and certificate
issuance. Auditing becomes more complex with PQC because of larger key materials and additional
algorithm identifiers that must be logged.

Versioning tracks changes to cryptographic algorithms and implementations. PQC standards often define
version numbers for each parameter set and for the overall algorithm specification. Proper versioning helps
avoid mismatches between client and server implementations.

Interoperability Testing is the practice of verifying that two independent implementations can successfully
communicate using the same PQC algorithms. Test suites such as the “TLS 1.3 Post-Quantum
Interoperability Test” provide a framework for this activity. Successful interoperability testing is a
prerequisite for production deployment.

Benchmark Suite aggregates performance measurements across multiple platforms and implementations.
The "PQCrypto-Bench” project, for example, provides a standardized set of benchmarks for key generation,
encapsulation, and signature operations, enabling objective comparison of candidates.

Latency measures the time elapsed between a request and its corresponding response. In network
protocols, latency is affected by the size of key-exchange messages; PQC algorithms with larger ciphertexts
can increase handshake latency, especially on high-latency links.

Throughput quantifies the amount of data processed per unit time. High-throughput requirements arise in
data-center environments where TLS sessions are established at a rapid rate. PQC implementations must be
optimized to sustain the required throughput without causing bottlenecks.

Resource Constrained Device describes hardware with limited CPU, memory, and power budgets, such as
microcontrollers used in loT sensors. Deploying PQC on such devices often necessitates selecting
algorithms with modest computational demands (e.G., NTRU-Prime) and employing hardware acceleration.

Scalability refers to the ability of a cryptographic solution to handle growth in the number of users, devices,
or connections. PQC scalability concerns include the impact of larger key sizes on certificate storage, the
bandwidth overhead of larger ciphertexts, and the processing capacity of servers.

Key Size Inflation describes the increase in public and private key dimensions when moving from classical to
PQC algorithms. For example, an RSA-2048 key is 256 bytes, whereas a Kyber-768 public key is roughly 1KB.
This inflation influences storage, transmission, and parsing logic.

Ciphertext Expansion is the growth in message size caused by encryption using PQC algorithms. In a typical
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KEM, the ciphertext may be several kilobytes, which can be significant for protocols that embed ciphertexts
in limited-size fields (e.G., DNS). Designers must account for this expansion in system specifications.

Signature Size impacts the overhead of digital signatures in protocols like TLS and code-signing. PQC
signatures can be larger than classical ones; for instance, Dilithium-Level-2 signatures are about 2 KB,
compared to a 256-bit ECDSA signature of 64 bytes. Balancing security level against signature size is a key
design decision.

Algorithm Selection Criteria include security level, performance, implementation complexity, side-channel
resistance, patent freedom, and community support. Organizations often develop a weighted scoring matrix
to compare candidates against these criteria, ensuring a rational selection process.

Patent Landscape surveys the intellectual property rights that may affect the use of a particular PQC
algorithm. Some candidates, such as certain isogeny-based schemes, have been encumbered by patents,
which can hinder open-source adoption. A clean patent status is a desirable attribute for standardization.

Open-Source Implementation provides transparency, community review, and rapid bug fixing. Projects such
as Open Quantum Safe (OQS) maintain a collection of PQC implementations that can be linked into existing
TLS libraries (e.G., OpenSSL, BoringSSL). Leveraging open-source code accelerates deployment while
reducing development risk.

Closed-Source Implementation may be required for commercial products that need to protect proprietary
algorithms or optimizations. However, closed-source solutions must still undergo independent validation to
assure customers of their security properties.

Certification is a formal process by which an independent body validates that a product meets specific
security standards. For PQC, certification programs are emerging (e.G., Common Criteria modules for
quantum-resistant algorithms). Achieving certification can be a decisive factor for government procurement.

Compliance Audit examines whether an organization’s processes and systems conform to relevant
standards. In the PQC realm, auditors will check that algorithm versions are up-to-date, that
key-management policies reflect the new security categories, and that documentation accurately reflects
the deployed configurations.

Supply Chain Security addresses the risk that components (e.G., Libraries, firmware) could be compromised
before reaching the end user. PQC supply chain considerations include verifying the provenance of
algorithm implementations, ensuring that build environments are hardened, and applying reproducible
builds.

Reproducible Build is a build process that yields identical binaries when compiled from the same source
code, regardless of the environment. Reproducibility helps detect tampering and is especially valuable for
cryptographic libraries that may be targeted by supply-chain attacks.

Continuous Integration (Cl) pipelines can incorporate PQC test suites to automatically validate that new
code changes preserve correctness and security. Cl pipelines should also run side-channel analysis tools
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where feasible, ensuring that performance optimizations do not introduce vulnerabilities.

Version Control systems store the history of source code revisions. Maintaining a clear versioning strategy
for PQC implementations enables traceability of security fixes, updates to parameter sets, and alignment
with NIST standard revisions.

Documentation is a critical artifact that describes the algorithm specifications, implementation details,
usage guidelines, and known limitations. Comprehensive documentation reduces integration errors,
facilitates training, and supports audit activities.

Training programs must educate engineers, security officers, and decision makers about the properties of
PQC algorithms, the migration process, and the operational impacts. Hands-on labs that demonstrate key
generation, encryption, and certificate issuance using PQC tools are particularly effective.

Change Management governs how modifications to cryptographic components are introduced into
production. Formal change-control procedures help ensure that updates to PQC libraries are tested,
approved, and rolled out without disrupting services.

Rollback Plan defines the steps to revert to a previous configuration if a deployment encounters unforeseen
issues. For PQC, a rollback may involve disabling the new algorithm identifiers, reinstating classical cipher
suites, and restoring previous certificate chains.

Monitoring involves collecting metrics on the health and performance of cryptographic services. Monitoring
dashboards should capture key-generation latency, handshake success rates, and error codes related to
PQC operations, enabling rapid detection of anomalies.

Incident Response outlines the actions taken when a security breach or operational failure is detected. In a
PQC context, incident response teams must be familiar with the specific failure modes of lattice-based or
code-based implementations, such as memory corruption leading to key leakage.

Future-Proofing is the practice of designing systems that can adapt to emerging threats and technologies.
By employing cryptographic agility, modular protocols, and updatable algorithm lists, organizations can
more easily transition to newer PQC algorithms as they become available.

Algorithm Retirement occurs when an algorithm is deemed insecure or obsolete. Retirement plans should
specify timelines for deprecating algorithm identifiers, revoking associated certificates, and migrating
dependent services. The retirement of RSA-1024 serves as a historical precedent for managing such
transitions.

Quantum-Era Timeline is an estimate of when quantum computers capable of breaking current
cryptographic primitives will be available. While precise dates are uncertain, many organizations adopt a
“10-year horizon” as a planning horizon for PQC migration, aligning with the expected time required to
replace long-lived assets.

Risk Mitigation strategies for PQC include employing hybrid key exchanges, prioritizing high-value assets

Read online: https://certificates.Isba.org.uk/guides/3874301/ London School of Business and Administration - 21 Jun 2026
standardization-and-deployment-of-pqc



5, LSBA

LONDON SCHOOL OF BUSINESS
AND ADMINISTRATION

for early migration, and conducting regular cryptanalysis reviews. By layering defenses, organizations
reduce the probability that a single algorithm failure compromises overall security.

Compliance Timeline is the schedule by which regulatory bodies expect entities to adopt PQC. For instance,
a financial regulator may mandate that all new certificates issued after a certain date must use a
NIST-approved PQC algorithm. Organizations must align their internal roadmaps with these external
deadlines.

Stakeholder Alignment ensures that all parties—executives, IT, security, compliance, and customers—share a
common understanding of the PQC migration objectives. Regular communication, status reporting, and
transparent decision-making foster trust and smooth the deployment process.

Cost—Benefit Analysis evaluates the financial impact of PQC adoption versus the potential risk of quantum
compromise. Factors include hardware upgrades, software licensing, staff training, and possible
performance degradation. Quantifying these elements aids leadership in allocating resources.

Performance Trade-Offs are inevitable when selecting a PQC algorithm. For example, a scheme with small
ciphertexts like SIKE may offer lower bandwidth consumption but suffers from higher computational cost
and weaker security margins. Conversely, a lattice-based scheme like Kyber may incur larger ciphertexts but
provide faster operations and stronger proofs.

Integration Testing validates that the PQC components work correctly within the broader application stack.
Test scenarios should cover normal operation, error handling, and edge cases such as malformed
ciphertexts or mismatched parameter sets.

Regression Testing ensures that updates to PQC libraries do not introduce regressions in functionality or
performance. Automated regression suites run across multiple platforms, comparing current outputs
against known good baselines.

Compliance Reporting generates documentation that demonstrates adherence to standards. Reports may
include lists of supported algorithm identifiers, versions of libraries used, and evidence of successful
interoperability tests. These reports are often required for audits and certification renewals.

Legal Considerations involve intellectual property, export controls, and contractual obligations. Some PQC
algorithms may be subject to export regulations due to their potential dual-use nature. Legal counsel
should review the use of such algorithms in international products.

Policy Update is the process of revising internal security policies to reflect the adoption of PQC. Updated
policies might mandate the use of specific algorithm families for new services, define deprecation schedules
for legacy algorithms, and outline the required key-size thresholds.

Operational Overhead quantifies the additional effort required to manage PQC assets, such as larger
certificate files, increased storage for key material, and more complex monitoring. Organizations should
account for this overhead in budgeting and staffing plans.
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Vendor Support assesses whether third-party vendors (e.G., Cloud providers, hardware manufacturers) have
implemented PQC in their products. Engaging with vendors early can uncover compatibility issues and
influence product roadmaps.

Cloud Migration involves moving workloads to public cloud platforms that may already offer PQC-enabled
services (e.G., Managed TLS with post-quantum cipher suites). Cloud providers often expose API controls to
enable or disable PQC algorithms, simplifying the migration for customers.

Edge Computing places computation close to data sources, often on devices with limited resources.
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