
G U I D E

Advanced Certificate in Model Risk Management (Germany)

Machine Learning and Artificial Intelligence in
Modeling

Algorithm refers to a step‑by‑step computational procedure that transforms input data into output
predictions. In model risk management, the choice of algorithm determines the model’s transparency,
computational cost, and susceptibility to over‑fitting. For example, a linear regression algorithm is often
preferred in credit‑scoring models because its coefficients can be directly interpreted, whereas a deep
neural network may deliver higher predictive power but at the expense of interpretability.

Model is the mathematical representation of a real‑world process that has been trained on historical data.
In the context of model risk, a model must be documented, validated, and monitored throughout its
lifecycle. A common model in banking is a probability‑of‑default (PD) model that predicts the likelihood
that a borrower will default within a given horizon.

Training is the phase where the model learns the relationship between input features and the target variable
by adjusting internal parameters. The quality of training data, the size of the dataset, and the
appropriateness of the loss function all influence the eventual model performance. For instance, a credit‑risk
model trained on a dataset that excludes high‑risk borrowers may underestimate risk, leading to model risk
exposure.

Testing involves evaluating the model on a separate dataset that was not used during training. This step
provides an unbiased estimate of how the model will perform on new data. A typical practice is to split the
data into 70 % for training and 30 % for testing, ensuring that the test set reflects the same distribution as
the production environment.

Validation is a broader concept that includes testing but also examines model assumptions, data quality,
and governance processes. Validation may involve back‑testing against historical outcomes, sensitivity
analysis, and stress testing under extreme but plausible scenarios. In a regulatory environment, validation
reports are required to demonstrate that the model meets prescribed standards of accuracy and robustness.

Overfitting occurs when a model captures noise and idiosyncrasies of the training data rather than the
underlying pattern. An overfitted model will show excellent performance on the training set but will perform
poorly on unseen data. Techniques such as regularization, cross‑validation, and pruning are employed to
mitigate overfitting. For example, adding an L2 penalty to a logistic regression model reduces the
magnitude of coefficients, preventing the model from reacting excessively to outliers.

Underfitting is the opposite problem: the model is too simple to capture the true relationship, resulting in
high bias and poor performance on both training and test data. A linear model applied to a highly
non‑linear credit‑risk problem will typically underfit, prompting the modeler to consider more flexible
algorithms such as decision trees or gradient‑boosted machines.
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Bias and variance are the two components of prediction error. Bias reflects systematic error due to
erroneous assumptions in the learning algorithm, while variance reflects sensitivity to fluctuations in the
training data. The bias‑variance trade‑off guides model selection: a high‑bias model may be more stable
but less accurate, whereas a high‑variance model may be more accurate on training data but unstable in
production. Model risk managers must assess whether the chosen bias‑variance balance aligns with the
institution’s risk appetite.

Regularization adds a penalty term to the loss function to discourage overly complex models. Common
forms include L1 (lasso) and L2 (ridge) regularization. In a credit‑scoring context, L1 regularization can
produce sparse models by shrinking less important coefficients to zero, thereby simplifying model
documentation and reducing operational risk.

Cross‑validation is a resampling technique that partitions the data into multiple folds, iteratively training on
a subset and validating on the remaining fold. K‑fold cross‑validation, typically with K = 5 or 10, provides a
more reliable estimate of out‑of‑sample performance than a single train‑test split. This method also helps in
hyperparameter tuning by revealing which parameter settings consistently yield better validation scores
across folds.

Hyperparameter refers to a configuration setting that governs the learning process but is not learned from
the data itself. Examples include the learning rate of gradient descent, the depth of a decision tree, and the
number of neurons in a hidden layer. Hyperparameters are tuned using systematic approaches such as grid
search, random search, or Bayesian optimization. Selecting appropriate hyperparameters is critical because
poor choices can lead to unstable models that degrade under stress scenarios.

Feature is an individual measurable property or attribute used as input for the model. In credit risk, features
might include borrower income, debt‑to‑income ratio, and past delinquency history. Feature engineering,
the process of creating, transforming, or selecting features, can dramatically improve model performance.
For instance, converting raw transaction timestamps into “days since last payment” can capture repayment
behavior more effectively than raw dates.

Label or target is the variable the model seeks to predict. In classification problems, the label is categorical
(e.g., “default” vs. “non‑default”), while in regression problems it is continuous (e.g., loss given default).
Accurate labeling is essential; mislabeled records introduce noise that can inflate model risk and erode
predictive power.

Supervised learning uses labeled data to train models that map inputs to outputs. Most regulatory‑relevant
models, such as PD or loss‑given‑default (LGD) models, fall under supervised learning because historical
outcomes are known. The training process minimizes a loss function that quantifies the discrepancy
between predicted and actual labels.

Unsupervised learning discovers structure in data without explicit labels. Clustering techniques like K‑means
or hierarchical clustering can be used to segment customers into risk buckets, supporting portfolio
management and scenario analysis. Dimensionality‑reduction methods such as principal component
analysis (PCA) help to identify latent factors that drive risk, facilitating model simplification and stress
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testing.

Reinforcement learning involves an agent that learns to make sequential decisions by receiving rewards or
penalties from the environment. While less common in traditional model risk settings, reinforcement
learning can be applied to optimal trade execution, dynamic hedging, or credit‑policy optimization, where
the model continuously adapts to evolving market conditions.

Classification predicts discrete categories. In credit risk, a binary classification model predicts whether a loan
will default (1) or not (0). Performance metrics for classification include accuracy, precision, recall, F1‑score,
and area under the ROC curve (AUC). Choosing the appropriate metric depends on the business objective;
for example, a regulator may prioritize low false‑negative rates to avoid under‑estimating default risk.

Regression predicts continuous outcomes. An example is estimating the expected loss amount given default
(LGD). Common regression metrics include mean squared error (MSE), root mean squared error (RMSE),
mean absolute error (MAE), and R‑squared. Regression models often require careful treatment of
heteroscedasticity and non‑linearity to avoid biased risk estimates.

Clustering groups observations based on similarity. In a banking portfolio, clustering can reveal natural
segments of borrowers with similar risk profiles, enabling targeted risk mitigation strategies. However,
clustering outcomes can be sensitive to distance metrics and the chosen number of clusters, requiring
robust validation and sensitivity analysis.

Dimensionality reduction reduces the number of input variables while preserving essential information. PCA,
for instance, transforms correlated features into orthogonal principal components, each explaining a portion
of the variance. This technique can improve model stability and reduce multicollinearity, which is crucial for
linear models subject to regulatory scrutiny.

Principal component analysis (PCA) specifically extracts linear combinations of original features that capture
maximal variance. In risk modeling, PCA can be used to construct factor models that summarize market risk
drivers, facilitating stress testing and scenario generation. The resulting components must be mapped back
to business concepts to ensure interpretability for auditors.

Autoencoder is a type of neural network that learns to compress data into a lower‑dimensional
representation and then reconstruct it. Autoencoders are useful for anomaly detection in transaction
monitoring, where reconstruction error highlights unusual patterns that may indicate fraud or
money‑laundering activities.

Neural network is a family of models inspired by biological neurons, consisting of layers of interconnected
nodes. Each node applies an activation function to a weighted sum of its inputs. Neural networks can
approximate complex non‑linear relationships, making them attractive for high‑dimensional risk problems
such as market‑risk forecasting.

Deep learning refers to neural networks with many hidden layers, enabling hierarchical feature extraction.
Convolutional neural networks (CNNs) excel at processing image‑like data, while recurrent neural networks
(RNNs) handle sequential data such as time‑series of credit spreads. Deep models often require large

Read online: https://certificates.lsba.org.uk/guides/3948196/machine-
learning-and-artificial-intelligence-in-modeling

London School of Business and Administration · 21 Jun 2026



G U I D E

datasets and extensive computational resources; their opacity raises challenges for model validation and
regulatory approval.

Perceptron is the simplest form of a neural unit, performing a linear combination of inputs followed by a
step function. Although limited in expressive power, the perceptron illustrates the fundamental building
block of more complex networks and serves as an educational tool for understanding weight updates.

Activation function introduces non‑linearity into a neural network. Common choices include the sigmoid,
hyperbolic tangent, and rectified linear unit (ReLU). The selection of activation function influences gradient
flow, convergence speed, and the risk of vanishing or exploding gradients. In risk models, ReLU is often
preferred for hidden layers due to its computational efficiency.

Loss function quantifies the penalty for inaccurate predictions. For binary classification, binary cross‑entropy
(log loss) is widely used; for regression, mean squared error is typical. The choice of loss function aligns with
business objectives: a loss that heavily penalizes false negatives may be selected when under‑estimating risk
is unacceptable.

Gradient descent is an optimization algorithm that iteratively updates model parameters in the direction of
the steepest decrease of the loss function. The step size is controlled by the learning rate. In large‑scale risk
modeling, stochastic gradient descent (SGD) or its variants (e.g., Adam, RMSprop) are employed to handle
massive datasets efficiently.

Stochastic gradient descent (SGD) approximates the true gradient using a random subset (mini‑batch) of
data at each iteration, reducing computational burden. However, SGD introduces noise that can cause the
loss to fluctuate, necessitating strategies such as learning‑rate schedules or momentum to achieve stable
convergence.

Learning rate determines how far parameters move during each gradient‑descent step. A learning rate that
is too high can cause divergence, while a rate that is too low leads to slow training and possible
convergence to sub‑optimal minima. Adaptive learning‑rate algorithms, such as Adam, dynamically adjust
the rate per parameter, improving training stability.

Batch size specifies the number of training examples processed before updating the model’s parameters.
Smaller batches increase the stochasticity of the gradient estimate, potentially helping escape shallow local
minima, whereas larger batches provide more accurate gradient estimates but require more memory. In
practice, batch sizes of 32, 64, or 128 are common in risk‑model training pipelines.

Epoch denotes one full pass through the entire training dataset. Multiple epochs are typically required for
the model to converge. Early stopping, a regularization technique, monitors validation loss and halts
training when performance stops improving, preventing over‑fitting.

Optimizer is the algorithm that governs parameter updates. Beyond basic SGD, popular optimizers include
Adam, AdaGrad, and Nesterov accelerated gradient. Selecting an optimizer impacts convergence speed and
robustness; in high‑frequency trading risk models, fast convergence may be critical, whereas in credit‑risk
modeling, stability and reproducibility are often prioritized.
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Backpropagation is the mechanism by which gradients are propagated backward through the network to
compute parameter updates. It relies on the chain rule of calculus and is essential for training deep neural
networks. Implementing backpropagation correctly is a prerequisite for ensuring that the model learns as
intended and does not produce hidden numerical errors that could affect risk assessments.

Convolutional neural network (CNN) applies convolutional filters to capture local patterns in grid‑like data.
While originally designed for image processing, CNNs have been adapted for tabular data by treating
features as channels or for time‑series analysis by treating temporal windows as images. In fraud detection,
CNNs can detect spatial patterns in transaction heatmaps.

Recurrent neural network (RNN) processes sequences by maintaining a hidden state that captures
information from previous time steps. Standard RNNs suffer from vanishing gradients, leading to the
development of gated architectures such as LSTM (Long Short‑Term Memory) and GRU (Gated Recurrent
Unit). These are useful for modeling credit‑risk trajectories over time, enabling dynamic
probability‑of‑default forecasts.

Attention mechanisms allow models to weigh different parts of the input differently when generating an
output. Transformers, which rely heavily on attention, have revolutionized natural‑language processing and
are increasingly applied to structured risk data, where they can focus on the most relevant features for each
prediction.

Transformer architecture replaces recurrence with self‑attention, enabling parallel processing of sequence
data. In a risk‑management setting, transformers can be used to model the evolution of market risk factors
across multiple assets simultaneously, facilitating real‑time stress testing.

Generative models learn the joint probability distribution of the data and can generate new synthetic
samples. Examples include generative adversarial networks (GANs) and variational autoencoders (VAEs).
Synthetic data generated by GANs can augment scarce historical loss data, improving model training while
preserving confidentiality.

GAN (Generative Adversarial Network) pits a generator network against a discriminator network in a
minimax game. The generator creates synthetic data, while the discriminator attempts to distinguish real
from fake. GANs have been employed to create realistic loan‑application profiles for stress testing, but they
also raise model‑risk concerns regarding the fidelity of generated scenarios.

Variational autoencoder (VAE) combines autoencoding with a probabilistic latent space, enabling both
reconstruction and sampling. VAEs can be used to simulate plausible future credit‑risk factors, supporting
scenario analysis. However, the latent distribution assumptions must be validated to avoid unrealistic risk
projections.

Ensemble methods combine multiple base learners to improve predictive performance and robustness.
Bagging (bootstrap aggregating) reduces variance by averaging predictions from independently trained
models, while boosting focuses on correcting errors made by previous learners. Ensemble techniques are
popular in credit‑risk modeling because they often achieve higher accuracy without sacrificing
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interpretability if the base learners are transparent.

Bagging creates multiple training subsets via bootstrap sampling and trains a separate model on each
subset. The final prediction is usually the average (regression) or majority vote (classification). Random
Forest, a bagging variant that uses decision trees, is widely used in risk modeling for its balance of
performance and interpretability.

Boosting sequentially builds models that concentrate on the residual errors of prior models. Gradient
Boosting Machines (GBM) and XGBoost are prominent boosting algorithms that have demonstrated
superior performance on many tabular risk datasets. However, boosted models can become highly complex,
requiring careful validation and explainability techniques.

Random forest combines many decision trees trained on random subsets of features and observations. The
randomness decorrelates the trees, improving generalization. Feature importance scores derived from
random forests are often used to identify key risk drivers, aiding documentation and governance.

XGBoost is an efficient implementation of gradient boosting that incorporates regularization, parallel
processing, and handling of missing values. In competitions and real‑world applications, XGBoost frequently
outperforms other algorithms, making it a favorite for credit‑risk scoring. Nonetheless, its complexity
necessitates rigorous validation, especially concerning model risk under stress scenarios.

Model interpretability is the degree to which a human can understand the internal mechanics of a model.
Techniques such as SHAP (SHapley Additive exPlanations) and LIME (Local Interpretable Model‑agnostic
Explanations) provide post‑hoc explanations for black‑box models. In regulated environments,
interpretability is essential for auditability, model approval, and stakeholder confidence.

SHAP assigns each feature an importance value based on cooperative game theory, ensuring that
contributions sum to the model output. SHAP values can be aggregated to produce global importance
rankings or examined at the individual prediction level to explain why a specific loan was classified as high
risk. This granularity supports transparent communication with regulators.

LIME approximates a complex model locally with an interpretable surrogate (e.g., linear regression) around
a specific observation. By perturbing the input and observing changes in the output, LIME reveals which
features most influence that particular prediction. While useful for case‑by‑case analysis, LIME’s
explanations can be unstable across runs, requiring careful handling.

Feature importance quantifies the contribution of each input variable to the model’s predictions. In
tree‑based models, importance can be derived from the reduction in impurity or gain. Feature importance
aids in model simplification, documentation, and compliance with “principle of parsimony” often required
by supervisory authorities.

Model risk encompasses the potential for adverse consequences arising from decisions based on inaccurate
or mis‑specified models. Sources of model risk include data quality issues, inappropriate methodology,
over‑fitting, and inadequate governance. Effective model risk management requires identification,
measurement, monitoring, and mitigation of these sources throughout the model lifecycle.
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Model validation is an independent review that assesses whether a model is conceptually sound, technically
correct, and fit for purpose. Validation activities include back‑testing, benchmarking against alternative
models, sensitivity analysis, and review of documentation. The outcome of validation informs the model’s
risk rating and determines whether remediation is required.

Model governance refers to the policies, procedures, and organizational structures that oversee model
development, deployment, and ongoing use. Governance frameworks define roles (model owner,
developer, validator), approval processes, change‑management protocols, and reporting requirements. In
Germany, the BaFin guidelines emphasize strong governance as a cornerstone of model risk management.

Model documentation must capture the model’s purpose, data sources, methodology, assumptions,
limitations, and performance metrics. Comprehensive documentation supports transparency, facilitates
audits, and enables effective model monitoring. Documentation should be version‑controlled, with change
logs that record any modifications to data, code, or parameters.

Model monitoring continuously tracks model performance and data characteristics after deployment. Key
monitoring activities include drift detection, performance degradation alerts, and periodic recalibration. For
example, a PD model may be monitored for shifts in the distribution of credit scores, prompting a review if
the score distribution drifts beyond predefined thresholds.

Concept drift occurs when the statistical properties of the target variable or the relationship between inputs
and the target change over time. In credit risk, macro‑economic shifts can cause the default probability to
increase, rendering a previously calibrated model stale. Detecting concept drift involves comparing recent
performance metrics to historical baselines and may trigger model retraining.

Data leakage refers to the inadvertent inclusion of information in the training data that would not be
available at prediction time. Leakage can artificially inflate model performance during validation, leading to
over‑optimistic expectations. An example is using a borrower’s future repayment status as a feature when
training a PD model. Robust data handling pipelines and strict temporal separation are essential to prevent
leakage.

Data preprocessing encompasses the steps required to transform raw data into a format suitable for
modeling. This includes handling missing values, encoding categorical variables, scaling, and outlier
treatment. Proper preprocessing reduces bias, improves convergence, and enhances model interpretability.

Scaling adjusts the range of numeric features, often to a common interval such as [0, 1] or to a standard
normal distribution. Scaling is especially important for algorithms that rely on distance metrics (e.g.,
k‑nearest neighbors) or gradient‑based optimization (e.g., neural networks). Failure to scale can cause
certain features to dominate the learning process, skewing risk assessments.

Normalization typically refers to rescaling features to unit norm, while standardization centers features
around zero mean and unit variance. The choice depends on the algorithm; for example, support vector
machines often benefit from standardization, whereas tree‑based models are invariant to monotonic
transformations and may not require scaling.
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Missing value imputation replaces absent data with plausible estimates. Simple methods include mean or
median imputation; more sophisticated approaches employ model‑based techniques such as k‑nearest
neighbors or multiple imputation. The imputation strategy must be documented, as it can affect model bias
and variance, especially when missingness is not random.

Outlier detection identifies observations that deviate markedly from the majority of the data. Techniques
range from statistical rules (e.g., 3‑sigma) to robust methods like isolation forests. Outliers may represent
data errors, rare events, or legitimate extreme risk cases; deciding whether to remove, cap, or retain them
requires domain expertise and risk‑impact analysis.

Data augmentation creates additional training samples by applying transformations to existing data. In
image‑based risk models (e.g., satellite imagery for environmental risk), augmentation techniques such as
rotation and scaling increase dataset diversity. For tabular data, synthetic oversampling (e.g., SMOTE) can
balance class distributions, improving classifier performance on minority risk classes.

Synthetic data is artificially generated data that mimics the statistical properties of real data. Synthetic
datasets enable model development when real data is scarce, confidential, or subject to privacy regulations.
However, synthetic data must be validated to ensure it does not introduce unrealistic patterns that could
mislead risk estimates.

Bias mitigation addresses unfair treatment of protected groups in model predictions. Techniques include
reweighting training samples, adjusting decision thresholds, or incorporating fairness constraints into the
loss function. In credit risk, regulators increasingly scrutinize models for disparate impact, making bias
mitigation a mandatory component of model governance.

Fairness is the principle that model predictions should not systematically disadvantage certain groups based
on attributes such as gender, ethnicity, or age. Quantitative fairness metrics (e.g., demographic parity,
equalized odds) help assess compliance. Incorporating fairness considerations early in model design
reduces remediation costs and regulatory penalties.

Explainability is closely related to interpretability but emphasizes providing clear, understandable reasons
for a model’s output to non‑technical stakeholders. Explainable AI (XAI) tools translate complex model
behavior into narratives that can be communicated to senior management, auditors, and regulators,
supporting informed decision‑making.

Regulatory considerations in Europe include the European Banking Authority (EBA) guidelines on model risk
management, the General Data Protection Regulation (GDPR), and national supervisory expectations such
as BaFin’s “Guidelines on Internal Models”. These frameworks require documented validation, ongoing
monitoring, and controls for data privacy, influencing model design and deployment choices.

GDPR imposes strict rules on personal data processing, including the right to explanation for automated
decisions. Models that use personal attributes must provide understandable justifications for adverse
outcomes, compelling institutions to adopt transparent modeling techniques or to implement post‑hoc
explanation methods.
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Model audit is an independent examination of the model’s lifecycle, often performed by internal audit or
external consultants. Audits assess compliance with governance policies, adequacy of documentation, and
effectiveness of controls. Findings may result in remediation actions, such as recalibration, additional
validation, or enhanced monitoring.

Model risk management framework provides a structured approach to identify, assess, monitor, and
mitigate model risk. Core components include model inventory, risk rating, validation, governance, and
reporting. A well‑designed framework aligns model risk with the institution’s overall risk appetite and
capital planning processes.

Stress testing evaluates model performance under extreme but plausible scenarios, such as severe
economic downturns or market crashes. Stress tests can be applied to PD models (e.g., using
macro‑economic stress scenarios) or to market‑risk models (e.g., shock to interest‑rate curves). Results
inform capital adequacy assessments and contingency planning.

Scenario analysis complements stress testing by exploring a range of possible future states, often using
expert‑driven narratives. Scenario analysis helps uncover model weaknesses that may not be captured by
historical data alone, providing a broader perspective on potential model risk.

Model performance metrics quantify how well a model predicts outcomes. For classification, metrics include
accuracy, precision, recall, F1‑score, and AUC. For regression, metrics include MSE, RMSE, MAE, and
R‑squared. Selecting appropriate metrics aligns model evaluation with business objectives; for credit risk, a
high recall (sensitivity) may be prioritized to minimize missed defaults.

Accuracy measures the proportion of correct predictions over all predictions. While intuitive, accuracy can
be misleading in imbalanced datasets where the majority class dominates. In such cases, precision and recall
provide a more nuanced view of performance.

Precision is the fraction of true positives among all predicted positives. High precision indicates that when
the model flags a borrower as high risk, it is likely correct. However, precision alone does not capture
missed defaults, which are measured by recall.

Recall (also called sensitivity) is the proportion of actual positives that are correctly identified. In credit risk, a
high recall ensures that most defaulting borrowers are flagged, reducing the likelihood of unexpected
losses.

F1‑score is the harmonic mean of precision and recall, providing a single metric that balances both. It is
useful when the cost of false positives and false negatives is comparable, or when an overall measure of
classification quality is desired.

ROC curve (Receiver Operating Characteristic) plots the true‑positive rate against the false‑positive rate at
various threshold settings. The area under the ROC curve (AUC) summarizes the model’s discriminative
ability independent of any specific threshold. AUC values closer to 1 indicate excellent separation between
default and non‑default borrowers.
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Confusion matrix tabulates true positives, false positives, true negatives, and false negatives, offering a
detailed breakdown of classification outcomes. It enables calculation of all derived metrics and helps
identify specific error patterns, such as a tendency to over‑predict defaults.

Mean squared error (MSE) measures the average squared difference between predicted and actual values.
MSE penalizes larger errors more heavily, making it sensitive to outliers. In loss‑given‑default modeling,
MSE can highlight mis‑estimation of extreme loss values.

R‑squared indicates the proportion of variance in the target variable explained by the model. While popular
for linear regression, R‑squared can be misleading for non‑linear models or when the target distribution is
heavily skewed. Complementary metrics such as adjusted R‑squared or information criteria (AIC, BIC)
provide additional insight.

Calibration assesses whether predicted probabilities align with observed frequencies. A well‑calibrated PD
model will output a 5 % probability that corresponds to an actual default rate of roughly 5 % in the
validation sample. Calibration techniques include Platt scaling and isotonic regression.

Threshold selection determines the cut‑off probability at which a borrower is classified as defaulting. The
optimal threshold balances business objectives, regulatory constraints, and cost considerations. Sensitivity
analysis around the threshold helps understand the impact on capital requirements and risk appetite.

Hyperparameter tuning systematically explores the hyperparameter space to identify configurations that
yield optimal validation performance. Grid search exhaustively evaluates a predefined grid, while random
search samples randomly, often achieving comparable results with fewer evaluations. Bayesian optimization
leverages probabilistic models to guide the search efficiently.

Grid search enumerates all combinations of specified hyperparameter values, evaluating each via
cross‑validation. Although thorough, grid search can be computationally expensive, especially for models
with many hyperparameters.

Random search samples a fixed number of hyperparameter combinations uniformly at random. Empirical
studies have shown that random search can find good configurations faster than grid search when only a
subset of hyperparameters heavily influences performance.

Bayesian optimization builds a surrogate model (often Gaussian processes) of the objective function and
uses acquisition functions to select promising hyperparameter points. This approach balances exploration
and exploitation, often achieving superior results with fewer evaluations, making it attractive for complex
risk models where training is costly.

Early stopping halts training when validation loss ceases to improve for a predefined number of epochs.
Early stopping acts as a regularizer, preventing over‑fitting and reducing training time. In production risk
models, early stopping ensures that the model does not become overly specialized to historical data.

Model deployment moves a validated model from a development environment into production, where it
generates predictions for live business processes. Deployment must consider integration with existing
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systems, latency requirements, and the ability to roll back if issues arise. Robust deployment pipelines
reduce operational risk.

MLOps (Machine Learning Operations) combines DevOps practices with machine learning lifecycle
management. It encompasses version control, automated testing, continuous integration, and monitoring of
models in production. MLOps tools help enforce governance, reproducibility, and rapid iteration while
maintaining compliance.

Version control tracks changes to code, data, and model artifacts, enabling reproducibility and rollback. Git
is commonly used for source code, while data versioning tools (e.g., DVC) manage dataset evolution.
Maintaining a clear audit trail of model versions supports regulatory examinations and internal governance.

Reproducibility ensures that the same model can be regenerated from the same inputs and code, a key
requirement for auditability. Reproducibility demands deterministic algorithms, fixed random seeds, and
documented software environments (e.g., library versions, hardware specifications).

Data provenance records the origin, transformations, and lineage of data used in model development.
Provenance information helps assess data quality, trace errors, and satisfy regulatory requests for data
traceability. Automated pipelines can capture provenance metadata automatically.

Data lineage visualizes the flow of data from source systems through preprocessing steps to the final model
inputs. Understanding lineage helps identify points where data quality controls should be applied, reducing
the risk of feeding corrupted data into risk models.

Ethical AI addresses the broader societal impact of AI systems, encompassing fairness, transparency,
accountability, and privacy. In financial institutions, ethical AI aligns with corporate responsibility and
regulatory expectations, encouraging responsible innovation while safeguarding stakeholder trust.

Transparency requires that model assumptions, data sources, and decision logic are openly disclosed to
relevant stakeholders. Transparent models facilitate scrutiny, enable informed risk assessment, and support
regulatory compliance.

Accountability assigns clear responsibility for model outcomes, including performance monitoring,
remediation, and reporting. Accountability structures ensure that model owners are incentivized to maintain
model quality and address deficiencies promptly.

Black‑box models are those whose internal workings are not readily interpretable, such as deep neural
networks. While black‑box models can achieve high predictive performance, they pose challenges for
validation, explainability, and regulatory acceptance. Mitigation strategies include using surrogate models,
applying XAI techniques, or restricting black‑box usage to low‑impact applications.

White‑box models are transparent by design, allowing stakeholders to understand how inputs are
transformed into outputs. Linear regression, decision trees, and scorecards are typical white‑box models
used in credit risk, facilitating straightforward validation and documentation.
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Model risk assessment evaluates the potential impact of model errors on business objectives, capital
adequacy, and regulatory compliance. Risk assessments often assign a risk rating based on factors such as
model complexity, data quality, validation rigor, and monitoring frequency. High‑risk models may require
more frequent review and tighter controls.

Stress‑scenario generation creates extreme input conditions for testing model robustness. Techniques range
from historical shock (e.g., applying the 2008 financial crisis shock to current data) to Monte‑Carlo
simulation of macro‑economic variables. The generated scenarios feed into the model to assess capital
impact under adverse conditions.

Scenario‑based back‑testing compares model predictions against outcomes observed under specific stress
scenarios. This approach validates whether the model can reliably capture the effects of extreme events,
providing confidence that capital buffers are sufficient.

Model remediation refers to actions taken to address identified deficiencies, such as re‑training,
recalibrating, simplifying the model, or enhancing documentation. Remediation plans must be documented,
approved by governance bodies, and tracked to completion.

Model retirement occurs when a model is decommissioned because it is obsolete, superseded, or no longer
aligned with business needs. Proper retirement includes archiving code, data, and documentation, as well as
updating inventory registers to reflect the model’s status.

Operational risk in the context of ML/AI models includes failures in data pipelines, software bugs, and
human errors that can compromise model outputs. Robust operational controls, such as automated testing,
change‑management procedures, and incident response protocols, mitigate these risks.

Regulatory stress testing is mandated by supervisory authorities (e.g., ECB, BaFin) to evaluate the resilience
of banks under adverse macro‑economic conditions. Models used in regulatory stress tests must adhere to
strict validation standards, including documentation of assumptions, calibration methods, and sensitivity
analyses.

Model calibration adjusts model parameters to align predictions with observed outcomes. Calibration may
be performed periodically (e.g., annually) or in response to significant market changes. Techniques include
logistic regression re‑estimation, scaling of PD curves, or Bayesian updating of prior distributions.

Model back‑testing compares predicted outcomes with realized outcomes over a historical period. For PD
models, back‑testing involves plotting observed default rates against predicted probabilities across risk
buckets, checking for systematic deviations that may indicate bias or mis‑specification.

Benchmarking involves comparing a model’s performance against alternative models or industry standards.
Benchmarking helps identify relative strengths and weaknesses, informing decisions about model adoption,
enhancement, or replacement.

Sensitivity analysis examines how changes in inputs affect model outputs. In credit risk, sensitivity analysis
may involve varying macro‑economic variables (e.g., unemployment rate) to assess their impact on PD

Read online: https://certificates.lsba.org.uk/guides/3948196/machine-
learning-and-artificial-intelligence-in-modeling

London School of Business and Administration · 21 Jun 2026



G U I D E

estimates. The results support stress testing and inform risk‑adjusted pricing.

Scenario‑based sensitivity extends sensitivity analysis by applying full‑scale stress scenarios rather than
incremental perturbations. This approach captures non‑linear effects and interactions that simple sensitivity
analysis may miss, offering a more realistic view of model behavior under extreme conditions.

Model performance monitoring tracks key indicators such as prediction error, drift metrics, and usage
statistics. Alerts trigger when performance deviates from predefined thresholds, prompting investigation
and possible model retraining. Continuous monitoring is essential for maintaining model validity over time.

Drift detection identifies shifts in data distribution (covariate drift) or
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