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Executive Certificate in The Quantum Computing

Quantum Computing Foundations

Quantum bit or qubit is the fundamental unit of information in quantum computing. Unlike a classical bit
that can be either 0 or 1, a qubit can exist in a superposition of both states simultaneously. This property is
mathematically expressed as a linear combination α|0⟩ + β|1⟩ where α and β are complex amplitudes
satisfying |α|² + |β|² = 1. The ability to encode and process information in superposition enables quantum
computers to explore many computational paths at once, providing a potential speed‑up for certain
algorithms.

The concept of superposition is central to quantum advantage. In practice, a qubit prepared in the state (|
0⟩ + |1⟩)/√2 will, when measured, collapse to 0 with probability ½ and to 1 with probability ½. Superposition
is exploited in the Hadamard gate, which transforms a basis state into an equal superposition of the two
basis states. For example, applying a Hadamard gate to |0⟩ yields (|0⟩ + |1⟩)/√2, creating a resource that can
be used in parallel computation.

Entanglement is another uniquely quantum resource. When two or more qubits become entangled, the
state of each qubit cannot be described independently of the others. A classic example is the Bell state (|
00⟩ + |11⟩)/√2. Measuring one qubit instantly determines the outcome of the other, regardless of the
distance separating them. Entanglement underlies protocols such as quantum teleportation, superdense
coding, and many quantum algorithms that achieve exponential speed‑ups.

The process of extracting classical information from a quantum system is called measurement. According to
the Born rule, the probability of obtaining a particular outcome equals the squared magnitude of the
corresponding amplitude. Measurement collapses the quantum state, destroying superposition and
entanglement. Consequently, algorithm design must carefully balance the timing of measurements to
preserve quantum resources until they are no longer needed.

A quantum gate is a unitary operation that manipulates qubits while preserving the overall probability
amplitude. Common single‑qubit gates include the Pauli‑X (bit‑flip), Pauli‑Y, Pauli‑Z (phase‑flip), the
Hadamard, and the phase gate S. Multi‑qubit gates such as the Controlled‑NOT (CNOT) and Toffoli (CCNOT)
create entanglement and enable conditional logic. A sequence of gates forms a quantum circuit, which is
the quantum analogue of a classical logic circuit. Quantum circuits are typically represented graphically,
with time progressing from left to right and qubits drawn as horizontal lines.

The mathematical foundation of quantum computing rests on the notion of a Hilbert space. This is a
complex vector space equipped with an inner product, allowing the definition of orthogonal states and the
calculation of probabilities. In the Dirac notation, states are written as kets |ψ⟩, while dual vectors are written
as bras ⟨ψ|. The inner product ⟨φ|ψ⟩ yields a complex number that quantifies the overlap between two
states.

Practical quantum computing hardware must maintain coherence long enough to perform useful
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calculations. Two key time scales are the relaxation time T₁, which measures the decay of the excited state to
the ground state, and the dephasing time T₂, which measures the loss of phase information due to
environmental noise. Longer coherence times directly translate into deeper circuits before errors become
overwhelming.

Different physical platforms implement qubits in distinct ways. Superconducting qubits use Josephson
junctions cooled to millikelvin temperatures, enabling fast gate speeds but suffering from relatively short
coherence times. Trapped‑ion qubits confine individual ions in electromagnetic traps and manipulate their
internal states with laser pulses, offering excellent coherence but slower gate rates. Topological qubits, still
under development, aim to encode information in non‑local anyonic excitations, potentially providing
inherent protection against certain types of errors.

Quantum error correction (QEC) addresses the inevitable presence of noise. The simplest code, the
three‑qubit bit‑flip code, protects against a single X error by encoding logical |0⟩ as |000⟩ and logical |1⟩ as |
111⟩. More advanced codes such as the surface code arrange qubits on a two‑dimensional lattice and can
tolerate error rates below a threshold of approximately 1 %. Implementing QEC requires additional ancilla
qubits and frequent syndrome measurements, which increase the overhead dramatically.

A landmark achievement in quantum computing is the concept of quantum supremacy, which refers to the
point at which a quantum processor can perform a specific task faster than the best known classical
supercomputer. In 2019, a superconducting device executing a random circuit sampling problem
demonstrated this milestone, albeit for a task with limited practical relevance. The term quantum advantage
is often used to describe a more meaningful scenario where a quantum algorithm solves a real‑world
problem more efficiently than classical methods.

Among the most celebrated quantum algorithms, Shor’s algorithm factors large integers in polynomial time,
threatening the security of RSA encryption. The algorithm consists of a quantum part that computes the
periodicity of a modular exponentiation function using the quantum Fourier transform, followed by classical
post‑processing. While experimental demonstrations have factored small numbers (e.G., 15), Scaling to
cryptographically relevant sizes remains a formidable challenge due to qubit count, error rates, and circuit
depth.

Grover’s algorithm provides a quadratic speed‑up for unstructured search problems. By iteratively applying
an oracle that marks the target state and a diffusion operator that amplifies the marked amplitude, the
algorithm finds a marked item in O(√N) queries instead of O(N). The algorithm is notable for its relative
simplicity and for being one of the few algorithms that offers provable speed‑up for a broad class of
problems.

The quantum Fourier transform (QFT) is the quantum analogue of the discrete Fourier transform. It maps a
computational basis state |k⟩ to a superposition of all basis states weighted by complex roots of unity. QFT
is a key subroutine in Shor’s algorithm, phase estimation, and many other algorithms that exploit
periodicity. Implementing QFT efficiently requires a sequence of Hadamard and controlled‑phase gates, and
the depth scales logarithmically with the number of qubits.
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Quantum phase estimation (QPE) determines the eigenvalue (phase) associated with an eigenstate of a
unitary operator. The algorithm uses a set of ancilla qubits prepared in a superposition, applies controlled
powers of the unitary, and finally performs an inverse QFT to extract the phase bits. QPE is a building block
for algorithms that compute molecular energies, solve linear systems, and simulate quantum dynamics.

Variational approaches have become prominent for near‑term quantum devices. The variational quantum
eigensolver (VQE) leverages a parameterized quantum circuit to prepare trial states, measures the
expectation value of a Hamiltonian, and uses a classical optimizer to adjust the parameters to minimize
energy. VQE has been applied to compute ground‑state energies of small molecules, demonstrating a
pathway toward quantum chemistry applications on noisy intermediate‑scale quantum (NISQ) hardware.

Similarly, the quantum approximate optimization algorithm (QAOA) tackles combinatorial optimization
problems. It alternates between applying a problem‑specific cost Hamiltonian and a mixing Hamiltonian,
each controlled by variational parameters. By optimizing these parameters classically, QAOA can produce
high‑quality approximate solutions with shallow circuits, making it suitable for NISQ devices.

Quantum machine learning (QML) seeks to combine quantum computing with classical learning techniques.
Proposals such as quantum support vector machines, quantum principal component analysis, and quantum
neural networks aim to accelerate data processing, pattern recognition, and model training. While
theoretical speed‑ups exist for certain data access models, practical advantages remain an active research
area due to data loading overhead and noise.

Quantum annealing provides an alternative paradigm that exploits quantum tunneling to find low‑energy
configurations of an objective function. Companies such as D‑Wave have built dedicated annealers with
thousands of qubits arranged in a chimera or Pegasus graph. These devices are used for optimization tasks
like portfolio selection, traffic flow, and protein folding. However, distinguishing quantum tunneling from
classical thermal effects and demonstrating a clear advantage over classical heuristics are ongoing
challenges.

The field of quantum cryptography exploits the principles of quantum mechanics to achieve provably secure
communication. The most widely known protocol, BB84, uses randomly prepared qubits in two
non‑orthogonal bases to distribute a secret key. Any eavesdropping attempt inevitably introduces
detectable errors due to the no‑cloning theorem, which states that an unknown quantum state cannot be
copied perfectly. Quantum key distribution (QKD) systems have been deployed over fiber optic links and
even via satellite, illustrating real‑world feasibility.

Quantum networking aims to interconnect quantum processors through quantum channels. Quantum
repeaters mitigate loss and decoherence over long distances by performing entanglement swapping and
purification. The eventual quantum internet would enable distributed quantum computation, secure
communication, and novel sensing applications. Implementing repeaters requires high‑fidelity
entanglement generation, quantum memory, and error correction, all of which remain technologically
demanding.

Theoretical constructs such as the density matrix describe mixed quantum states that arise from partial
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knowledge or interaction with an environment. A pure state |ψ⟩ has a density matrix ρ = |ψ⟩⟨ψ|, while a
mixed state is a statistical ensemble ρ = ∑ₖ pₖ |ψₖ⟩⟨ψₖ| with probabilities pₖ. The trace of ρ² distinguishes pure
(trace = 1) from mixed (trace quantum volume metric, which combines qubit count, connectivity, gate
fidelity, and circuit depth into a single number. A higher quantum volume indicates the ability to run larger,
more complex circuits before errors dominate. Companies regularly publish improvements in quantum
volume as benchmarks of progress.

Software tools such as Qiskit, Cirq, and QuTiP provide high‑level abstractions for constructing circuits,
simulating dynamics, and interfacing with cloud‑based quantum processors. These frameworks include
transpilers that map abstract circuits onto specific hardware topologies, optimizing gate sequences to
reduce error accumulation. For instance, a CNOT gate may need to be routed through intermediate swaps if
the target qubits are not directly connected.

Quantum programming languages incorporate concepts like control flow and classical‑quantum interaction.
In Qiskit, a circuit can contain conditional gates that execute only if a classical register holds a particular
value, enabling feedback loops essential for error correction and adaptive algorithms. Such hybrid
architectures blur the line between quantum and classical computation, requiring careful orchestration to
minimize latency.

The no‑cloning theorem has profound implications for information security and algorithm design. Since an
arbitrary quantum state cannot be duplicated, quantum data cannot be backed up in the traditional sense,
necessitating error‑resilient encoding. Conversely, the theorem guarantees that eavesdropping on QKD
inevitably introduces detectable disturbances, forming the basis of unconditional security.

Entanglement can be quantified by entanglement entropy, which measures the degree of correlation
between subsystems. For a bipartite pure state, the von Neumann entropy of the reduced density matrix of
either subsystem yields the same value, reflecting the shared quantum information. High entanglement
entropy often correlates with computational hardness, as seen in many‑body physics simulations.

The process of quantum state tomography reconstructs the full density matrix by performing a series of
measurements in different bases. While exhaustive tomography scales exponentially with qubit number,
compressed sensing and machine‑learning techniques aim to reduce the required resources for larger
systems.

Quantum communication protocols rely on the concept of a quantum channel, which models the
transformation of quantum states due to noise and loss. Channel capacities, such as the quantum capacity
and the private capacity, determine the maximum rates at which quantum or secret classical information
can be transmitted reliably. Understanding these capacities guides the design of error‑correcting codes and
network architectures.

The Schmidt decomposition provides a powerful tool for analyzing bipartite pure states. Any such state can
be expressed as ∑ᵢ λᵢ |uᵢ⟩ |vᵢ⟩ where λᵢ are non‑negative coefficients and |uᵢ⟩, |vᵢ⟩ form orthonormal bases for
the two subsystems. The number of non‑zero λᵢ, called the Schmidt rank, quantifies entanglement.

Read online: https://certificates.lsba.org.uk/guides/4000589/quantum-
computing-foundations

London School of Business and Administration · 23 Jun 2026



G U I D E

In the realm of quantum algorithms, the quantum walk framework generalizes classical random walks to the
quantum domain. Quantum walks can achieve faster hitting times and have been employed to construct
search algorithms and element‑distinctness procedures. The algorithmic speed‑up often hinges on
interference effects that suppress undesired paths.

Another important class of algorithms is based on Hamiltonian simulation, where the goal is to approximate
the evolution e^{‑iHt} for a given Hamiltonian H. Techniques such as Trotter‑Suzuki decomposition,
linear‑combination‑of‑unitaries, and qubitization enable efficient simulation of chemical and material
systems, providing insights into reaction dynamics and electronic structure.

Quantum sensors exploit the extreme sensitivity of quantum states to external fields. For example,
NV‑center spins in diamond can detect magnetic fields at the nanoscale, while atomic interferometers
achieve precise measurements of acceleration and rotation. These applications demonstrate that quantum
technologies extend far beyond computation, encompassing metrology and imaging.

The transition from research prototypes to commercial products faces several challenges. Scalability
requires integrating millions of qubits while preserving coherence, a task that demands advances in
fabrication, cryogenics, and control electronics. Error correction overhead can increase qubit requirements
by orders of magnitude, making fault‑tolerant architectures cost‑prohibitive with current technology.
Moreover, software ecosystems must mature to provide robust compilers, debuggers, and verification tools.

Another practical obstacle is the need for qubit connectivity that matches algorithmic requirements. Limited
connectivity forces the insertion of SWAP gates, which increase circuit depth and error probability.
Designing hardware with flexible coupling schemes, such as tunable couplers in superconducting platforms,
seeks to alleviate this bottleneck.

Noise characterization is essential for optimizing performance. Techniques like randomized benchmarking,
gate set tomography, and noise spectroscopy help quantify error rates and identify dominant error
channels. Understanding noise enables the tailoring of error mitigation strategies, such as zero‑noise
extrapolation and probabilistic error cancellation, which can improve results on NISQ devices without full
error correction.

The development of quantum cloud services democratizes access to quantum hardware. Providers including
IBM Quantum, Azure Quantum, and Amazon Braket offer users the ability to submit circuits, run
experiments, and retrieve results remotely. These platforms also integrate classical compute resources,
facilitating hybrid workflows that combine quantum subroutines with classical post‑processing.

Post‑quantum cryptography (PQC) anticipates the eventual emergence of large‑scale quantum computers
capable of breaking widely used cryptosystems. Standardization efforts, such as those led by NIST, evaluate
lattice‑based, code‑based, multivariate, and hash‑based schemes for resistance against quantum attacks.
While PQC provides a transitional security layer, quantum‑native protocols like QKD aim for long‑term
protection based on physics rather than computational assumptions.

The field of quantum resource estimation addresses the question: How many qubits, gates, and time are
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needed to solve a specific problem with a target accuracy? Resource estimates guide hardware
development, algorithm selection, and budgeting. For instance, estimating the number of logical qubits
required for a fault‑tolerant implementation of Shor’s algorithm on a 2048‑bit integer involves accounting
for error correction overhead, gate synthesis, and ancilla consumption.

Quantum compilation must translate high‑level algorithmic descriptions into hardware‑specific instruction
sets. This process, known as transpilation, optimizes for gate fidelity, qubit layout, and timing constraints.
Advanced compilers employ heuristics, machine‑learning models, and optimal control theory to reduce
circuit depth and mitigate crosstalk.

Control electronics play a pivotal role in delivering precise microwave pulses, laser beams, and magnetic
fields to manipulate qubits. High‑bandwidth arbitrary waveform generators, low‑noise amplifiers, and
cryogenic multiplexers are essential components. Innovations such as on‑chip control logic and integrated
photonics aim to reduce wiring complexity and improve scalability.

The notion of quantum steering captures the ability of one party to affect the state of another distant party
through local measurements, a concept closely related to entanglement and non‑locality. Steering
inequalities provide experimentally testable criteria that distinguish quantum correlations from classical
explanations, contributing to device‑independent security proofs.

Bell’s theorem and associated inequalities, such as the CHSH inequality, establish the impossibility of local
hidden‑variable explanations for certain quantum correlations. Demonstrations of Bell violations using
entangled photons, ions, or superconducting qubits confirm the non‑local nature of quantum mechanics
and underpin the security of device‑independent protocols.

Quantum simulation is a promising application area where quantum computers model complex quantum
systems that are intractable for classical computers. Simulating lattice gauge theories, high‑temperature
superconductors, and quantum phase transitions could unlock new materials and deepen our
understanding of fundamental physics.

In the domain of finance, quantum algorithms are investigated for portfolio optimization, risk analysis, and
option pricing. Quantum annealers and QAOA have been applied to quadratic unconstrained binary
optimization (QUBO) formulations of asset allocation, offering potential speed‑ups for large‑scale problems.

Logistics and transportation benefit from quantum approaches to routing, scheduling, and traffic flow
optimization. By mapping combinatorial problems onto quantum hardware, companies aim to find
near‑optimal solutions faster than classical heuristics, though real‑world deployment requires robust error
mitigation and problem encoding techniques.

Healthcare and drug discovery are targeted by quantum chemistry calculations. Accurate determination of
molecular ground‑state energies, reaction pathways, and binding affinities can accelerate the identification
of promising compounds. Hybrid quantum‑classical workflows, where a quantum processor evaluates
energy landscapes while a classical optimizer explores chemical space, represent a realistic pathway toward
practical impact.
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The interdisciplinary nature of quantum technology necessitates collaboration across physics, computer
science, engineering, and domain expertise. Educational programs such as the Executive Certificate in The
Quantum Computing aim to equip leaders with the vocabulary and conceptual tools needed to assess
opportunities, manage risk, and drive innovation.

The rapid evolution of standards and best practices calls for continuous learning. Emerging topics include
quantum-safe blockchain, quantum internet protocols, and quantum machine‑learning frameworks. Staying
abreast of developments ensures that organizations can make informed decisions about investment,
partnership, and technology adoption.

In summary, the foundational vocabulary of quantum computing comprises a rich set of concepts ranging
from the abstract mathematical formalism of Hilbert spaces and Dirac notation to the concrete engineering
challenges of maintaining coherence and scaling qubit arrays. Mastery of terms such as qubit,
superposition, entanglement, quantum gate, error correction, and quantum algorithm is essential for
navigating the emerging quantum ecosystem and translating theoretical potential into practical solutions.
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